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=, >AP&(<!I=#;,%ASH=#(>19;-; K&.&>&#%!>' & (9$#; Yo# H& Y &K & . &>F!&(>';%%#>%!; (7!, J; $#(#%%0!'8!
HA.(#$;K&.&>&#%a!8AS>6#SMHHOIRBEHA#(19'(>$'.1'8!>6#1%6#9A$&>F!'8!; (I'$<;(&G;>&' (%!
&(8'$=;>&'(1&(8%;%>$A9>A$#Hal; (?1&(9$#;%o#!'$<;(&G;>&'(;.|B.#S&K&.&>F*

"#$%&)*+,-',.&/"01'2$31"/04"56'78:;'<564"6$5$=">56"45%"6#'2%5/&==

Continuous Monitoring

= Maps to risk tolerance ,
= Adapts to ongoing needs

= Actively involves
management

NHOASE>FIO'(>$'.1:%6%6#%%=H(>%!-#$8' $=H#?1-#$8&'2&9;..FIH;.&?;>#I64#>64#$1%> > H? I GHOASE>F19' (>$'. %
&=- H=H(>H?I'SSHO> FOI-#$:>&(<!; %61 &(>H(P#?0!: (1=H##>10#2P,:RIK: Yot & (H1U6H#OAS AN FORGESS Fa+

%> >A%I$H-'$>8&(<)-$' HE 2 8#24S;.'8889&;.%601J&>61&(8'$=;>& (| (HOHY OB A2 EHRIBLHD ! (7!
-$'H&2#%!,%%AS; (9> 1#S 8 %> & (<IOAY>"~HBSHAHBBEA <! >6#I Y#IASE>F - %>ASH!'8I4BH#I Y F Yo > 1=
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2.! CONTINUOUS MONITORING ROLES & RESPONSIBILITIES

2.1.! AGENCY AUTHORIZING OFFICIAL (AO)

[<H(IF!, 7% (?1>6H&SI> ;=Y SYoH#1> 64! INB B8 (A'A%!=" (8> $&(:9>&HE&>&H06!' (IK#6;.8!'8!>6#8&S!
<H(IF*I56H#FI=A%>I$#HEH HOABR>F!;$>88;9>%!-$H&?#?IKFI>6#INRO!)R, 70! SIGEBRSRI>6H!
INR %106#OASE>FI-'%6>ASHI$H=;& (%! %ABBLI&H(>18'S!>6#8&S$!, <H#(IF %! AV6#!'81>6#1%FYo>H=*]

<H(IF, 7%066'A. 2 1H(YASHI>6#&S!, <H(OFERIBI&(H6#IR.;(1'81,9>& (Ig!: &.#%>'(#%!BR7,g:Cl;(?!
$#-'$>8&(<!;$>&8;9>%!B%A96!;%!HA. (#$;K&.&>F1%9; (1$#-'$>V B RKYBI 8.9 CoI9E(<#%! ;%% '9&; >#?1 I &>6!
>6#1 INFIB6HSHE I SBHFRYRY66'A. A6t >68 96! & (8'S=>'8(QH# S&I6# 7?1 2#9& %6 &' (%! K'AS!' (< &(<!
AS6'$8C;>&BI>6H#IF>H=18'$1>6;>1, <#(AF

O'$I0#?P,:R!,<#(9F! 57%0!1>6#!,<#(9F!, 71%6'A.?19'(%A.>I>6#O#?P,:RIY A&?#!8 Bk A(SE!
I'(>&(A'A%!:'(&>'$8&(<01J6896!9; (IK#IB'A(?!:6>-eUUBH?$,=-*4'H

2.2.! FEDRAMP JOINT AUTHORIZATION BOARD (JAB)
6 &.#1#;,96!,<#(9F!,71=&(>;&(%!>6#18&(;.1;--$'H;.|; A>6'$&>F!8'$!>64# A%#!'8!; 1% FY%>#=IKF!>6;>! <#(9F0!>6#!
O#?P,:R!_,@!;9>%!;%!8'9;.1-'&(>18'$19'(>&(A'A%!="(&>'$&(<!;9>&H&>&#%!'8| % FBE#45RER>@ER

Il PHHEHI (>&(A'A%!="(&>'$&(<!;(Bo#IASESFR8;9>%!'(1;I$#<A.: $IKI %&Y%oa

1 A>6'$S&GR! 2#EHOI (&> PO Y AYo- 101 (?1$HH QI % F%>HAIB57!;%!:--$'-$&; >#d

1 ASE'S&GHS! 2#(8H#IA&<(&8&I;(>196; (<#!: (21 2#H&; > &' (I$H[A#%>%0a!; (?

Il h(%APE6#0#2P,:RIR:71&%!-$'H&?&(<!:$>&8;9>%!>"l #H#$;<&(<!, KIHQE&H I ((#$*

2.3.! FEDRAMP PROGRAM MANAGEMENT OFFICE (PMO)
56#0#7P,:RIR:7:9>0!:%!>6#1.&:8%'(18'$!>6#!_,@!8'$1#(%AS&(<!INRY! IBFBIbSEER F1;264#$#!>'1
>BH&SIHY>;K.&Y6#?!I'(>&(A'A%!: (&> $& (SBRHUTH?P,:RIR: 7e |

11 PHOHEIND (>&(A'AY!="(&>'$&(<(21%&<(&8&I;(>196; (<#!:$>&8;9>%!' (IK#6:.8I'81>64#_,@a

1 RHSSSUR(&>&:.:(;. FY%8Y6!'81:$>&8;95%601%A06!: % 1#(%ASE(<1%9: (#$!'A>-A>I8&. #9%!=:>96!R7,g:!
%AK=&%%.'(Yoa

Il 0;9&.&>%#QSH#HE&#]!'8!;$>&8;9>%a!;(?

T h(%APAS>8&8;9>%!;$#!=;2# H; & K #I>', L H#HAS, <&(<!;<#(9&#%

2.4.! DEPARTMENT OF HOMELAND SECURITY (DHS)

56#10#7P,:RIR".&9F:#="1$# #,%#?IKF!7: @ ?#8&(#%!>6#bIN!O#?P,:R1$#%-' (Y & KRS >Rit¥0!

11 %9%&%>I<'HAS(EHEH!; (71, <#(IF6-#9&B&II#88'$>%!>'-$ HRAIHTHBENODH, (?19'%>D
#88#9>&HH#IOFKHSYAHIASE>F
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1 1"$2&(> HOFKHSYHOASESFI-#$,>8 (%0!:(?1&(982H(>1$HY6- (Yo HIZ-BIBE&DH! %6%68%>;(9Ha
11 bHH#A.- 19'(>&(A'A%!="(&>'$&(<!%>;(?;$27%!8'$!'(<'&(<IIFKHSYHIASE>FI'8IO#2#S;.18(8'$=:>& (!
VOF%>H=00!>"18(9. APBIBHHI='(&>'$&(<!: (219" (>&(A'AY%. FIHHSEBEH ! #$;>&(<19' (BE-AFPH &' (%
11 D#HA. - I<A&?; (9! (1 <H(OFI1&=- #=H(>>& ('8 >6H#I5SAY%>H?IM(>HS(#>I'((#9>&' (IBSMIC!-$'<$;=!
8'$19.'A?106H#$H&IOH# Y
56#10#?P,:RIR:71J'$Q%!J&>6!DINI>'&(9'$-'$;>#IbiN %6!<A&?;(9#1&(>IDBP, R1-$'<$;=1<A&?; (9!
(P12 9A=H(>%6!

2.5.! THIRD PARTY ASSESSMENT ORGANIZATION (3PAO)

)R, 7%0!"$!;<#(9F!;%%6#%%' $%0!; $#1$#%-' (V&K #18'SI&(PH#-#(?#(>. FIHHS&BF&(<!;(?!H;.&?;>&(<I>6#19'(>$".!
=- H=H(>>&' (1 (21> HY>I$HYA. > %1 8'SINR Y6 &(I>6#19' (> & (A'A% 6 (@oHEBICAH O# 2P, :RI-$'9#I4%0*
N-#9&8&9;..FO)R,7%!;$#!$#%-'(%&K.#!8'Se

1 96%H%%& (<! 1 2HB&(H?1YAKY#SI'8I>6HI%6H#IASE>FIG(>$ . %! ((A:..F

11 NAK=&>>&(<I>6#1:%%6#%%=#(>ISBHTS I IF#;$!;8>#SI>6#INR %L A>6'$&G;>&'(12;>#1;(?!
#;96!F#;$!>645#,8:31$

1T R#$8'S=&({(A(O#?!-#(#>$,>&'(I>#H%>& K

11 RESSSR(L((A1%9;(%!'81I#K!;--.&9;>&'(%6017;>;K; %6#%0!; (?!'-#$;>&(<| Y BYLH=%

1 %%H#%%&(<!196;(<#?19'(>$'.%!"(1;(1;216'91K; %&%! ;% $S#[A#Y>#?IKFI>6#!, 7%18'$!; (F196;(<# %! =; 2#!>']
>6#1%F%>#=IKF!>6#!/INR*

M(I'$2#$!>"IK#I1#8BHISYMBRY!S HO)R, 7% SHISHY-' (V&K #18'SI#(%AS&(<!>6;>1>6#196;&(1'819AY%>"?F1&%!
=:&(>&#?18'$!;(FNR,7 DAS6'$H?12'9A=H#(>;>&' ()R, 7%!=A%>1;.%' I K#!: K #1>'TH' AO6!8'$!> 6 H#S: 9&>F1;(?!
&(>H<$&>FI'812;>1-$'H&2#?IKF1>6! INRI8'$I&(9. A% SYEEIR A OA=#(>>&' (1, %, (I#S;=- #e!

I M8!%9;(%!;$#!-#3$8'$=#?'KF!>6#! INRO!>6#!)R, 7!=A%>#&>6#$ K#!'(1%&>#!;(?!'K%#SH#!>6#! INR!
-#$8'$=&(<!>6#1%9;(%!"$IK#!; K. #1>'1="(&>'$!I"$IH#S&BF ! >6#!$#%A. >%!'8!>6#!%9;(%!>6$'A<6!">6#$!
=#:(%!?'9A=H(>H#?1;(?1;—-$ HE#?IKFI>6#!, 71

11 D'OA=# (>;>& (-$'H&2#1>'1>6# INRIZAVSIKH-  9#218(1:18'$=;>1>6,>1#&>6HSI>6# INR!IO: (> >H#S!

'$1>6;>1;.." J%!>6#)R, 7!I>"TH#S&BF!>6#! & (S#H<$&>F!'8!>6#P'9A=#(>
!

3.]' CONTINUOUS MONITORING PROCESS AREAS

3.1.! OPERATIONAL VISIBILITY

56#INREAY>12#="(%>$;>#>6#1#8889; U BI&IA A= (8> $&(<!-$'<$: =65 A<61>6#I#H& PH# (18>
“$'H&2#H%*ISBHR!; (71 &>%!)RIFAVBS H& P I#HE 2#(>&; $F1&(8'$=;>&' (1> 55T ¥6=1(>6.FOL; ((A;..FO!
HHHSEI>6$##IF#,$%0!1; (2! (1; (094242 1K; % &85 #S! (1 A>6'$8G; >&' (1&%!<$ 166819641 24 &HASH #.'J!
#:961, 71> 1#H: A >H#I>6#1$8&%Q!-'06>A$#!'81>6#! INR %! 06#SHRO#!'8BHS& (<*
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!
5; K #RIKH. J1&2H#(>&BEHUPHEHHHS; K HYI SHALSH?!:%61-,$>1'819' (>&(A'A%!=' (&> SEAEHDGED !

?#.&H#S; K #%!& (9. A?#!-$'H&?&(<1#H&?#(9#0!%A96!;%!-$'H&?&(<!="(>6.FIHA.(#$;K&.&>F!%9;(%!"'8!INR%!"-#
%F%>#=%U&(8%;%>3A9>A$#0!?;>:K;%#%0!; (?1 I#K!;--.&9;>&' (%*

%61-:$>1'81>6#19'(>&(A'A%!="(&>'$&(<!-$'9#%6%60! INRY!SHISHALSH?!>'16; HBBR T (19/6%64#%6%=H(>!
O5(((A;K; %8%!8' S 196 AKYo#> 181> 6H HES: . 19'(>$'. Y61 &=- H=H#(>H#2!' (1> 641 VTASEL=I>6#1; (A;.!
0YHYY-BHEBHIO'(>$'. V0! SIBKEM HH!: SHISHYSH?!: (<1I&>61:(1:22&>& (. |(A=KH#$!'819'(>$".%!

Vot HO>HPIKFISBHBBH!, 716:061>64#1'->& (1> TH: SFI>6#1>">: I(A=K#S$I'819'(>$'. Y6I>HIU>H 1> 1=#>1>6#!
HY&SH?) HHH. I SI#88'S>18'SIIFOEERINGH HO>V0!>6#1:228>8(;.19'(>$.%618'SI>HY>&(<IK; Yot 2! (1>6#!
8'.. )& (<19$&>H$& BEIH# DA

-031&()'<564%51',&1&/4"56'<%"4&%"0

CRITERIA DESCRIPTION

Conditions f (F19'(28>&(%!=; 2HIKFI>6#1, 71&(1>64#1A>6'$8 G >& (L #>>HEII2ASE(<!;1-$#1
1, | -oncitionsfrom o I%H%O6=IEERY6IE(O.MPBHISHY A>E!(IBIHA. (#5KE. &>EHTHHIBEEEAHR=D
PTEVIOUS assessSment | gg:=go(? 18=-#=#(>;>&'('8!(#J! 9;-;K&.&>&H%

(FLS#:! J6HSH>686F%>#=16,%!Q( I(HA. (#$;K&.&>8H%!'$I#(6; (9#?!$&%Q!
%-#0&8&919' (GHWAIG!; %I A, . I'$196A%-#I>#?1&(>BA%E& (019'=-$'=&%#0!=;
HHH#(>01.'%%!'817;>; CHKE:;.'810%6#$H&O# BH'NGQ*

(FLS#, 1 I6HSHI>6#19. A?1%F%>H=124#="(%>$;>#21:1 J#:Q(H%%!'SIHA. (#$;K&.&
9 (>&(A'AYI=(8>'$& (G >HY>&(<ISH.;>#?1>'1%-#088891%HOAIRAAIGE S0
9'(>$'. %l$t.;>H?I>'1-:>06!=;(;<H=H(>0!9'(B&<AS$;>&'(I=;(;<H=H(>0!'$!

HA. (#$:K&.&>F19%9; ((&(<*

Weakness identified
2. | since the last
assessment

Known or suspected
3. | testing/continuous
monitoring failure

Control

implementation that (19 (8 8= HH(>1 & (1>6;216; 96 (<H1968(9#1>641.106>1: 060640

has changed since last
assessment

Newly discovered
vulnerability, zero-day
attack, or exploit

Recommendation of
Authorizing Official or
Organization

&(PH-H(PH(>. F1;%%6H%0%0H 2 QBB 2 H06 ('>1$8Yo#1> 1> 61> 6 SHYEE. A)B
-$1)*3 A

J(F 19'(>$". 1>6;3&96#(>&;. . Fi88#9>#?IKF(#J.FI2&%9'H#$#?IHA. (#$,K&.&>&
GHID;FI#S-.' &>086A96 5%k i#; $>K A HA. (#$,K&. &>F*

@; %421 (128$H#9>1Q(' I #2<#!; (1 A%#!'81;19.' A?1%F%>#=0!;A>6'$8GE&(<!'888&
'$<;(&G:>& (%!19; (ISHAESHISBHINRIS 1>H#06>1:228>&/(;.19'(>$'. %K %6421 (1A(:
=&Y%%& (19'(9HS(%!'SIK; YBHIINR %!-#$8'S=; (9#1%& (9H!>6#&$!.;%>1; %!
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!

3.2.! CHANGE CONTROL

NF%>#=06!;$#12F (;8&BO#?P Rl (>89&->#0%!;..196F%>#=061;$#1& (119 (%>; (>1%> > #I'BIO6; (<#*
'(B&<AS;>&'(I=:(;<H=H(>!;(?196;(<H9'(>$'.1-$ OHYYo#%016#.-1=;&(>; & (1;| YoHOASHIK; Yokt & (I B(BE&KA

'81>6#INR %6!;$96&>HIPASE(H# 2B [7;F196;(<#%!: $#1=; (;<#?1>6$'A<6!>6#!INR %!96; (<#!
=1 (;<H=H(>1-$'OH% %! PHVIS&KH P& (1PBHEBEIHY0)+>1)1*393)#+:.1) I

@8'SH; - (#2196 (<H!>;QHY% -, SHOBHINRI=AY>1-8H=;INHOASE>FIM=-;9>!, ;. F%8RB613A %> K#!;!
%>;(2;$?1-:$>1'81; INR %196 (<#19'(>$'.1-$'9#%9%!: %61 #0969 &KH#?1 & (PIGH HINRATH) +>1) #3934+

1) FIMBI>6#!; ;. FY%&Y6!19' (9 AGHIE; (<H1J&..|; ?HHS Yot F1; 88 H B4 8> FI'81>6#106F Vo> H="0!
A>6'$&G>&'(01>6# INRIZABASIES L BEY, -)#+-$1)*3 01J6&9I6ISH[A&SH%0!, 719"$2&(;>&(1;(?)R,7!
&(H' HH#=#(3*

S6HSH!$HI=:(F18,9>'$%!>6;>19'A. 21$#%A. >1&(1=;Q&(<!&>| 7B AQAHBIILBEI!>6$#%6'. 2%!8'$! !
%&<(&B&I;(>196;(<HI PH>HP=&(;>&'(*IO'$I>6&%61$#;%'(0IO#?P - RISHO ==#(?%%!> 6 HERI LA HH !
&(1289%69A%%E (YoI$H.;>H1> 18ASASHIO6; (<HYo| SHHBHICHEHS > $:0 8.0

O'$1:18™), -N#+-$)*3  0IBHINRI=AY>10'=- #>H#I>GB5=0>,+@"%)',-#+2$!)*3+=3K"38#+<WE&9

S H&PHI&S!>'1>BHB'SI>6H4&$! ;. F% &% =& (&=A=""81)117;F%! KHBIBHIG=E(<!:1%&<(&B8&9; (>1961(<#
5641, 71=&<6>ISH[AGSHI="$HI>&=HIK %o# 2" (1>6#1&=-;9>1'81>64#196; (XGAYIRY6! =A%>1J'$Q!9.'%%o#. F11&>6!
>6#1, 71> TA(2H$%>;(216' JI=A96!>&=#18%! (##2#21&(1; ?H; (9#!'81%&<(&8&9;(>196; (<#Y%*I564#18'$=1=A%>!
&(9.A2#1>6H#INR %!$:>8 it Q&(<!>6#196; (<H*

56#k35=0>;+@'%)',-)#+2$!)*3+=3K"38#+<UGYKHIB'A(?1;>1 6>>-eUUBH?$S:=-*<IMAK=8%%& !
&(%>$A9>&' (%!, $#!'(1>6#!1B'$=*

56# INRY!)R, I=A%>$ HE& 2#INHOASE>F!, %6%6#%%=H# (>R I{IBMFRCR 006&96!>6#)R, 71J&..1.;>H#$I Ad6#!
>4V >6HI%FY>H=18'. | J&(<I&=- H=H(>>&'('81>6#1%8<(&BR.9;(>196;(<#

56#!,7! =A%>!;--$'H#!>64#!;%%#%%=#(>1%69'-#!18'$!>6#!%& < (&8&9; (CHBEL(EEMNPBBA. ?1# SHPO& Yo K#HY0>!
VA?<H#=#(SN$HO'==H#(?] >6#1%9"-#!'81>641%&<(&BB<H!; %%HYYo=HHAI $?2&(>H#!>6#!8& (;.1%9'"-#!

J&>61>6#! M5F-&9;..FOI&8!>6#1%&<(&889;(>196;(<t#I&(H' H#%!; |(#J19'(>$'.1&=- #=#(>;>&'(01>6#!)R, 7I1=A%>1>#%>
>6#1(#J19'(>$'.18'$I>6H1#(> &SHIVF Yo>H=*IMBI>6#1%&<(&8&9;(>196; (< &Y%b!; | (#JI>HIGE AUROI>BUIREE %6 !
&(>#<$;>&'(\&(>"#S&%>&(<!9'(>$'.%*!

M8!; (F!;(>89&-;>#72196;(<#1;22%61$#%&2A;.1$8% Q0! $I90$#;>#%!'>6#$1$& Y6 Q7 SBEU AR 1 >6;>1>6#]
AGO#H->:K HOI>BHFY>H="0%!;A>6'S&OAR(KHI$H#H Q#ID'$!>6&%6!$#:%' (01&>18%61 &=-#$;>&H#I>6#!INR!
UotHQUbL--$'H;. IKH#E'$H#1=; Q&(<I>6#196; (<#56#1<";.| &% 8IBHNRS1=;Q#!-.; (#?196;(<#%6!&(!;!
9'(>$"..#21=;(H$1%'1>6;>1>6#106#OASE>F1- %> ASH!'81>6#1%6 FYRR=BLABKEH?

BSHGL-SH:L(?! &=-H=H#(>>&('8I>6#1%8<(888&9;(>19616G#! INRO!)R, I=AVbH#$S'$=!: (!
YUY HPIVOAK=&>@3-"& #4+08838893)#+IBRYFEI >6H17! &(1:99'$7;(9#1I&>6!>6#IN,R!:(?!
J&>B&(I>6HI>&=HES; =#!; <SHHIKH> I (1> 64! INFOHLP! 4, 278>&(;..FOI>6#! NRPASOAK=8>IA-2;>#7!
2OASH(>;>& (I-#$>;&(&(<1>'1>6H#! (#].F1&=- H=H(>#?196;(<#%*
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3.3.! INCIDENT RESPONSE

O#?P, RISHAGSHYMIBRS 1 24="(%>$;># 6HFLSH K 41>, 24 A >#. FI$H%-' (21> 106#OASE > F1 & (9BEPH(>%6*
- $>I'8I>6#I0#7P, RIASE'$&G;>& (I-$ IHMBHANRE B AL 106 AK=E>1: (21=;&(>; &(1; (1 &(9&2#(>!
$#%-'(%#!;( 01J6&IBBHIT I;--$'HH# YS6HINR&L!:. %6 ISHAKSH?IS'8 .. JI>64#1&(9& 2H(>I$#%6- (Yott!:(?!
BH-'$>&(<I<A&?;(9H1O'(>:&(H?1&(1=BBEO>; +D)-'53)#+2%99") - 1#'%6)8+;8%-354&:3

SI>BHI<HAS(=H(> %! 28%09$#>& (0l OFBRRREH& A, |, <H(IF!, 7%!=;F1 P& BIIMIRS | >$H#; 9#$>: &(!
B&>89;.IHA. (H$; K& BHBBE?H(>%01% KOBR YS! FjIHA. (#$; K &. & ERHAM $>K ##2 ANRISAY6E>: Q#!
&==H#?&;>#1:9>& (8A..FI$H%' HH>6H#IHA. (#$;K&.&>F1&8I-'%%&K #OI'S!:>! A >EREHMABHG>'$Y0*!
56#10#72P, RIR:71=;FISH{A#Y>1&==#2&;>H#I$#-'$>&(<!' (1> 6#%oH | aOH2PGRI=; FISHA#Y> | &==#8&;>#|
$H-'$>&(<!'(I>6#%#19$8>89; . IHA. (#$;K&.&>&#%0! KEBIEBOH@PRR!, <#(9F!, 57106 F%>#=0%*156#!
INRI=A%>19' (>&(AH#I>1>$;90Q19$& > & $; KIRALHRHI6I & (1>6#1%6FYo>H#="06IR 7 ,g: HHH(I J6#(I>6H#F!: $#-$ H&2& (<!
%-#O&;.I$H-'$>&(<I>IO#?P IR*
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APPENDIX A! FEDRAMP ACRONYMS
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APPENDIX B! CONTROL FREQUENCIES
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Table 2. Summary of Continuous Monitoring Activities & Deliverables

csp 3PAO
DESCRIPTION AUTHORED AUTHORED
DELIVERABLE | DELIVERABLE

CONTROL CONTROL

NAME ID

Continuous and Ongoing

The organization:

a. Monitors the information system to detect:

1.! Attacks and indicators of potential attacks in
accordance with [Assignment: organization-
defined monitoring objectives]; and

2.! Unauthorized local, network, and remote
connections;

b. Identifies unauthorized use of the information
system through [Assignment: organization-
defined techniques and methods];

c. Deploys monitoring devices: (i) strategically
within the information system to collect

Information organization-determined essential information;
1 System Sl-4 and (ii) at ad hoc locations within the system to
Monitoring track specific types of transactions of interest to

the organization;

d. Protects information obtained from intrusion-
monitoring tools from unauthorized access,
modification, and deletion;

e. Heightens the level of information system
monitoring activity whenever there is an
indication of increased risk to organizational
operations and assets, individuals, other
organizations, or the Nation based on law
enforcement information, intelligence
information, or other credible sources of
information;
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CcsP 3PAO
C?\::.:;/TEOL COI\:;ROL DESCRIPTION AUTHORED AUTHORED
DELIVERABLE | DELIVERABLE

f. Obtains legal opinion with regard to information
system monitoring activities in accordance with
applicable federal laws, Executive Orders,
directives, policies, or regulations; and

g. Provides [Assignment: organization-defined
information system monitoring information] to
[Assignment: organization-defined personnel or
roles] [Selection (one or more): as needed;
[Assignment: organization-defined frequency]].

Certain events must be continuously monitored.
AU-2a auditable events: Successful and
unsuccessful account logon events, account
management events, object access, policy change,

Auditable AU-23, - . . ;
2 privilege functions, process tracking, and system AU-2d Frequency: continually
Events AU-2d .. .
events. For Web applications: all administrator
activity, authentication checks, authorization
checks, data deletions, data access, data changes,
and permission changes.
'Is'ni;i;n;atlon CSPs must be able to detect new assets
3 y CM-8(3)a continuously, using automated mechanisms with a This activity should be automated.
Component . . . . .
maximum five-minute delay in detection.
Inventory
Incident CSPs must report incidents in accordance with the II'R-6a: [US-CERT |r.1§|de'nt reportlng.
4 Reportin IR-6 FedRAMP Incident Communications Procedure v timelines as specified in NIST Special
P g ' Publication 800-61 (as amended)]
Refer to ASHRAE Thermal Guidelines
or Data Processing Environments.
Temperajcure CSPs must monitor temperature and humidity f . g . .
5 & Humidity PE-14b Requirements: The service provider

controls continuously. )
Controls measures temperature at server inlets

and humidity levels by dew point.
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CsP 3PAO
C?J:.:;,TEOL COI\:;ROL DESCRIPTION AUTHORED AUTHORED NOTES
DELIVERABLE | DELIVERABLE

s . - Bef , signat
Vulnerability CSPs must update the list of vulnerabilities scanned clore scans are run, sighatures
6 . RA-5(2) . must be updated to the most current
Scanning continuously, before each scan. .
version.
. The organization employs a wireless intrusion
Wireless . . . . .
. detection system to identify rogue wireless devices
7 Intrusion SI-4(14) .
. and to detect attack attempts and potential
Detection . . .
compromises/breaches to the information system.
10 days
CSPs must train personnel in their contingency roles
3 Contingency CP-3a and responsibilities within 10 days of assuming a
Training contingency role or responsibility. Record the date
of the training in the System Security Plan.
Weekly
Audit Review, CSPs must review and analyze information system Report findings of inappropriate or
9 Analysis, & AU-6a audit records for indications of inappropriate or unusual activity to incident response
Reporting unusual activity. team.
Monthly
CSPs must mitigate all discovered high-risk
vulnerabilities within 30 days, mitigate moderate
Vulnerability vulnerab?lﬁty risks in 90 days, and mitigate low .
10 . RA-5d vulnerability risks in 180 days. CSPs must send their
Scanning . .
Reviewer updated artifacts every 30 days to show
evidence that outstanding high-risk vulnerabilities
have been mitigated.
Continuous CSPs must report the security state of the system to
11 Monitoring CA-7g their own organizational officials on a monthly
Security State basis.
A . -
12 ceess PE-8b CSPs must review visitor access records monthly.
Records
FedRAMP | 12




CONTROL

NAME

CONTROL
ID

DESCRIPTION

CsP
AUTHORED
DELIVERABLE

3PAO
AUTHORED
DELIVERABLE

CSPs must review the information system monthly
to identify and eliminate unnecessary functions,
ports, protocols, and/or services. If ports, protocols,
13 Least cM-7(1)a and/or services are changed, Table 10-4 in the
Functionality System Security Plan must be updated at the time of
change. Changes must be made according to the
CSP change management process that is described
in the Configuration Management Plan.
- CSP t ti t , b licati
Vulnerability s must scan operating systems, web applications
14 . RA-5a and databases monthly. All scan reports must be v
Scanning .
sent to the Reviewer monthly.
15 Flaw SI-2c CSPs must install security-relevant software and
Remediation firmware updates within 30 days of the release of
the updates.
Examples of programs that look for
system flaws could include programs
that: i) inspect log files looking for
variances in normal behavior; ii) look
for missing patches; iii) look for
Flaw CSPs must use an automated mechanism to look for 8 .p . )
16 . SI-2(2) errors that indicate software bugs;
Remediation system flaws at least once a month. . .
iv) look for processing errors; v) look
for indications for intrusions; vi) look
for malware; vii) look for access
control violations or attempted
violations etc.
Software &
SI-7 (1). [Selection to include securit
17 Information SI-7(1) CSPs must perform integrity scans monthly. (1)-1 v
. relevant events and at least monthly]
Integrity
18 Account AC-2(2) Automatic termination of temporary and
Management emergency accounts after no more than 30 days.

FedRAMP
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CsP 3PAO
C?J:.:;,TEOL COI\:;ROL DESCRIPTION AUTHORED AUTHORED NOTES
DELIVERABLE | DELIVERABLE

SI-6b [to include upon system startup
and/or restart at least monthly]
. SI-6¢ [to include system
Security - . . . .
. . System verifies correct operation of security administrators and security
19 Functionality SI-6 .
U functions monthly. personnel]
Verification
SI-6d [to include notification of
system administrators and security
personnel]
Updates must be based on the
findings from security assessments,
20 Plan of Action CA-5b CSPs must update the POA&M at least monthly and v security impact analyses, CSP risk
& Milestones must submit it to the Reviewer at least monthly. assessments, continuous monitoring
activities and any other indications of
a security weakness.
Monitoring CSPs must review physical access logs at least
21 Physical PE-6b monthly. Record the dates of review in the System
Access Security Plan.
60 Days
29 Authenticator IAS Change/refresh authenticators/passwords at least
Management g every 60 days.
Quarterly (90 Days)
AC-2(3) Disables user accounts after 90 days
inactivity.
23 Account AC-2(3) Requirement: The service provider defines the time
Management period for non-user accounts (e.g., accounts
associated with devices). The time periods are
approved and accepted by the Authorizing Official.
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CSP 3PAO
L L
C?\::E?s COI\:;RO DESCRIPTION AUTHORED AUTHORED
DELIVERABLE | DELIVERABLE
IA-4e: Disables user IDs after 90 days of inactivity.
Identifier
24 Management I1A-4e IA-4e. Requirement: The service provider defines
time period of inactivity for device identifiers.
Publicly . . . This indicates data leaks and
. CSPs must review content on publicly accessible .
25 Accessible AC-22d . . erroneous or unauthorized
system and look for non-public information. . . .
Content information disclosure.
Access CSPs must review and reevaluate their information
26 Restrictions CM-5(5)b system developer/integrat.or p.rivileges quarterly. '
Record the date of the review in the System Security
for Change
Plan.
Annually
CSPs must review Information Security Policies and
Procedures annually for High systems. For
Moderate and Low systems, the CSP must review
Information rocedures annually and policies every three years.
. ! All “-1” P " uaty . policles every y All control families have “-1” controls
27 Security Controls Insert the updated Policy document as an v (e.8. AC-1, 5C-1)
Policies Attachment to the System Security Plan and submit & ! '
the updated plan to the Reviewer one year from the
Provisional Authorization date and each year
thereafter.
CSPs must perform an annual review and re-
certification of user accounts to verify if the account It is advisable to develop and
Account . . .
28 AC-2j holder requires continued access to the system. document the annual user re-
Management e e I
Record the date of annual user re-certification in certification process and plan.
the System Security Plan.
29 Security AT-2 CSPs must provide basic security awareness training Security awareness training must
Awareness to all users annually. Record the date that security include contractors, executives, and

FedRAMP
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CsP 3PAO
C?J:.:;,TEOL COI\:;ROL DESCRIPTION AUTHORED AUTHORED NOTES
DELIVERABLE | DELIVERABLE

awareness training last took place in the System anyone who has access to the
Security Plan. system.
CSPs must review and update auditable events
annually or whenever there is a change in the threat
environment. Changes to the auditable event list Guidance: Annually or whenever
Auditable must be recorded in the System Security Plan. CSPs changes in the threat environment
30 AU-2(3) . . .
Events must record the date that the auditable event are communicated to the service
review meeting takes place in the System Security provider by the Authorizing Official.
Plan. Meeting notes with information about who
attended the meeting must be archived.
) Consult with the Reviewer to obtain
CSPs must have a 3PAO assess a .subset of their information on which controls to
Security security controls f':mnually. Submit the assessment assess during annual testing.
31 Assessments CA-2b report to the Reviewer one year from the v ]
Provisional Authorization date and each year Deliverables produced by_3PAOs are
thereafter. always separate from deliverables
produced by CSPs.
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CsP 3PAO
C?\::.:;,TEOL COI\:;ROL DESCRIPTION AUTHORED AUTHORED
DELIVERABLE | DELIVERABLE

The organization:

a. Develops a security assessment plan that
describes the scope of the assessment including:

1.!' Security controls and control enhancements
under assessment;

2. Assessment procedures to be used to
determine security control effectiveness; and

3. Assessment environment, assessment team,
and assessment roles and responsibilities;

Security CA2 b. Assesses the security controls in the information
Assessments system and its environment of operation
[FedRAMP Assignment: at least annually] to
determine the extent to which the controls are
implemented correctly, operating as intended,
and producing the desired outcome with respect

to meeting established security requirements;

32

c. Produces a security assessment report that
documents the results of the assessment; and

d. Provides the results of the security control
assessment to [Assignment: organization-defined
individuals or roles].

The organization includes as part of security control
assessments, [FedRAMP Assignment: at least Requirement: To include

Security annually], [Selection: announced; unannounced)], ‘announced’, 'vulnerability scanning
23 Assessments - A2 (2) [Selection (one or more): in-depth monitoring; v at least annually

Specialized vulnerability scanning; malicious user testing; Deliverables produced by 3PAOs are
Assessments insider threat assessment; performance/load always separate from deliverables
testing; [Assignment: organization-defined other produced by CSPs.

forms of security assessment]].
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CcsP 3PAO
C?\::.:;/TEOL COI\:;ROL DESCRIPTION AUTHORED AUTHORED
DELIVERABLE | DELIVERABLE

CSPs must conduct penetration testing at least
Il d when there i ignificant ch t
) annuaily, ang when there 1S a signiicant change, to Deliverables produced by 3PAOs are
Penetration CA-8, CA-8 | ensure compliance with all vulnerability mitigation .
34 . . . always separate from deliverables
Testing (1) procedures. Penetration testing must be performed roduced by CSPs
by a 3PAO. All penetration testing reports must be P y )
sent to the Reviewer.
CSPs must review and update the baseline
' configuration annually or during |nstaIIat|or.15 and This activity must also be performed
Baseline updates. Changes and updates to the baseline . L
35 ) . CM-2(1)a ) . . . whenever there is a significant
Configuration configuration must be made in accordance with the change to the svstem
change control process described in the CSP’s & ¥ '
Configuration Management Plan.
] . CSPs must review and update the Configuration
Configuration .
Management Plan annually. Submit the new plan to
36 Management | CM-9 . .
Plan the Reviewer one year from the Provisional
Authorization date (and each year thereafter).
T CSPs must review an.d update the IT Contingency Requirement: For JAB authorizations
. Plan annually. Submit the new plan one year from . s
37 Contingency CP-2d .. o the contingency lists include
the Provisional Authorization date (and each year .
Plan designated FedRAMP personnel.
thereafter).
Contingenc CSPs must train personnel in their contingency roles
38 . gency CP-3c and responsibilities annually. Record the date of the
Training L .
training in the System Security Plan.
IT CSPs must test and exercise the IT Contingency Plan Gmda_nce: Plans for this test r_nust be
. . submitted at least 30 days prior to test
Contingency (for Moderate systems) at least annually using .
. . - to Reviewer.
Plan Testing & functional exercises ] )

39 . CP-4a . . CP-4a. Requirement: The service
Exercises Insert a new IT Contingency Plan Test Report into der devel test pl .
(Moderate the proper Appendix of the IT Contingency Plan provider eve'ops estp an.s n

S . accordance with NIST Special
Systems) (which is submitted annually). D
Publication 800-34 (as amended);
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CONTROL

NAME

CONTROL
ID

DESCRIPTION

CsP
AUTHORED
DELIVERABLE

3PAO
AUTHORED
DELIVERABLE

NOTES

plans are approved by Risk-executive/
Authorizing Official prior to initiating
testing.

Moderate systems require functional
testing and exercises.

CSPs must test backups annually to verify integrity

Information and reliability. When the System Security Plan is
40 System CP-9(1) updated annually, this control description must
Backup indicate when (date) the last test took place and
who performed the testing.
CSPs must conduct incident response training
. annually and when required by information system
Incident . .
changes. When the System Security Plan is updated
41 Response IR-2¢ . . .
Trainin annually, this control description must indicate
& when training took place, training materials, who
participated, and who conducted the training.
Guidance: Test plans must be
delivered to Reviewer at least 30
days prior to testing.
Lo . IR-3. Requirement: The service
CSPs must perform incident response testing . .
liv. Wh he S S v Plan i dated provider defines tests and/or
Incident annua”y. erljt he ystelm ia;l”t,y 'gn Is update exercises in accordance with NIST
nciden annya y,. recor' the results of the |.nC|' ent response Special Publication 800-61 (as
42 Response IR-3 testing directly in the control description box 4 amended)
Testing indicating when testing took place, testing . ) L
. .. Requirement: For JAB Authorization,
materials, who participated, and who conducted . . .
. the service provider provides test
the testing.
plans to FedRAMP annually.
Test all contact information in the
Appendices of the Incident Response
Plan to make sure it is accurate.
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CsP 3PAO
C?\::.:;,TEOL COI\:;ROL DESCRIPTION AUTHORED AUTHORED
DELIVERABLE | DELIVERABLE

CSPs must review the Incident Response Plan
Incident annually and update it if necessary. Insert the
43 IR-8¢ .
Response Plan updated Incident Response Plan as an attachment
to the System Security Plan.
CSPs must review physical access authorization
Phvsical credentials annually and remove personnel from
¥ the access list who no longer require access. The
44 Access PE-2c . . .
Authorizations date at which this review takes place, and who
performed it, must be recorded in the System
Security Plan.
. CSPs must inventory physical access devices
Physical .
45 PE-3f annually. The date of the inventory must be
Access Control . .
recorded in the System Security Plan.
CSPs must change combinations and keys annually.
. & inat! o y uaty This activity must also be performed
. The date that the keys and combinations are S
Physical . . when keys are lost, combinations are
46 PE-3g changed must be recorded in the System Security . s
Access Control . . compromised, or individuals are
Plan along with the name of the person responsible .
. transferred or terminated.
for making the changes.
CSPs must review and update the System Security
System Plan annually. Submit the new plan to the Reviewer
47 . PL-2c .. -
Security Plan one year from the Provisional Authorization date
(and each year thereafter).
FedRAMP | 20




CsP 3PAO
C?\::.:;,TEOL COI\:;ROL DESCRIPTION AUTHORED AUTHORED
DELIVERABLE | DELIVERABLE

CSPs must review and update access agreements
annually. The date of the access agreement review
must be recorded in the System Security Plan.
48 Access PS-6b, Individuals requiring access to organizational A good time to do this is during the
Agreements PS-6c information and information systems must re-sign annual user re-certification (AC-2j).
access agreements to maintain access to
organizational information systems when access
agreements have been updated or at least annually.
CSPs must have an accredited 3PAO scan operatin
- . . v ! - perating Deliverables produced by 3PAOs are
Vulnerability systems/infrastructure, web applications, and .
49 RA-5a v always separate from deliverables
Scan databases annually. All scan reports must be sent to
. produced by CSPs.
the Reviewer.
CSPs must remove traffic flow that is no longer
Boundar supported by a business/mission need. Changes and
50 . y SC-7(4)e updates to traffic flow must be made in accordance
Protection . . .
with the change control process described in the
CSP’s Configuration Management Plan.
CSPs must provide role-based security training
51 Security AT-3b, annually and when required. The date that the training Role-based security training is
Training AT-3c took place, along with who provided the training, must typically for privileged users.
be recorded In the System Security Plan.
. CSPs must archive security training records at least
Security .
. annually. In the System Security Plan, record who
52 Training AT-4b . . . .
participated in training and when the training took
Records . . .
place. Archive the actual training materials.
Every Two Years
53 Identifier IA-4d Prevent reuse of user and device identifiers every
Management two years.
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CONTROL
NAME

CONTROL
ID

DESCRIPTION

Every Three Years

CsP
AUTHORED
DELIVERABLE

3PAO
AUTHORED
DELIVERABLE

The security authorization will be re-evaluated by
the Authorizing Official at least every three years.

This activity must also be performed
whenever there is a significant
change to the system.

CA-6¢. Guidance: Significant change
is defined in NIST Special Publication
800-37 Revision 1, Appendix F. The

54 Zictl:l:)l:\i/zation CA-6¢c CSPs must record the date of the Provisional service provider describes the types
Authorization, and any reauthorization, in the of changes to the information system
System Security Plan. or the environment of operations
that would impact the risk posture.
The types of changes are approved
and accepted by the Authorizing
Official.
Guidance: Plans for this test must be
submitted at least 30 days prior to
test to Reviewer.
I(;rontingency CSPs must test and exercise the IT Con?ingency Plan CP-4a. Requirement: The service
55 Plan Testing & | CP-4a (fo_r Low systems) every three. years u§|ng table top v provider develops test plans in
Exercises (Low wrlttgn tests. Record the testing date in the System accordance with NIST Special
Systems) Security Plan. Publication 800-34 (as amended);
plans are approved by Risk-
executive/ Authorizing Official prior
to initiating testing.
CSPs must review position categorizations every
56 Position PS-2c three years. Record the date that position
Categorization categorization was completed in the System
Security Plan.
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CONTROL

NAME

CONTROL
ID

DESCRIPTION

CsP
AUTHORED
DELIVERABLE

3PAO
AUTHORED
DELIVERABLE

NOTES

This activity must also be performed
whenever there is a significant
change to the system.
. CSPs must review and update security assessments Guidance: Significant change is
Risk RA-3c, RA- ) . . -
57 every three years and record the date of the last defined in NIST Special Publication
Assessment 3e . . , - .
security assessment in the System Security Plan. 800-37 Revision 1, Appendix F.
RA-3d. Requirement: to include the
Risk Executive; for JAB authorizations
to include FedRAMP
Every Five Years
Law enforcement must undergo personnel
screening every five years. Any law enforcement
staff screened must have the screening date
recorded in the System Security Plan along with
their name.
For national security clearances, a reinvestigation is L L
. . . High impact personnel screening is
required during the 5th year for top secret security . -
Personnel . not required at this time because
58 . PS-3b clearance, the 10th year for secret security . . .
Screening . . FedRAMP is not supporting high
clearance, and the 15th year for confidential . - .
. impact sensitive systems at this time.
security clearance.
For moderate risk law enforcement and high impact
public trust level, a reinvestigation is required
during the 5th year. There is no reinvestigation for
other moderate risk positions or any low risk
positions.
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CSP Name

FedRAMP Continuous Monitoring Report — August, 2017

System Status - Major Concern

Overview

. <Address general system status> <Address CAP if present> <Address spike in raw or unique scanning summary if present> <Address
POA&M issues if present> <Address inventory changes if present> <Address personnel changes if present> <Address Agency customer
changes if present>

Unique Scanning Summary* Open POA&M Summary
v Risk | Feb | Mar | Apr | May | June | July | Pending (Pon
} Level | 2017 | 2017 | 2017 | 2017 | 2017 | 2017 | F¥P i
. / Active)
High 0 0 0 0 0 0 0 0/0
High/Mod | 0 0 0 0 0 0 0 0/0
- Highow | 0 | 0 | 0 | 0 | 0 | © 0 0/0
1% Moderate 0 0 0 0 0 0 0 0/0
o ModLow | 0 | 0 | o | o | o 0 0 010
O e e Low 0 0 0 0 0 0 0 0/0
Unique Vulnerability Baseline: 178 | Total 0 0 0 0 0 0 0 0/0
*Data is risk adjusted for approved deviations.
Raw Scanning Summary*
2500 m— D8 High POMMASC di
s D8 Mod for Past Due Pepp Peog
2000 D8 Low | lm
1500 web High High 0 0 0 0 0
Web Mod
1000 /"’—\_—_ Web Low High / Mod 0 0 0 0 0
oo ”/,/\ b High / Low o|o]o]| o 0
— 0S5 Mod Moderate 0 0 0
0 O ow
02/2017 03/2017 04/2017 05/2017 06/2017 07/2017 —u: l' - Mod / Low 0 0 0
ITEMS OF NOTE CONSIDERATIONS FOR REVIEW
<Statu.3 of Annual A§§essmeqt> Deviation requests are located in MAX.
<Details of vulnerability spike if present> https://community.max.gov/x/63 14NzL.

<Details of POA&M issues if present>

<Late High ltems>
<Late Moderate ltems> AGENCIES LEVERAGING P-ATO

e Agency 1, Agency 2
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