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I PURPOSE

The purpose ol this Charter is to define the authority, objectives, membership, roles and responsibilitics,
meeting schedule, and decision making requircments for the Federal Risk and Authorization
Management Program (FedRAMP) Joint Authorization Board (JAB) in accordance with OMB Memo
“Security Authorizations of Information Systems in Cloud Computing Environments” (hercinalier
referred to as FedRAMP Policy Memo).

2. BACKGROUND

‘The White House worked in close collaboration with the National Institute of Standards and Technology
(NIST), General Services Administration (GSA), Department of Defense (DOD), Department of
Homeland Sccurity (DHS), Federal Government Chief Information Officers Council (C10C) and
working bodies such as the Information Security and Identity Management Committee (ISIMC), state
and local Governments, the private sector, non-governmental organizations (NGQ), and academia to
develop the Federal Risk and Authorization Management Program (FedRAMP).

As a part of this program, the Chiel Information Officers of DHS, DOD, and GSA, at the direction of
the Federal CIQ), have agreed to establish a Joint Authorization Board (JAB). The IAB will provide the
technical knowledge and skills to provide a government-wide baseline approach to address the security
needs associated with placing Federal data in cloud computing solutions. Additionally, the JAB will
provide joint provisional security authorizations of cloud solutions using this baseline approach. This
provisional authorization will create an authorization package that can be leveraged by individual
agencies across the Federal Government to grant an Authority to Operate at their respective
organizations.

3. AUTHORITY
The authority of the FedRAMP JAB comes from the FedRAMP Policy Memo.

4. OBJECTIVES
The JAB will meet the objectives described in the FedRAMP Policy Memo.
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5. MEMBERSHIP
The following reflects FedRAMP roles and membership as they pertain to the JAB:

JAB Technical epresentatives Designee(s) of DOD CIO

and Teams Designee(s) of DHS CIO
Designee(s) of GSA Cilo
gram » FedRAMP Birec

t Office PMO) » Program Manage sh.l.:(ﬂi'_iiits::r.a‘_f.-lii; Team

6. ROLES AND RESPONSIBILITIES

The following describes the general and specific duties expected of each role in support.

Duties and Resp(mslhllllws

Authorizing Officials

JAB Technical Representatives Provide subject matter expertise to implement
and Teams the technical, strategic, and operational
direction of the respective JAB Member
e Implement the JAB provisional authorization
process
e Perform all risk assessment and detailed
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7. MEETINGS

1. JAB Authorizing Officials will:
a. Meet, at a minimum, guarterly;
b. Meet as required to make decisions based on feedback from JAB Technical
Representatives and FedRAMP PMO.
2. The JAB Technical Representatives will:
a. Meet, at a minimum, on a monthly basis;
b. Meet more regularly as required based on new risks, threats or requirements.
3. The JAB Technical Review Teams will:
a. Meet regularly, as needed, to review and discuss authorization packages;
b. Meet regularly with the FedRAMP PMO to communicate status and issues related to
authorization package reviews.
4. The FedRAMP PMO will:
a. Organize, schedule and prepare JAB meeting agendas and minutes as needed.
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8. DECISION MAKING
1) All FedRAMP JAB decisions must be agreed to by a majority of the JAB Authorizing Officials
(or as designated to a respective Deputy CIO as needed) for decisions affecting:
a. Security authorization requirements;
b. 3PAQ criteria;
c. Priority queuc requirements;
d. Methods for input to security authorization requirements.
2) All FedRAMP JAB decisions must be agreed to unanimously by all JAB Authorizing Officials
for decisions affecting provisional authorizations.

9, COMMITTEES

The JAB may cstablish standing councils and working groups as nceessary to consider items of concern
to the Joint Authorization Board.

10. CHARTER REVIEW

This Charter will be reviewed annually (o evaluate its effectiveness and incorporatc any improvements.
Changes to the Charter must be approved by consensus among all JAB Authorizing Officials.
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