FedRAMP Test Cases
Version <1.00> / June 1, 2014




FedRAMP Test Cases
[image: ]

Version 2.0
June 6, 2014
[bookmark: _Toc381786084][bookmark: _Toc389657338][bookmark: _GoBack]
Executive Summary
This is a draft document to allow interested parties to review the proposed test cases for the FedRAMP implementation of NIST 800-53 Revision 4.  The Program Management Office (PMO) anticipates releasing the finalized test cases in a workbook like previous versions, but felt that editing and tracking of changes to the draft is easier in this format.  Interested parties can send feedback to the PMO at the email address below.
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Questions about FedRAMP or this document should be directed to info@fedramp.gov.  
For more information about FedRAMP, visit the website at http://www.fedramp.gov.



[bookmark: _Toc389557977][bookmark: _Toc389657341]Access Control (AC)
[bookmark: _Toc389557978]AC-1 
Examine information security program documentation for the organization access control policy is reviewed and updated at least every three years.  
Examine organization access control policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
Examine information system program documentation for procedures that facilitate the implementation of the access control policy and associated access controls and that the , procedures are reviewed and updated at least annually.
Examine organization access control policy and procedures, or other relevant documents for the organization elements having associated access control roles and responsibilities and to which the access control policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the access control policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization access control procedures.  
Examine organization access control procedures for evidence that the procedures facilitate implementation of the access control policy and associated access control controls.  
Examine organization access control policy and procedures, or other relevant documents for the organization elements having associated access control roles and responsibilities and to which the access control procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the access control policy is reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389557979]AC-2
Examine access control policy, account management procedures, security plan, or other relevant documents for the measures to be employed in managing information system accounts, including identifying organization-defined account types, assigning account managers; establishing conditions for group and role membership; identifying authorized users of the information system, group and role membership, access authorizations, and other attributes (as required) for each account; approvals by organization-defined personnel or roles for requests to create information system accounts; creating, enabling, modifying, disabling, and removing accounts in accordance with organization-defined procedures and conditions; monitoring the use of information system accounts; notifying account managers when accounts are no longer required and when information system users are terminated, transferred, or information system usage or need-to-know/need-to-share changes; authorizing access to the system based on a valid access authorization, intended system usage, and other attributes as required by the organization or associated missions/business functions; reviewing accounts for compliance with account management requirements on an organization-defined frequency, and establishing a process for reissuing shared/group account credentials (if deployed) when individuals are removed from the group.
Examine a sample of records associated with the process for deactivating accounts of terminated or transferred employees  for evidence that the measures are being applied to deactivate accounts of terminated or transferred users.
Examine a sample of records associated with the process for granting access to the information system based on valid access authorization, intended system usage, other organizational attributes or associated missions/business functions for evidence that the measures   are being applied.
Examine a sample of records associated with the process for reissuing shared/group account credentials (if deployed) when individuals are removed from the group for evidence that the measures are being applied.
Interview a sample of organizational personnel with account management responsibilities for further evidence that the measures are being applied to identify account types, establish conditions for group membership, and  require appropriate approvals for requests to establish accounts, as well as to reissue shared/group account credential when individuals are removed from the group.
Interview a sample of organizational personnel with account management responsibilitiesfor further evidence that the measures are being applied to establish, activate, modify, disable, and remove accounts.
Interview a sample of organizational personnel with account management responsibilities; conducting   discussions for further evidence that the measures are being applied to notify account managers when accounts are no longer required, information system users are terminated, transferred, or information system usage, or need-to-know/need-to-share changes.
Interview a sample of organizational personnel with account management responsibilities; conducting   discussions for further evidence that the measures are being applied to grant access to the system based on a valid access authorization, intended system usage, and other attributes as required by the organization or associated mission/business functions.
Examine security plan for the frequency of information system account reviews.
Examine documentation for a sample of information system account reviews for evidence that information system accounts are reviewed in accordance with the required frequency.
[bookmark: _Toc389557980]AC-2 (1)
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to support information system account management functions.
Examine documentation describing the current configuration settings for a sample of the automated mechanisms for evidence that these mechanisms are configured as required.
Test a sample of the automated mechanisms and their configuration settings conducting testing for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389557981]AC-2 (2)
Examine security plan for the time period after which the information system removes and/or disables temporary and emergency accounts for each type of account.
Examine security plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to remove and/or disable temporary and emergency accounts after the required time period for each type of account.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured required.  
Test a sample of the mechanisms and their configuration settings conducting testing for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389557982]AC-2(3)
Examine security plan for the time period after which the information system disables inactive accounts.  
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to automatically disable inactive accounts after the required time period.  
Examine documentation describing the current configuration settings for a sample of mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389557983]AC- 2 (4)
Examine security plan, information system design documentation, or other relevant documents; for the mechanisms and their configuration settings to be employed to audit account creation, modification, enabling, disabling, and removal actions.
Test a sample of the mechanisms and their configuration settings conducting testing for evidence that these mechanisms are operating as intended to audit account creation, modification, enabling, disabling, and removal actions.
Examine account management policy, procedures addressing account management, security plan, or other relevant documents; for the notifications deemed required by the organization with regard to account management actions and for the individuals deemed appropriate by the organization to receive these notifications.
Note to assessor: The identification of when notification is required and to whom the notification should be provided need only be specific enough to enable determination of whether the organizational intent is being achieved; for example, the individuals need not be called out by name but may be defined by the positions or roles that need to receive the notification.
Examine security plan, information system design documentation, or other relevant documents; for the  mechanisms and their configuration settings to be employed to accomplish the required notifications.  Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required.  
Interview a sample of organizational personnel with account management responsibilitiesfor further evidence that the mechanisms and configurations are being applied.  
Test a sample of the  mechanisms and their configuration settings conducting testing for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389557984]AC-2 (5)
Examine access control policy, procedures addressing account management controls, security plan, or other relevant documents for the requirement for users to log out when organization-defined time-period of inactivity occurs or in accordance with organization-defined description of when to log out.
Interview a sample of organizational personnel with logical access to the information system for further evidence that the measures are being applied.  
Test the system to ensure that the organizational-defined time period is appropriately enforced.
[bookmark: _Toc389557985]AC-2 (7)
Examine access control policy, procedures addressing account management, security plan, or other relevant documents for the role-based access scheme to be employed to organize information system and network privileges into roles.  
Examine security plan, information system design documentation, or other relevant documents for their configuration settings to be employed to establish and administer privileged user accounts in accordance with the role-based access scheme.  
Examine access control policy, procedures addressing account management, security plan, or other relevant documents for the organization-defined actions that are taken when privileged role assignments are no longer appropriate.  
Interview a sample of organizational personnel with account management responsibilities; conducting  discussions for further evidence that the role-based access scheme being applied to organize information system and network privileges into roles using the identified mechanisms.  
Examine access control policy, procedures addressing account management, security plan, information system design documentation, or other relevant documents for the measures (including mechanisms and configuration settings) to be employed to monitor privileged role assignments.  
Examine a sample of information system audit records, audit tracking and monitoring reports, or other relevant documents associated with an information system-generated list of current privileged user accounts and related roles  for evidence that the measures are being applied.  
Interview a sample of organizational personnel responsible for monitoring privileged role assignments conducting discussions for further evidence that the measures are being applied.  
[bookmark: _Toc389557986]AC-2 (9)
Examine access control policy, procedures addressing account management controls, security plan, or other relevant documents for the time period that users are required to log out due to expected inactivity.
Examine access control policy, procedures addressing account management controls, security plan, or other relevant documents for the description of when users are required to log out.
Examine access control policy, procedures addressing account management controls, security plan, or other relevant documents for the requirement for users to log out when organization-defined time-period of inactivity occurs or in accordance with organization-defined description of when to log out.
Interview a sample of organizational personnel with logical access to the information system for further evidence that the measures are being applied.
[bookmark: _Toc389557987]AC-2 (10)
Examine access control policy, procedures addressing account management controls, security plan, or other relevant documents for the requirement to terminate shared/group account credentials when members leave the group.
Interview a sample of personnel with responsibilities for configuring the automated mechanism for further evidence that the measures are being applied and that reports of atypical usage are disseminated appropriately.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required to terminate shared/group account credentials when members leave the group.
Test a sample of the mechanisms and their configuration settings conducting testing for evidence that these mechanisms are operating as required to terminate shared/group account credentials when members leave the group.
[bookmark: _Toc389557988]AC-2 (12)
Examine access control policy, procedures addressing account management controls, security plan, information system design documentation, or other relevant documents for the circumstances and/or usage conditions enforced for accounts in the information system.
Interview a sample of organizational personnel responsible for tracking and monitoring the use of information system accounts for further evidence that the measures are being applied.  
Test the automated monitoring and reporting mechanisms and their configuration settings conducting testing for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389557989]AC-3
Examine access control policy, procedures addressing access enforcement, security plan, information system design documentation, or other relevant documents for the measures to be employed to enforce approved authorizations for logical access to the system or system resources in accordance with applicable policy.
Examine documentation describing the current configuration settings for evidence that these mechanisms are configured as required.  
Examine documentation describing the current user privileges on the information system for a sample of information system users, along with the list of approved authorizations (user privileges) for evidence that the user privileges on the information system are consistent with the approved user authorizations.  
Test a sample of the processes and/or configuration settings conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389557990]AC-4
Examine applicable policy, procedures addressing information flow enforcement, security plan, or other relevant documents for the policy controlling the flow of information within the system and between interconnected systems.  
Examine applicable policy, procedures addressing information flow enforcement, security plan, or other relevant documents for the approved authorizations for controlling the flow of information within the system and between interconnected systems in accordance with the applicable policy.  
Examine documentation describing the current configuration settings for a sample of mechanisms for evidence that these mechanisms are controlling the flow of information within the system and between interconnected systems as required.  
Test the current configuration settings for evidence that these mechanisms are controlling the flow of information within the system and between interconnected systems as intended.  
[bookmark: _Toc389557991]AC-4 (21)
Examine information flow enforcement policy, information flow control policies, information system design documentation, or other relevant documents for a list of types of information that are required to be in separate information flows, and showing the mechanisms and/or techniques to be used in separating the information flows.
Test a sample of the automated mechanisms and their configuration settings, conducting testing for evidence that these mechanisms are operating as intended for each of the specified information types.
Interview a sample of organizational officials responsible for information flow enforcement and transmission processes for further evidence that the measures are being applied.
[bookmark: _Toc389557992]AC-5
Examine access control policy, procedures addressing divisions of responsibility and separation of duties, security plan, or other relevant documents for measures to be employed to separate duties of individuals.  
Interview a sample of organizational personnel with responsibilities for defining appropriate divisions of responsibility and separation of duties for the information systemfor evidence that the measures are being applied.  
Examine access control policy, procedures addressing divisions of responsibility and separation of duties, security plan, or other relevant documents for the measures to be employed to document separation of duties for the information system.  
Examine job descriptions, position descriptions, or other relevant documents for a sample of individuals providing information system support functions for evidence that the measures are being applied 
Examine access control policy, procedures addressing divisions of responsibility and separation of duties, security plan, information system design documentation, or other relevant documents for evidence of defined access authorizations supporting separation of duties.
Examine access authorizations, access control profiles, and the duties and responsibilities documented for a sample of information system users for evidence that the measures are being applied.  
Test a sample of mechanisms and their configuration settings conducting testing for evidence that these separation of duties policies and procedures are implemented as intended.
[bookmark: _Toc389557993]AC-6
Examine account control policy, procedures addressing least privilege, security plan, information system design documentation, or other relevant documents for the measures (including automated mechanisms and their configuration settings) to be employed to enforce the concept of least privilege, allowing only authorized access for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Examine assigned access authorizations (user privileges) and required functions necessary to accomplish assigned tasks for a sample of information system users for evidence that the measures are being applied.  
Interview a sample of organizational personnel with responsibilities for employing the concept of least privilege for further evidence that the measures are being applied.  
Test a sample of the automated mechanisms and their configuration settings for further evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389557994]AC-6 (1)
Examine access control policy, procedures addressing least privilege, security plan, or other relevant documents for the security functions (deployed in hardware, software, and firmware) and security-relevant information for which access must be explicitly authorized.  
Examine access control policy, procedures addressing least privilege, security plan, or other relevant documents for the measures to be employed to explicitly authorize access to the security functions and security-relevant information as required.  
Examine access authorization approvals for a sample of information system accounts with access to the security functions and security-relevant information for evidence that the measures are being applied to explicitly authorize access.  
Interview a sample of organizational personnel with responsibilities for authorizing access to security functions and security-relevant information for further evidence that the measures are being applied.
[bookmark: _Toc389557995]AC-6 (2)
Examine access control policy, procedures addressing least privilege, security plan, or other relevant documents for the security functions or security-relevant information to which users of information system accounts, or roles, have access.  
Examine access control policy, procedures addressing least privilege, security plan, or other relevant documents for the requirement that users of information system accounts, or roles, with access to the security functions or security-relevant information use non-privileged accounts when accessing nonsecurity functions.  
Examine access control policy, procedures addressing least privilege, security plan, or other relevant documents for the measures to determine organization-defined security functions or security-relevant information.
Interview a sample of individuals with privileged accounts or roles to determine that non-privilege accounts are used appropriately.  
[bookmark: _Toc389557996]AC-6 (5)
Examine access control policy, information system design documentation, security plan, or other relevant documents for a list of defined personnel or roles for which privileged accounts are to be restricted.
Interview a sample of organizational personnel with responsibilities for defining the personnel or roles which are to be restricted for further evidence that the measures are being applied.  
Examine a sample of personnel or roles for evidence that privileged accounts are assigned only to those the organization has identified.
[bookmark: _Toc389557997]AC-6 (9)
Examine access control policy, procedures addressing least privilege, security plan, or other relevant documents for the list of privileged functions to be audited.
Examine documentation describing the current configuration settings for a sample of the automated mechanisms for evidence that these mechanisms are configured as required and intended.  
Test a sample of the automated mechanisms and their configuration settings conducting testing for further evidence that the mechanisms audit the execution of privileged functions as intended.
Examine audit logs generated by the automated mechanisms for further evidence that the auditing mechanisms capture all required audit data related to the execution of privileged functions.
Interview a sample of organizational personnel with responsibilities for reviewing least privileges necessary to accomplish specified tasks, conducting discussions for further evidence that the measures are being applied to ensure the system audits the execution of privileged functions.
[bookmark: _Toc389557998]AC-6 (10)
Examine information flow enforcement policy, information flow control policies, information system design documentation, or other relevant documents for a list of types of information that are required to be in separate information flows.
Examine information flow enforcement policy, information flow control policies, information system design documentation, or other relevant documents for the mechanisms and/or techniques to be implemented in separating, logically or physically, the types of information which are required to be in separate information flows.
Test a sample of the automated mechanisms and their configuration settings, conducting testing using a vulnerability scanner for evidence that these mechanisms are operating as intended for each of the specified information types.
Interview a sample of organizational officials responsible for information flow enforcement and transmission processes for further evidence that the measures are being applied.
[bookmark: _Toc389557999]AC-7
Examine access control policy, procedures addressing unsuccessful login attempts, security plan, or other relevant documents the maximum number of consecutive invalid login attempts to the information system by a user and the time period in which the consecutive invalid attempts occur.  
Examine security plan, information system design documentation, or other relevant documents the automated mechanisms and their configuration settings to be employed to enforce the limit of consecutive invalid login attempts during the required time period.  
Examine documentation describing the current configuration settings for a sample of the mechanisms evidence that these mechanisms are configured as required.
Test a sample of the mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
Examine access control policy, procedures addressing unsuccessful login attempts, security plan, or other relevant documents one of the following selected actions to be taken by the system when the maximum number of unsuccessful login attempts is exceeded: 
· lock out the account/node for a specified time period;
· lock out the account/note until released by an administrator; or
· delay the next login prompt according to organization-defined delay algorithm;
Examine security plan, information system design documentation, or other relevant documents the automated mechanisms and their configuration settings to be employed to enforce the defined action when the maximum number of unsuccessful login attempts is exceeded.
Examine documentation describing the current configuration settings for a sample of the automated mechanisms for evidence that these mechanisms are configured as required.
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to enforce the defined action when the maximum number of unsuccessful login attempts is exceeded for local and network logins.  
Examine documentation describing the current configuration settings for a sample of the automated evidence that these mechanisms are configured as required.
[bookmark: _Toc389558000]AC-8
Examine access control policy, privacy and security policy, procedures addressing system use notification, security plan, or other relevant documents for the measures to be employed to approve the organization-defined information use notification message or banner to be displayed by the information system before granting access to the system
Examine documented approval of information system use notification message or banner displayed by the information system before granting access to the system for evidence that the measures are being applied.  
Examine security plan, information system design documentation, or other relevant documents for the configuration settings to be employed to display the approved system use notification message or banner before granting access to the system.  
Examine documentation describing the current configuration settings for that the banner is displayed as required.  
Test for evidence that these mechanisms are operating as intended.  
Examine access control policy, privacy and security policy, procedures addressing system use notification, security plan, or other relevant documents for the applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance that establish the appropriate privacy and security notices to be provided when the information system displays an approved system use notification message or banner before granting access to the system.  
Examine information system use notification message or banner for evidence that the system use notification message or banner provides privacy and security notices consistent with the applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance, and states that users are accessing a U.S.  Government information system; system usage may be monitored, recorded, and subject to audit; unauthorized use of the system is prohibited and subject to criminal and civil penalties; and use of the system indicates consent to monitoring and recording.  
Examine security plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings to be employed to retain the notification message or banner on the screen until the user takes explicit actions to log on to or further access the information system.  
Examine documentation describing the current configuration settings for evidence that these mechanisms are configured as required.  
[bookmark: _Toc389558001]AC-10
Examine access control policy, procedures addressing concurrent session control, security plan, or other relevant documents for the maximum number of concurrent sessions to be allowed for each organization-defined account and/or account type.  
Examine security plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to limit the number of concurrent sessions for each organization-defined account and/or account type to the maximum allowable number of sessions.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms implementing the access control policy for concurrent session control for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558002]AC-11
Examine access control policy, procedures addressing session lock, security plan, or other relevant documents for the time period of user inactivity after which the information system initiates a session lock.  
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to initiate a session lock after the defined time period of inactivity or upon receiving a request from a user.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
Examine identification and authentication procedures for the procedures established for users to reestablish access to the information system when the information system initiates a session lock after the defined time period of or upon receiving a request from a user.  
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to retain the session lock until the user reestablishes access using the established identification and authentication procedures.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings for conducting  testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558003]AC-11(1)
Examine security plan, information system design documentation, or other relevant documents for the information system session lock mechanisms and their configuration settings to be employed that, when activated on a device with a display screen, places a publicly viewable pattern onto the display screen, hiding what was previously visible on the screen.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558004]AC-12
Examine the security plan, information system design documentation, or other relevant documents for evidence that the automated mechanisms and their configuration settings to be employed to terminate user sessions when meeting the specified conditions or trigger events.
Examine documentation describing the current configuration settings for a sample of the automated mechanisms for evidence that these mechanisms are configured as required.
Test a sample of the automated mechanisms and their configuration settings; conducting testing for evidence that user sessions are terminated when meeting the organization defined conditions or triggers events.
Examine the security plan, information system design documentation, or other relevant documents for evidence the organization has defined conditions or trigger events which require session disconnect.
[bookmark: _Toc389558005]AC-14
Examine access control policy, procedures addressing permitted actions without identification and authentication, security plan, or other relevant documents for the specific user actions that can be performed on the information system without identification and authentication.  
Examine security plan for the supporting rationale for user actions not requiring identification and authentication.  
[bookmark: _Toc389558006]AC-17
Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents for the usage restrictions, configuration/connection requirements, and implementation guidance for each type of remote access allowed.
Examine remote access monitoring records for a sample of allowed remote access methods for evidence that the measures are being applied.  
Interview a sample of organizational personnel with remote access monitoring responsibilities for further evidence that the measures are being applied.  
Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents for the measures to be employed to authorize remote access to the information system prior to connection.  
Examine authorization approvals for a sample of remote access connections to the information system for evidence that the measures are being applied to authorize remote access prior to connection.  
Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents for the measures to be employed to enforce requirements for remote connections to the information system.  
Examine configuration settings and associated documentation for a sample of remote access connections to the information system for evidence that the measures are being applied to enforce requirements for remote connections to the information system.  
Interview a sample of organizational personnel with remote access control responsibilities for further evidence that the measures are being applied.  
Test a sample of the remote access methods for the information system for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558007]AC-17 (1)
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to facilitate the monitoring and control of remote access methods.  
Note to assessor: An example of an automated control action, in a client-server environment, individual clients are polled (monitored) by the server and their security status is verified prior to the server granting access.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558008]AC-17 (2)
Examine security plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to implement cryptography to protect the confidentiality and integrity of remote access sessions.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as intended.
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558009]AC-17 (3)
Examine security plan, information system design documentation, or other relevant documents for organization-defined managed network access control points for remote access to the information system.  
Examine security plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to route all remote access through the managed network access control points.  
Examine documentation describing the current configuration settings for evidence that these mechanisms are configured as required.  
Test the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558010]AC-17 (4)
Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents for the organization-defined needs to authorize remote access to privileged commands and security-relevant information.  Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents for the measures to be employed to authorize the execution of privileged commands and access to security-relevant information via remote access only for the organization-defined needs.  Examine authorization approvals for a sample of remote access accounts with access to privileged commands and security-relevant information for evidence that the measures are being applied.  
Interview a sample of organizational personnel with remote access authorization responsibilities for further evidence that the measures are being applied.  
Examine security plan to ensure that the rationale for the execution of privileged commands and access to security-relevant information is documented.  
[bookmark: _Toc389558011]AC-17 (9)
Examine the security plan, information system design documentation, or other relevant documents for evidence that the time period to terminate remote access from the information system has been defined.
Examine documentation describing the manner in which the organization will expeditiously disconnect or disable remote access from the information system.
Test a remote access session; conducting testing for evidence that the session can be terminated within the defined time period.
Interview a sample of organizational personnel responsible for remote session termination responsibilities about the process for conducting remote access termination, evidence that the measures are being employed and the personnel have been trained.
[bookmark: _Toc389558012]AC-18
Examine access control policy, procedures addressing wireless implementation and usage restrictions, security plan, or other relevant documents for the usage restrictions, configuration/connection requirements, and implementation guidance for wireless access
Examine access control policy, procedures addressing wireless implementation and usage restrictions, security plan, or other relevant documents for the measures to be employed to authorize wireless access to the information system prior to connection.  
Examine authorization approvals for a sample of wireless access connections to the information system for evidence that the measures are being applied to authorize wireless access prior to connection.  
Interview a sample of organizational personnel responsible for authorizing wireless access connections to the information system for further evidence that the measures are being applied.  
Interview a sample of organizational personnel responsible for controlling wireless connections to the information system for further evidence that the measures are being applied.  
Test the wireless access usage and restrictions for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558013]AC-18 (1)
Examine security plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to protect wireless access to the system using user and/or device authentication and encryption.  
Examine documentation describing the current configuration settings for evidence that these mechanisms are configured as required.  
Test the  mechanisms implementing the access control policy for wireless access to the information system for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558014]AC-19
Examine access control policy, procedures addressing access control for portable and mobile devices, security plan, or other relevant documents for the usage restrictions, configuration requirements, connection requirements, and implementation guidance for organization-controlled mobile devices.  
Examine authorization approvals for a sample of mobile devices with connection to the information system for evidence that mobile device connections are authorized.  
Interview a sample of organizational personnel responsible for authorizing mobile device connections to the information system for further evidence that the measures are being applied.  
Test the mechanisms implementing access control policy for portable and mobile devices for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558015]AC-19 (5)
Examine the security plan, information system design documentation, or other relevant documents conducting review for encryption procedures and technologies employed on mobile devices.
Examine documentation describing the current configuration settings for a sample of cryptographic modules for evidence that these modules are configured as required.
Test a sample of applicable mobile devices; conducting testing for evidence that encryption is operating as intended.
Interview a sample of organizational personnel with mobile device encryption responsibilities conducting discussions for evidence that encryption is being employed on mobile devices correctly.
[bookmark: _Toc389558016]AC-20
Examine access control policy, procedures addressing the use of external information systems, security plan, or other relevant documents for the individuals authorized to access the information system from the external information systems and process, store, and/or transmit organization-controlled information using the external information systems 
Examine access control policy, procedures addressing the use of external information systems, security plan, or other relevant documents for the terms and conditions, consistent with any trust relationships established with other organizations owning, operating, and/or maintaining external information systems, allowing authorized individuals to access the information system from the external information systems; and process, store, and/or transmit organization-controlled information using the external information system
[bookmark: _Toc389558017]AC-20 (1)
Examine documents addressing the use of external information systems, security plan, or other relevant documents for the measures to be employed to permit only authorized individuals to use an external information system to access the information system or to process, store, or transmit organization-controlled information when the organization can verify the implementation of required security controls on the external system as specified in the organization’s information security policy and security plan; or has approved information system connection or processing agreements with the organizational entity hosting the external information system.
Examine records verifying the implementation of required security controls on the external information systems for a sample of external information systems used to access the organizational information system for evidence that the measures are being applied to verify the implementation of required security controls on external systems.  
Examine documented connection approvals or processing agreements for a sample of external information systems used to access the organizational information system for evidence that the measures are being applied to approve information system connections or processing agreements.  
Interview a sample of organizational personnel responsible for authorizing individuals to use external information systems to access the organizational information system for further evidence that the measures are being applied to verify the implementation of required security controls on external systems.  
Interview a sample of organizational personnel responsible for authorizing individuals to use external information systems to access the organizational information system for further evidence that the measures are being applied to approve information system connections or processing agreements.  
[bookmark: _Toc389558018]AC-20 (2)
Examine access control policy, procedures addressing the use of external information systems, security plan, or other relevant documents for the measures to be employed to restrict or prohibit the use of organization-controlled portable storage devices by authorized individuals on external information systems.  
Interview a sample of organizational personnel responsible for controlling the use of portable storage devices for evidence that the measures are being applied.  
[bookmark: _Toc389558019]AC-21
Examine the access control policy, security plan, information system design documentation, or other relevant documents conducting review for evidence that information sharing processes and mechanisms are in place.
Examine the access control policy, security plan, information system design documentation, or other relevant documents conducting review for the list of users and/or resources authorized to make information sharing decisions.
Examine the access control policy, security plan, information system design documentation, or other relevant documents conducting review for evidence that a list of information sharing circumstances requiring user discretion is defined.
Interview organizational personnel responsible for information sharing decisions conducting discussions for evidence the organization defines information sharing circumstances where user discretion is required.
Interview organizational personnel responsible for information sharing decisions conducting discussions for evidence the organization facilitates information sharing by enabling authorized users to make access authorizations to sharing partners matching the appropriate access restrictions.
Interview organizational personnel responsible for information sharing decisions conducting discussions for evidence the organization employs automated mechanisms or manual processes to assist authorized users in making information sharing decisions.
Test a sample of automated mechanisms or manual processes conducting testing for evidence these processes are operating as intended.
[bookmark: _Toc389558020]AC-22
Examine access control policy, procedures addressing publicly accessible content, security plan, or other relevant documents for the individuals authorized to post information onto an onto a publicly accessible information system.  
Examine access control policy, procedures addressing publicly accessible content, training materials, security plan, or other relevant documents for the measures to be employed to train the authorized individuals to ensure that publicly accessible information does not contain nonpublic information.  
Examine training records for a sample of individuals authorized to post information onto an organizational information system for evidence that the measures are being applied.  
Examine access control policy, procedures addressing publicly accessible content, security plan, or other relevant documents for the measures to be employed to review the proposed content of publicly accessible information for nonpublic information prior to posting onto the information system.  
Examine records of publicly accessible information reviews for a sample of information posted on the organizational information system for evidence that the measures are being applied.  
Interview a sample of organizational personnel responsible for reviewing proposed content of publicly accessible informationfor further evidence that the measures are being applied.  
Examine access control policy, procedures addressing publicly accessible content, security plan, or other relevant documents for the organization-defined frequency of reviewing the content on the publicly accessible organization information system for nonpublic information.  
Examine access control policy, procedures addressing publicly accessible content, security plan, or other relevant documents for the measures to be employed to review the content on the publicly accessible organization information system for nonpublic information in accordance with the required frequency.  
Examine a sample of records of publicly accessible information reviews for evidence that the measures are being applied.  
Examine access control policy, procedures addressing publicly accessible content, security plan or other relevant documents for the measures to be employed to remove nonpublic information from the publicly accessible organizational information system, if discovered.  
Examine information on the publicly accessible information system and a sample of records of publicly accessible information reviews for evidence that measures are being applied to remove nonpublic information from the publicly accessible information system, if discovered.  
Interview a sample of organizational personnel responsible for managing publicly access information posted on the information systemfor further evidence that the measures are being applied to remove nonpublic information from the publicly accessible information system, if discovered.  
[bookmark: _Toc389558021][bookmark: _Toc389657342]Awareness and Training (AT)
[bookmark: _Toc389558022]AT-1 
Examine information security program documentation for the organization security awareness and training policy and that the security awareness and training policy is reviewed and updated at least every three years.
Examine organization security awareness and training policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the security awareness and training policy and associated security awareness and trainings and that the procedures are reviewed and updated at least annually.
Examine organization security awareness and training policy and procedures, or other relevant documents for the organization elements having associated security awareness and training roles and responsibilities and to which the security awareness and training policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the security awareness and training policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization security awareness and training procedures.  
Examine organization security awareness and training procedures for evidence that the procedures facilitate implementation of the security awareness and training policy and associated security awareness and training controls.  
Examine organization security awareness and training policy and procedures, or other relevant documents for the organization elements having associated security awareness and training roles and responsibilities and to which the security awareness and training procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the security awareness and training policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558023]AT-2 
Examine security awareness and training policy, procedures addressing security awareness training implementation, security plan, or other relevant documents the measures to be employed to provide basic security awareness training to all information system users (including managers, senior executives, and contractors) as part of initial training for new users and when required by system changes.
Examine training records for a sample of information system users evidence that the measures are being applied.
Examine security awareness and training policy, security plan, or other relevant documents the organization-defined frequency of refresher security awareness training.
Examine training records for a sample of information system users evidence that refresher security awareness training is provided in accordance with the organization defined required frequency.
Interview a sample of key organizational personnel within the organization elementsfor evidence that the security awareness is conducted for new users, when required by system changes, and at least annually.
[bookmark: _Toc389558024]AT-2 (2)
Examine security awareness and training policy addressing course content, security awareness training curriculum or other relevant materials for the practical exercises to be included in security awareness training that covers recognizing and reporting potential indicators of insider threat.
[bookmark: _Toc389558025]AT-3 
Examine security awareness and training policy, procedures addressing security training implementation, security plan, or other relevant documents for the measures to be employed to provide role based security-related training before authorizing access to the system or performing assigned duties, and when required by system changes.
Examine training records for a sample of organizational personnel with significant information system security responsibilities evidence that the measures are being applied.
Interview a sample of organizational personnel with responsibilities for role-based, security-related trainingfor further evidence that the measures are being applied.
Examine security awareness and training policy, security plan, or other relevant documents the organization-defined frequency of refresher role-based security-related training.
Examine training records for a sample of organizational personnel with significant information system security responsibilities evidence that refresher role based, security-related training is provided in accordance with the organization-defined required frequency.
[bookmark: _Toc389558026]AT-4
Examine security awareness and training policy, procedures addressing security training implementation, security plan, or other relevant documents for the measures to be employed to provide role based security-related training before authorizing access to the system or performing assigned duties, and when required by system changes.
Examine the security training materials evidence that the materials address the procedures and activities necessary to fulfill the organization-defined roles and responsibilities for information system security.
Interview a sample of organizational personnel with responsibilities for role-based, security-related training; conducting  discussions for further evidence that the measures are being applied.
Examine security awareness and training policy, security plan, or other relevant documents for the frequency of refresher role-based security-related training.
Examine the security training records for indications that refresher security training has been provided in accordance with the required frequency.
[bookmark: _Toc389558027][bookmark: _Toc389657343]Audit and Accountability (AU)
[bookmark: _Toc389558028]AU-1 
Examine information security program documentation for the organization audit and accountability policy and that the audit and accountability policy is reviewed and updated at least every three years.
Examine organization audit and accountability policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the audit and accountability policy and procedures are reviewed and updated at least annually.
Examine organization audit and accountability policy and procedures, or other relevant documents for the organization elements having associated audit and accountability roles and responsibilities and to which the audit and accountability policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the audit and accountability policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization audit and accountability procedures.  
Examine organization audit and accountability procedures for evidence that the procedures facilitate implementation of the audit and accountability policy and associated audit and accountability controls.  
Examine organization audit and accountability policy and procedures, or other relevant documents for the organization elements having associated audit and accountability roles and responsibilities and to which the audit and accountability procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the audit and accountability policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558029]AU-2 
Examine audit and accountability policy, procedures addressing auditable events, security plan, or other relevant documents for the list of events the information system must be capable of auditing.  
Interview a sample of organizational personnel responsible for coordinating the security audit function for evidence that security audit information was used to guide the selection of auditable events.
Examine audit and accountability policy, procedures addressing auditable events, security plan, or other relevant documents for the rationale expressing why the list of auditable events is adequate to support after-the-fact investigations of security incidents.  
Examine audit and accountability policy, procedures addressing auditable events, security plan, or other relevant documents for the subset of auditable events that are to be audited within the information system.  
Examine audit and accountability policy, procedures addressing auditable events, security plan, or other relevant documents for the frequency of (or situation requiring) auditing for the subset of identified auditable events.  
Test a sample of the mechanisms implementing information system auditing of organization-defined auditable events.  
[bookmark: _Toc389558030]AU-2 (3)
Examine audit and accountability policy, procedures addressing auditable events, security plan, or other relevant documents for the frequency of reviews and updates to the list of auditable events.
Examine a sample of records of organizational reviews and updates to the list of auditable events for evidence that these events are reviewed and updated in accordance with the required frequency.  [annually or whenever there is a change in the threat environment].  
Interview a sample of organizational personnel responsible for reviewing and updating auditable events for further evidence that these events are reviewed and updated in accordance with the required frequency.  [annually or whenever there is a change in the threat environment] 
[bookmark: _Toc389558031]AU-3
Examine audit and accountability policy, procedures addressing content of audit records, security plan, information system design documentation, or other relevant documents for the measures (including automated mechanisms and their configuration settings) to be employed to produce audit records that contain information to, at a minimum, establish what type of event occurred; when (date and time) the event occurred; where the event occurred; the source of the event; the outcome (success or failure) of the event; and the identity of any user/subject associated with the event.
Examine documentation describing the configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required to establish what type of event occurred; .  when (date and time) the event occurred; where the event occurred; the source of the event; the outcome (success of failure) of the event; the identity of any user/subject associated with the event.
Examine a sample of information system audit records for evidence that the measures are being applied to establish what type of event occurred; when (date and time) the event occurred; where the event occurred; the source of the event; the outcome (success or failure) of the event; the identity of any user/subject associated with the event.
Test a sample of the mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as to establish what type of event occurred; when (date and time) the event occurred; where the event occurred; the source of the event; the outcome (success of failure) of the event; identity of any user/subject associated with the event.
[bookmark: _Toc389558032]AU-3 (1)
Examine audit and accountability policy, procedures addressing content of audit records, security plan, or other relevant documents for additional, more detailed information to be included in audit records for audit events identified by type, location, or subject.  
Examine audit and accountability policy, procedures addressing content of audit records, security plan, information system design documentation, or other relevant documents for the measures (including  mechanisms and their configuration settings) to be employed to include the detailed information in audit records for audit events.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured required.  
Examine a sample of information system audit records for evidence that the measures are being applied.  
Test a sample of the mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558033]AU-4
Examine procedures addressing audit record storage capacity, security plan, information system design documentation, or other relevant documents for the audit record storage capacity in accordance with the organization defined audit record storage requirements and the configuration settings to be employed to allocate such capacity.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the audit record storage capacity and related configuration settings; conducting testing for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558034]AU-5
Examine audit and accountability policy, procedures addressing response to audit processing failures, security plan, or other relevant documents for the organizational-defined list of personnel or roles to be alerted in the event of an audit processing failure
Examine audit and accountability policy, procedures addressing response to audit processing failures, security plan, or other relevant documents; for additional actions to be taken in the event of an audit processing failure.  
Test a sample of mechanisms and configuration settings for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558035]AU-6
Examine audit and accountability policy, procedures addressing audit review, analysis, and reporting, security plan, or other relevant documents for a list or indications of organization-defined inappropriate or unusual activity.
Examine audit and accountability policy, procedures addressing audit review, analysis, and reporting, security plan, or other relevant documents for the frequency of review and analysis.  
Examine audit and accountability policy, procedures addressing audit review, analysis, and reporting, security plan, or other relevant documents for a list of organization defined personnel or roles to whom findings are reported.
Interview a sample of organizational-defined personnel who have responsible for reviewing the findings of audit review an analysis for further evidence that these review, analysis and reports are disseminated and reviewed appropriately.
Test a sample of information system audit review, analysis, and reporting capability; conducting testing for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558036]AU-6 (1)
Examine procedures addressing audit review, analysis, and reporting, procedures addressing  investigation and response to suspicious activities, security plan, information system design documentation, or other relevant documents for the measures (including  mechanisms and their configuration settings) to be employed to integrate audit review, analysis, and reporting activities into the organization’s overall process for investigation and response to suspicious activities.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required.  
Interview a sample of organizational personnel responsible for audit review, analysis, and reporting, and organizational personnel responsible for incident monitoring and responsefor further evidence that the measures are being applied.  
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558037]AU-6 (3)
Examine audit and accountability policy, procedures addressing audit review, analysis, and reporting, security plan, information system design documentation, or other relevant documents for the repositories whose audit records are to be analyzed and correlated to gain organization-wide situational awareness.  
Examine audit and accountability policy, procedures addressing audit review, analysis, and reporting, security plan, information system design documentation, or other relevant documents for the measures (including the process and/or the automated mechanisms and their configuration settings)  to be employed to analyze and correlate audit records across the identified repositories identified.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Examine the process to analyze and correlate audit records across a sample of the repositories observing for evidence that the process is being applied.  
Interview a sample of organizational personnel responsible for audit record review, analysis, and reporting on the repositories for further evidence that the measures are being applied.  
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558038]AU-7
Examine procedures addressing audit reduction and report generation, security plan, information system design documentation, or other relevant documents for the audit reduction and report generation capability, and the  mechanisms and their configuration settings to be employed to ensure that it supports on-demand audit review, analysis, and reporting requirements and after-the-fact investigations of security incidents.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured to support the required capability.  
Interview a sample of organizational personnel responsible for information system audit review, analysis, and reportingfor further evidence that the that the  mechanisms support on-demand audit review, analysis, and reporting requirements and after-the-fact investigations of security incidents.
Test a sample of the  mechanisms and their configuration settings that it support on-demand audit review, analysis, and reporting requirements and after-the-fact investigations of security incidents; conducting  testing for evidence that the capability is operating as intended.  
Examine the output of the  mechanisms for evidence that the original content or time ordering of audit records is not altered.
[bookmark: _Toc389558039]AU-7 (1)
Examine security plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings to be employed to automatically process audit records for events of interest based on organization-defined audit fields within audit records.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558040]AU-8
Examine security plan, information system design documentation, or other relevant documents the  mechanisms and their configuration settings to be employed by using internal system clocks to generate time stamps in audit records and determine that the time stamps can be mapped to Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT) and meets organization-defined granularity of time measurement.
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms use internal system clocks to generate time stamps as the date and time information in audit records.  
Test a sample of the  mechanisms and their configuration settings; conducting  testing for evidence that these mechanisms are using internal system clocks to generate time stamps as the date and time information in audit records.
Note to assessor: This test must be coordinated with all responsible personnel associated with the information system.  Testing of this nature may impose risk to the information system and, as such, the testing of any specific auditing mechanism should be carefully planned and executed.  
[bookmark: _Toc389558041]AU-8 (1)
Examine the information system to ensure that the information system compares the internal information system clocks with the organization-defined authoritative time source at the organization-defined frequency.  
Examine that the information system synchronizes with an organization-defined authoritative time server when the time difference is greater than the organizationally-defined time period.
Examine audit and accountability policy, procedures addressing time stamp generation, security plan, or other relevant documents for the authoritative time source for internal clock synchronization.  
Examine security plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings to be employed to synchronize internal information system clocks with the authoritative time source and in accordance with the required organization-defined frequency.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured required.  
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
Note to assessor: This test must be coordinated with all responsible personnel associated with the information system.  Testing of this nature may impose risk to the information system and, as such, the testing of any specific auditing mechanism should be carefully planned and executed.  
[bookmark: _Toc389558042]AU-9
Examine security plan, information system design documentation, and other relevant documents for the automated mechanisms and their configuration settings to be employed to protect audit information and audit tools from unauthorized access, modification, and  deletion.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured to protect audit information and audit tools from unauthorized access, modification, and deletion.  
Test a sample of the automated mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended protect audit information and audit tools from unauthorized access, modification, and deletion.  
[bookmark: _Toc389558043]AU-9 (2)
Examine audit and accountability policy, procedures addressing protection of audit information, security plan, information system design documentation, or other relevant documents for the system or system component storing back up audit records and for evidence that this system or system component is different from the system being audited.  
Examine audit and accountability policy, procedures addressing protection of audit information, security plan, or other relevant documents for the frequency of information system backups of audit records.  
Examine security plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to backup audit records in accordance with the required frequency and onto the system or system component .  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Examine a sample of information system backups of audit records stored on the system or system component for evidence that the mechanisms and configurations are being applied.  
Interview a sample of organizational personnel responsible for conducting audit record backups on the system or system componentfor further evidence that the mechanisms and configurations are being applied.  
[bookmark: _Toc389558044]AU-9 (4)
Examine audit and accountability policy and procedures addressing protection of audit information, security plan, information system design documentation, or other relevant documents the subset of privileged users (by name, position, or role) to be authorized access to manage audit functions for the information system and ensuring that the automated mechanisms and their configuration settings used to authorize access for managing audit functions to only privileged users.
Interview a sample of organizational personnel responsible for authorizing access to audit management functions for the information system; conducting [basic] discussions for further evidence that the mechanisms and configurations are being applied.
Test a sample of the automated mechanisms and their configuration settings testing for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558045]AU-11
Examine audit and accountability policy, procedures addressing audit record retention, security plan, or other relevant documents for the retention period for audit records.  The service provider retains audit records on-line for at least ninety days and further preserves audit records off-line for a period that is in accordance with NARA requirements.
Examine organization’s records retention policy for the records retention period and for evidence that this period is consistent with the retention period for audit records.  
Examine audit and accountability policy, procedures addressing audit record retention, security plan, or other relevant documents for the mechanisms and their configuration settings to be employed to retain audit records in accordance with the required frequency.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Examine information system audit records for a sample of audit logs retained for the information system for evidence that the mechanisms and configurations are being applied.  
Interview a sample of organizational personnel responsible for audit record retention for evidence that information system audit records are retained in accordance with the required time period to support after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements.  
[bookmark: _Toc389558046]AU-12
Examine procedures addressing audit record generation, security plan, information system design documentation, or other relevant documents for the information system components that provide audit record generation capability for the list of auditable events for all organization-defined information system components.
Examine security plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings to be employed within the information system components to generate audit records for the list of auditable events.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
Examine audit and accountability policy, procedures addressing audit record generation, security plan, or other relevant documents for the organizational personnel (by name or role) designated to select which events are to be audited by the information system components.  
Examine security plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings to be employed to permit the organizational personnel to select the events to be audited by the information system.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required.  
Interview a sample of organizational personnelfor evidence that the mechanisms and configurations are being applied.  
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required.  
Examine a sample of information system audit records generated from a sample of the information system components for evidence that the mechanisms and configurations are being applied.  
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558047][bookmark: _Toc389657344]Security Assessment and Authorization (CA)
[bookmark: _Toc389558048]CA-1
Examine information security program documentation for the organization security assessment and authorization policy and that the security assessment and authorization policy is reviewed and updated at least every three years.
Examine organization security assessment and authorization policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the security assessment and authorization policy and procedures are reviewed and updated at least annually.
Examine organization security assessment and authorization policy and procedures, or other relevant documents for the organization elements having associated security assessment and authorization roles and responsibilities and to which the security assessment and authorization policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the security assessment and authorization policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization security assessment and authorization procedures.  
Examine organization security assessment and authorization procedures for evidence that the procedures facilitate implementation of the security assessment and authorization policy and associated security assessment and authorization controls.  
Examine organization security assessment and authorization policy and procedures, or other relevant documents for the organization elements having associated security assessment and authorization roles and responsibilities and to which the security assessment and authorization procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the security assessment and authorization policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558049]CA-2
Examine information system documentation for a security assessment plan for the information system.  Examine the security assessment plan for a description of the scope of the assessment including security controls and control enhancements under assessment; assessment procedures to be used to determine security control effectiveness; and assessment environment, assessment team, and assessment roles and responsibilities.  
Examine security assessment and authorization policy, procedures addressing security assessments, security plan, or other relevant documents for the frequency of assessing the security controls in the information system to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system.  
Examine a sample of security assessment reports for evidence that security controls in the information system are assessed in accordance with the required frequency.
Examine a sample of security assessment reports for evidence that the results of the security control assessments are documented.  
Examine a sample of security assessment reports for evidence that the results of the security control assessments have been provided, in writing, to the organization-defined personnel or roles.
Interview organization-defined personnel or roles for the information systemfor further evidence that the results of security control assessments are provided in writing.  
[bookmark: _Toc389558050]CA-2 (1)
Examine security assessment and authorization policy, security assessment plan, security plan, or other relevant documents for authorizing official determination and/or approval of the organization-defined independence criteria for the assessors or assessment team that assesses the security controls in the information system.  
Examine a  sample of security assessment reports or other relevant documents for evidence that the assessors meet the criteria for independence.  
[bookmark: _Toc389558051]CA-2 (2)
Examine security assessment and authorization policy, procedures addressing continuous monitoring of security controls, security plan, or other relevant documents reviewing for the forms of security testing to be included in planning, scheduling, and security control assessments selecting from in-depth monitoring, malicious user testing, penetration testing, red team exercises, or an organization-defined form of security testing to ensure compliance with all vulnerability mitigation procedures; the frequency for conducting each form of security testing; and whether the security testing will be announced or unannounced.  
Examine a sample of security assessment reports, continuous monitoring assessment reports, or other relevant documents; for evidence that assessments are planned, scheduled, and conducted in accordance with the identified assessment techniques.
[bookmark: _Toc389558052]CA-2 (3)
Examine  security assessment report, plan of action and milestones, security assessment requirements, security assessment plan, security assessment evidence, or other relevant documents or records for evidence of organizational acceptance of the results of an assessment of organization-defined information system performed by organization-defined external organization when the assessment meets organization-defined requirements.
Interview a sample of organization personnel with security assessment acceptance responsibilities for evidence of organizational acceptance of the results of an assessment of organization-defined information system performed by organization-defined external organization when the assessment meets organization-defined requirements.
[bookmark: _Toc389558053]CA-3
Examine security plan, information system design documentation, or other relevant documents for evidence that connections to other information systems are identified.  Interview a sample of organizational personnel responsible for developing, implementing, or approving information system interconnection agreementsfor evidence that connections to other information systems have been identified.  
Examine information system interconnection agreements for a sample of connections for evidence that the organization authorizes all identified connections from the information system to other information systems through the use of interconnection security agreements.  
Examine information system interconnection agreements for a sample of connections for evidence that the interface characteristics, security requirements, and nature of the information communicated is documented for each connection.  
Examine procedures addressing information system connections, system and communications protection policy, a sample of information system interconnection security agreements, or other relevant documents for the organization-defined frequency of reviews and updates to Interconnection Security Agreements.
[bookmark: _Toc389558054]CA-2 (2)
Examine security assessment and authorization policy, procedures addressing continuous monitoring of security controls, security plan, or other relevant documents reviewing for the forms of security testing to be included in planning, scheduling, and security control assessments selecting from in-depth monitoring, malicious user testing, penetration testing, red team exercises, or an organization-defined form of security testing to ensure compliance with all vulnerability mitigation procedures; the frequency for conducting each form of security testing; and whether the security testing will be announced or unannounced.  
Examine a sample of security assessment reports, continuous monitoring assessment reports, or other relevant documents; for evidence that assessments are planned, scheduled, and conducted in accordance with the identified assessment techniques.
[bookmark: _Toc389558055]CA-2 (3)
Examine  security assessment report, plan of action and milestones, security assessment requirements, security assessment plan, security assessment evidence, or other relevant documents or records evidence of organizational acceptance of the results of an assessment of organization-defined information system performed by organization-defined external organization when the assessment meets organization-defined requirements.
Interview organization personnel with security assessment acceptance responsibilitiesfor evidence of organizational acceptance of the results of an assessment of organization-defined information system performed by organization-defined external organization when the assessment meets organization-defined requirements.
[bookmark: _Toc389558056]CA-3 (3)
Examine system and communications protection policy, as well as applicable documentation, agreements, procedures, and configurations settings for evidence of the connection of an unclassified, non-national security system to an external network without the use of approved boundary protection device.
Examine procedures addressing information system connections, , as well as applicable documentation, agreements, policy, and configurations settings for evidence that a boundary protection device has be used to connect an unclassified, non-national security system to an external network.
Examine procedures addressing information system connections, as well as applicable documentation, agreements, procedures, policy and configuration settings for evidence that the organization prohibits the direct connection of an unclassified, non-national security system to an external network without the use of a boundary protection device.
[bookmark: _Toc389558057]CA-3 (5)
Examine procedures addressing information system connections, information system interconnection agreements, security plan, information system design documentation, or other relevant documents evidence that connections between the information system and external information systems are identified.
Examine procedures addressing information system connections, information system interconnection agreements, security plan, information system design documentation, or other relevant documents evidence the each connection is identified as either allow-all, deny-by-exception, deny-all, or permit-by-exception.
[bookmark: _Toc389558058]CA-5
Examine information system documentation for a plan of action and milestones for the information system.
Examine a sample of controls in the security assessment report and the associated plan of action and milestones for evidence that the plan of action and milestones documents the planned remedial actions to correct deficiencies noted during the assessment of the security controls and to reduce or eliminate known vulnerabilities in the system.  
Examine security assessment and authorization policy, procedures addressing plan of action and milestones, security plan, or other relevant documents for the frequency for updating the plan of action and milestones.  [at least quarterly] 
Examine security assessment and authorization policy, procedures addressing plan of action and milestones, security plan, or other relevant documents for the required frequency for updating the plan of action and milestones with findings from security controls assessmentsk, security impact analyses, and continuous monitoring activities.
Examine a sample of findings in the security assessment report and the associated plan of action and milestones for evidence that the plan of action and milestones is updated in accordance with the required frequency.  
Examine a sample of findings from security impact analyses and the associated plan of action and milestones for evidence that the plan of action and milestones is updated in accordance with the required frequency.  
Examine a sample of findings from continuous monitoring activities and the associated plan of action and milestones for evidence that the plan of action and milestones is updated in accordance with the required frequency.  
[bookmark: _Toc389558059]CA-6
Examine security assessment and authorization policy, security plan, or other relevant documents for the senior-level executive or manager assigned to the role of authorizing official for the information system.  
Examine a sample of security authorization packages for evidence that the authorizing official authorizes the information system for processing prior to commencing operations.  .  
Examine security assessment and authorization policy, security plan, or other relevant documents for the frequency for security authorization updates.  
Examine a sample of security authorization packages for evidence that security authorizations are updated in accordance with the required frequency.
[bookmark: _Toc389558060]CA-7
Examine security assessment and authorization policy, procedures addressing continuous monitoring of security controls, organizational risk management strategy documentation, security plan, or other relevant documents for the development of a continuous monitoring strategy and implementation of a continuous monitoring program.  
Examine security assessment and authorization policy, procedures addressing continuous monitoring of security controls, security plan, or other relevant documents for the measures to be employed to implement a continuous monitoring program that includes: establishment of organization-defined metrics to be monitored; establishment of organization-defined frequencies for monitoring and organization-defined frequencies for assessments supporting such monitoring; ongoing security control assessments in accordance with the organizational continuous monitoring strategy; ongoing security status monitoring of organization-defined metrics in accordance with the organizational continuous monitoring strategy; correlation and analysis of security-related information generated by assessments and monitoring; response actions to address results of the analysis of security-related information; and reporting the security status of organization and the information system to organization-defined personnel or roles on organization-defined frequency.
Examine security assessment and authorization policy, procedures addressing continuous monitoring of security controls, security plan, or other relevant documents for the establishment of organization-defined metrics to be monitored, the establishment of organization-defined frequencies for monitoring and organization-defined frequencies for assessments supporting such monitoring.
Examine security assessment and authorization policy, procedures addressing continuous monitoring of security controls, security plan, or other relevant documents for evidence of on-going security control assessments and correlation and analysis of security related information generated by assessments and monitoring.
Examine security assessment and authorization policy, procedures addressing continuous monitoring of security controls, security plan, or other relevant documents for evidence of actions to address results of the analysis of security related information.
Examine a sample of continuous monitoring status reports or other relevant documents provided to officials for evidence that the measures are being applied to include reporting the security state of the information system to appropriate organizational officials in accordance with the required frequency.  
Examine security assessment and authorization policy, procedures addressing continuous monitoring of security controls, security plan, or other relevant documents for the officials to whom the security state of the information system should be reported.  
Examine security assessment and authorization policy, procedures addressing continuous monitoring of security controls, security plan, or other relevant documents for the frequency for reporting the security state of the information system to appropriate organizational officials.  
Interview a sample of organizational personnel with responsibilities for continuous monitoringfor further evidence that the measures are being applied.
[bookmark: _Toc389558061]CA-7 (1)
Examine the security assessment and authorization policy, security assessment plan, continuous monitoring plan, security plan, or other relevant documents for the authorizing official determination and/or approval of the independence criteria for the assessor or assessment team that monitors the security controls on an ongoing basis.
Examine a sample of security assessment reports, continuous monitoring assessment reports, or other relevant documents for evidence that the assessors meet the criteria for independence.
Interview a sample of organizational personnel with continuous monitoring responsibilities for further evidence that the organization employs an independent assessor or assessment team to conduct the security control assessments for continuous monitoring.
[bookmark: _Toc389558062]CA-8
Examine security assessment and authorization policy, procedures addressing continuous monitoring of security controls, security plan, results of penetration tests, or other relevant documents for evidence that penetration testing has been conducted on an organization defined frequency on organization-defined information systems or system components.
Interview personnel with responsibility for penetration testing for evidence that testing is being performed in accordance with policy and guidance, and that the results of penetration tests are appropriately remediated.
[bookmark: _Toc389558063]CA-8 (1)
Examine security assessment and authorization policy, procedures addressing continuous monitoring of security controls, security plan, results of penetration tests, or other relevant documents for evidence that penetration testing has been conducted by an independent penetration agent or penetration team on the information system or system components.
Interview personnel with responsibility for penetration testing for evidence that the penetration agent or penetration team has an appropriate degree of independence.
[bookmark: _Toc389558064]CA-9
Examine procedures addressing information system connections, information system design documentation, information system configuration settings and associated documentation, list of components or classes of components authorized as internal system connections, other relevant documents or records evidence that system components or classes of components are defined as authorized internal connections to the information system.
Examine assessment and authorization policy, procedures addressing information system connections, or other relevant documents or records evidence of guidance to organization staff that conduct authorizations of internal connections from information system components to the information system.
Interview a sample of organizational personnel responsible for authorizing internal connectionsfor evidence that procedures addressing information system connections are followed.
Examine procedures addressing information system connections, information system design documentation, information system configuration settings and associated documentation, list of components or classes of components authorized as internal system connections, other relevant documents or records evidence that each internal connection to the information system has documented interface characteristics, security requirements, and information nature.
[bookmark: _Toc389558065][bookmark: _Toc389657345]Configuration Management (CM)
[bookmark: _Toc389558066]CM-1
Examine configuration management documentation for the organization configuration management policy is reviewed and updated at least every three years.
Examine organization configuration management policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the configuration management policy and associated configuration management controls and that the procedures are reviewed and updated at least annually.
Examine organization configuration management policy and procedures, or other relevant documents for the organization elements having associated configuration management roles and responsibilities and to which the configuration management policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the configuration management policy was disseminated to the organizational elements.  
Examine configuration management documentation for the organization configuration management procedures.  
Examine organization configuration management procedures for evidence that the procedures facilitate implementation of the configuration management policy and associated configuration management controls.  
Examine organization configuration management policy and procedures, or other relevant documents for the organization elements having associated configuration management roles and responsibilities and to which the configuration management procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the configuration management policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558067]CM-2
Examine information system architecture and configuration documentation, information system design documentation, information system build documentation, or other relevant documents associated with a sample of  information system components for a current baseline configuration of the information system.
Note to assessor: Information system components defined in the configuration management plan for the information system should include the configuration items (hardware, software, firmware, and documentation) required to be configuration-managed.  
Examine configuration management policy, procedures addressing the baseline configuration of the information system, configuration management plan, or other relevant documents for the measures to be employed to maintain, under configuration control, a current baseline configuration of the information system.  
Examine change control records, configuration audit records, or other relevant documents associated with a sample of information system components for evidence that the measures are being applied.  
Interview a sample of organizational personnel with configuration change control responsibilities for further evidence that the measures are being applied.  
[bookmark: _Toc389558068]CM-2 (1)
Examine configuration management policy, procedures addressing the baseline configuration of the information system, configuration management plan, or other relevant documents for the measures to be employed  to review and update the baseline configuration of the information system in accordance with the required frequency, when required due to circumstances defined by the control, and as an integral part of information system component installations and upgrades.
Examine asample of records of baseline configuration reviews and updates for the information system for evidence that the baseline configuration is reviewed and updated in accordance with the required frequency.  
Examine a sample of records of baseline configuration reviews and updates for the information system for evidence that the baseline configuration is reviewed and updated due to circumstance defined by the control.  
Examine a sample of records of baseline configuration reviews and updates associated with component installations or upgrades for the information system for evidence that the measures are being applied to review and update the baseline configuration as an integral part of information system component installations and upgrades.  
Interview a  sample of organizational personnel with configuration change control responsibilities for further evidence that the measures are being applied to review and update the baseline configuration of the information system.  
Examine the configuration management or change management procedures or other relevant documents indication that the organization reviews and updates the baseline configuration of the information system when required resulting from a significant change as defined in the current version of NIST 800-37:
Continuous Monitoring Phase consists of three tasks: (i) configuration management and control; (ii) security control monitoring; and (iii) status reporting and documentation.  The purpose of this phase is to provide oversight and monitoring of the security controls in the information system on an ongoing basis and o inform the authorizing official when changes occur that may impact on the security of the system.  The activities in this phase are performed continuously throughout the life cycle of the information system.
[bookmark: _Toc389558069]CM-2 (2)
Examine Configuration Management policy, configuration management plan and procedures, addressing the baseline configuration of the information system, information system design documentation, information system architecture and configurations documentation and other relevant documents for evidence that the information system uses  mechanisms to maintain an up-to-date, complete, accurate, and readily available baseline configuration of the information system.
Test a sample of the  mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558070]CM-2 (3)
Examine configuration management policy, procedures addressing the baseline configuration of the information system, configuration management plan, or other relevant documents for retention requirements for older versions of baseline configurations to support rollback.  
Examine a sample of historical copies of baseline configurations for evidence that older versions of baseline configurations are retained as required.  
[bookmark: _Toc389558071]CM-2 (7)
Examine configuration management policy, procedures addressing configuration management for portable and mobile devices, security plan, or other relevant documents for a list of locations (or criteria for defining locations) that are deemed to be of significant risk.  
Examine configuration management policy, procedures addressing configuration management for portable and mobile devices, security plan, or other relevant documents for the measures to be employed to issue specially configured mobile devices to individuals traveling to locations that the organization deems to be of significant risk.  
Examine mobile devices issued to a sample of individuals traveling to locations that the organization deems to be of significant risk for evidence that identified measures are being applied.
Examine configuration management policy, procedures addressing configuration management for portable and mobile devices, security plan, or other relevant documents for the inspection and preventative measures to be applied to mobile devices returning from identified locations.  
Test a sample of mobile devices returning from identified locations for evidence that the identified measures are being applied.
Interview a sample of organizational personnel responsible for inspecting mobile devices for further evidence that the identified measures are being applied.
[bookmark: _Toc389558072]CM-3
Examine configuration management policy, procedures addressing information system configuration change control, configuration management plan, or other relevant documents for the types of changes to the information system that are to be configuration controlled.  
Examine configuration management policy, procedures addressing information system configuration change control, configuration management plan, or other relevant documents for the measures to be employed to approve configuration-controlled changes to the system with explicit consideration for security impact analyses.  Examine change control records for a sample of changes identified in the change audit summary report or other relevant documents for the information system for evidence that the measures are being applied.  Interview a sample of organizational personnel responsible for security impact analysis and approval of proposed changes to the information systemfor further evidence that the measures are being applied.  Examine configuration management policy, procedures addressing information system configuration change control, configuration management plan, or other relevant documents for the measures to be employed to document approved configuration-controlled changes to the system.  
Examine approved configuration control changes and other records for evidence that the changes have been implemented.  
Examine change control records for a sample of configuration-controlled changes identified in the change audit summary report or other relevant documents for the information system for evidence that the measures are being applied.  Examine configuration management policy, procedures addressing information system configuration change control, configuration management plan, or other relevant documents for the measures to be employed to retain and review records of configuration-controlled changes to the system.  Examine the configuration management policy and procedures addressing system configuration change control, change control records; reviewing the records of configuration-controlled to determine if the organization retains and reviews them.
Examine change control records for a sample of configuration-controlled changes to the information system for evidence that the measures are being applied.  
Interview a sample of organizational personnel responsible for retaining and reviewing records of configuration-controlled changes to the information systemfor further evidence that the measures are being applied.  
Examine configuration management policy, procedures addressing information system configuration change control, configuration management plan, or other relevant documents for the measures to be employed to audit activities associated with configuration-controlled changes to the system.  
Examine a sample of audit records associated with configuration-controlled changes to the information system for evidence that the measures are being applied.  
Interview a sample of organizational personnel responsible for auditing activities and organizational personnel responsible for coordinating and providing oversight for configuration change control activities associated with the information systemfor further evidence that the measures are being applied.  
Examine configuration management policy, procedures addressing information system configuration change control, configuration management plan, or other relevant documents for:
- the configuration change control element (e.g., committee, board) responsible for coordinating and providing oversight for configuration change control activities;
- the frequency with which the configuration change control element convenes; and/or;
- configuration change conditions that prompt the configuration change control element to convene.
- the service provider establishing a central means of communicating major changes to or developments in the information system or environment of operations that may affect services to the federal government and associated service consumers (e.g., electronic bulletin board, web status page) subject to approval and acceptance by the JAB.  
Examine the configuration management policy and procedures ensuring the definition of system configuration change control elements (committee, board) responsible for coordinating and providing oversight for configuration change control activities; the frequency with which the configuration control elements convene, and the configuration change conditions that necessitate the elements to convene.
Examine configuration management policy, procedures addressing information system configuration change control, configuration change control board charter, configuration management plan, or other relevant documents for the measures to be employed to coordinate and provide oversight for configuration control activities through the configuration change control elements that convenes at the required frequency and/or for any conditions identified in the control.  
Examine a sample of change control records, change control board meeting minutes, information system audit records, or other relevant documents for evidence that the measures are being applied.  
[bookmark: _Toc389558073]CM-4
Examine configuration management policy, procedures addressing security impact analysis for changes to the information system, configuration management plan, or other relevant documents for the measures to be employed to analyze changes to the information system to determine potential security impacts prior to change implementation.  
Examine security impact analysis documentation for a sample of changes identified in the configuration status accounting report, change audit summary report, or other relevant documents for the information system for evidence that the measures are being applied.  
Interview a sample of organizational personnel with responsibilities for determining security impacts prior to implementation of information system changes for further evidence that the measures are being applied.  
[bookmark: _Toc389558074]CM-5
Examine configuration management policy, procedures addressing access restrictions for changes to the information system, configuration management plan, or other relevant documents for the physical and logical access restrictions to be associated with changes to the information system.
Note to assessor: The requirements to satisfy the CM-5 control may be fully implemented by other controls (e.g., AC-3, PE-3), partially implemented by other controls (e.g., AC-3, PE-3), or completely implemented by the CM-5 control.  Therefore, assessors will need to understand and isolate these complexities to successfully adapt assessor actions when evaluating this control.
Examine configuration management policy, procedures addressing access restrictions for changes to the information system, configuration management plan, or other relevant documents for the measures to be employed to document and approve the physical and logical access restrictions.
Examine access approval records and associated documentation of access privileges for a sample of information system users for evidence that the measures are being applied to document and approve physical and logical access restrictions.  
Interview a sample of organizational personnel with physical access control responsibilities and organizational personnel with logical access control responsibilitiesfor further evidence that the measures are being applied to document and approve physical and logical access restrictions.  
Examine configuration management policy, procedures addressing access restrictions for changes to the information system, configuration management plan, information system design documentation, or other relevant documents for the measures (including automated mechanisms and their configuration settings) to be employed to enforce the physical and logical access restrictions.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured to enforce physical and logical access restrictions.  
Examine access control records for a sample of information system users for further evidence that the measures are being applied to enforce physical and logical access restrictions.  
Interview a sample of organizational personnel with physical access control responsibilities and organizational personnel with logical access control responsibilities for further evidence that the measures are being applied to enforce physical and logical access restrictions.  
Test a sample of the mechanisms for evidence that these mechanisms are operating to enforce physical and logical access restrictions as intended.  
[bookmark: _Toc389558075]CM-5 (1)
Examine configuration management plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to enforce access restrictions and support auditing of enforcement actions.  
Examine documentation describing the current configuration settings for a sample of mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended."
[bookmark: _Toc389558076]CM-5 (3)
Examine the formally documented policies and procedures for a listing of information system prohibited software/firmware that may not be installed without verification that the component has been digitally signed.
Examine the baseline configuration settings for user operated organizational devices (e.g., laptops, desktops) and validate that the information system implements automatic mechanisms to prevent the download, instillation, and/or update of software/firmware that does not contain a digital signature.
Test that the information system validates the code and prevents the installation of organization-defined software and firmware components that are unsigned.
[bookmark: _Toc389558077]CM-5 (5)
Examine configuration management plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to limit information system developer/integrator privileges to change hardware, software, and firmware components and system information directly within a production environment.  
Examine documentation describing the current configuration settings for a sample of automated mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
Examine configuration management policy, procedures addressing access restrictions for changes to the information system, configuration management plan, or other relevant documents for the frequency of reviewing and reevaluating information system developer/integrator privileges at least quarterly.  
Examine configuration management policy, procedures addressing access restrictions for changes to the information system, configuration management plan, or other relevant documents for the measures to be employed to review and reevaluate information system developer/integrator privileges in accordance with the required frequency.  
Examine a sample of reviews and reevaluations of information system developer/integrator privileges for evidence that the measures are being applied.  
Interview a sample of organizational personnel responsible for reviewing and reevaluating information system developer/integrator privileges for further evidence that the measures are being applied.
[bookmark: _Toc389558078]CM-6
Examine information system architecture documentation, information system design documentation, information system build documentation, or other relevant documents for the information technology products employed within the information system.  
Examine configuration management policy, procedures addressing configuration settings for the information system, configuration management plan, or other relevant documents for the security configuration checklists to be used to establish and document mandatory configuration settings for a sample of information technology products.
The service provider ensures that checklists for configuration settings are Security Content Automation Protocol (SCAP) validated or SCAP compatible (if validated checklists are not available).
Examine configuration management policy, procedures addressing configuration settings for the information system, configuration management plan, or other relevant documents for the requirement that security configuration checklists are to reflect the most restrictive mode consistent with operational requirements.  
Interview a sample of organizational personnel responsible for establishing and documenting mandatory configuration settings for the information technology productsfor evidence that the security configuration checklists reflect the most restrictive mode consistent with operational requirements.  
Examine security configuration checklists for a sample of information technology products employed within the information system for the mandatory configuration settings to be employed.  
Examine a sample of security configuration settings implemented for the information technology products for evidence that the information system is configured in accordance with the mandatory configuration settings which are based on the Center for Internet Security (CIS) guidelines (level 1) or established by the organization and approved by the JAB if UCSBG is not available.  
Examine configuration management policy, procedures addressing configuration settings for the information system, configuration management plan, or other relevant documents for the measures to be employed to identify, document, and approve deviations from the mandatory configurations settings for individual components within the information system based on explicit operational requirements.
The service provider uses the Center for Internet Security guidelines (Level 1) to establish configuration settings or establishes its own configuration settings if USGCB is not available.  Configuration settings are approved and accepted by the JAB.
Examine documentation approvals for a sample of deviations from the mandatory configurations settings for a sample of information system components for evidence that the measures are being applied.  
Examine configuration management policy, procedures addressing configuration settings for the information system, configuration management plan, or other relevant documents for the measures to be employed to monitor and control changes to the configuration settings.  
Examine a sample of monitoring records and change control records associated with changes to the configuration settings for the information system for evidence that the measures are being applied.  
Interview a sample of organizational personnel responsible for monitoring and controlling changes to information system configuration settings for further evidence that the measures are being applied.  
[bookmark: _Toc389558079]CM-6 (1)
Examine configuration management plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings of organizational defined components employed to centrally manage, apply and verify configuration settings of components required to be under configuration management.  
Examine documentation describing the current configuration settings for a sample of  mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558080]CM-7
Examine configuration management policy, procedures addressing configuration settings for the information system, configuration management plan, or other relevant documents for the list of prohibited or restricted functions, ports, protocols, and services.
Prohibited or restricted ports, protocols, or services as per NIST, Center for Internet Security guidelines (Level 1), or service provider recommendation if USGCB is not available to be approved and accepted by the JAB.  
Examine configuration management plan, information system design documentation, or other relevant documents for the configurations to be employed in the information system to provide only essential capabilities.  
Examine a sample of the information system configuration settings for evidence that the information system is configured as intended.  
Test a sample of information system components for evidence that the information system is configured to provide only essential capabilities.  
Examine configuration management plan, information system design documentation,  or other relevant documents for the configurations to be employed in the information system to prohibit or restrict the use of functions identified in the control, ports identified in the control, protocols identified in the control; and/or services identified in the control
Examine a sample of the information system configuration settings for evidence that the information system is configured as required to restrict the use of prohibited or restricted functions, ports, protocols, and services.  
Test a  sample of information system components; conducting  testing for evidence that the information system is configured to prohibit or restrict the functions, ports, protocols and services as defined by the control.  
[bookmark: _Toc389558081]CM-7 (1)
Examine configuration management policy, procedures addressing configuration settings for the information system, configuration management plan, or other relevant documents for the frequency of conducting information system reviews to identify and eliminate unnecessary functions, ports, protocols; and/or services.
Examine configuration management policy, procedures addressing configuration settings for the information system, configuration management plan, or other relevant documents for the measures to be employed to review the information system in accordance with the required frequency identified, to identify and eliminate unnecessary functions, ports, protocols; and/or services.
Examine a sample of information system reviews for evidence that the measures are being applied.  
Interview a sample of organization personnel with responsibilities for identifying and eliminating unnecessary functions, ports, protocols, and services on the information system for further evidence that information system reviews are performed in accordance with the measures.  
[bookmark: _Toc389558082]CM-7 (2)
Examine the information system's formally documented list of restricted and authorized software programs.
Examine the information system configuration settings for restricted software programs.
Test that the information system prevents the installation of an unsigned restricted component.
Test that the information system prevents the installation of organization-defined software and firmware components that are signed by a revoked certificate.
[bookmark: _Toc389558083]CM-7 (5)
Examine the documented list of software programs that are authorized to execute to ensure that list is defined.
Examine the information system configuration settings to ensure that it is configured to deny-all and only permit by exception the execution of authorized software programs on the information system.
Examine the system documentation and audit to ensure that the organization reviews and updates the list of authorized software programs at least annually or when there is a change.
Interview a sample of organization personnel responsible for implementing the configuration settings for allowing only authorized software to run in the information system to ensure that the system is configured to deny-all and only permit by exception the execution of authorized software programs on the information system.
Interview a sample of organization personnel responsible for reviewing and updating the list of authorized software programs to ensure it is reviewed and updated at least annually or when there is a change.
[bookmark: _Toc389558084]CM-8
Examine configuration management policy, procedures addressing information system component inventory, configuration management plan, or other relevant documents for the measures to be employed to develop, document, and maintain an inventory of the information system components that accurately reflects the current information system, is consistent with the authorization boundary of the information system, establishes the level of granularity deemed necessary by the organization for tracking and reporting, includes the information deemed necessary to achieve effective property accountability, and is available for review and audit by designated organizational officials.
Examine a sample of information system change records and associated information system inventory records for evidence that the measures are being applied to accurately reflect the information system.  
Examine information system inventory records for a sample of information system components associated with the authorization boundary of the information system for evidence that the measures are being applied.  
Examine information system inventory records for a sample of information system components for the required level of granularity.  
Examine configuration management policy, procedures addressing information system component inventory, configuration management plan, or other relevant documents for the information deemed necessary to achieve effective system component accountability.  [Organization defined provider defined information deemed necessary to ensure system component accountability list may include hardware inventory specifications (manufacturer, type, model, serial number, physical location), software license information, information system/component owner, and for a networked component/device, the machine name and network address].  
Interview a sample of organizational officials responsible for reviewing and auditing the inventory of information system componentsfor evidence that the measures are being applied.  
[bookmark: _Toc389558085]CM-8 (1)
Examine configuration management policy, procedures addressing information system component inventory, configuration management plan, or other relevant documents for the measures to be employed  to update the inventory of information system components as an integral part of component installations, component  removals, and-information system updates.  
Examine a sample of component installation records, component removal records, and information system updates, and associated information system inventory records for evidence that the measures are being applied.  
Interview a sample of organizational personnel with information system inventory responsibilitiesfor further evidence that the measures are being applied.  
[bookmark: _Toc389558086]CM-8 (3)
Examine configuration management policy, procedures addressing information system component inventory, configuration management plan, or other relevant documents for the frequency of employing  mechanisms to detect the addition of unauthorized hardware, software or firmware components  into the information system.  [ mechanisms are employed continuously with a maximum five-minute delay in detection].  
Examine configuration management plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings to be employed, in accordance with the required frequency, to detect the addition of unauthorized hardware, software or firmware components into the information system.  
Examine documentation describing the current configuration settings for a sample of  mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
Examine configuration management policy, procedures addressing information system component inventory, configuration management plan, information system design documentation, or other relevant documents for the measures (including  mechanisms and their configuration settings) to be employed to take organizationally defined actions.  
Examine documentation describing the current configuration settings for a sample of  mechanisms for evidence that these mechanisms are configured as required.  
Interview a sample of organizational personnel responsible for detecting and reporting unauthorized hardware, software or firmware components  on the information system; conducting  discussions for further evidence that the measures are being applied.  
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558087]CM-8 (5)
Examine configuration management policy, procedures address information system component inventory, configuration management plan, or other relevant documents for the measures to be employed to verify that all components within the authorization boundary of the information system are not duplicated in other information system inventories.  
Examine information system inventory records and associated verification documentation for a sample of components within the authorization boundary of the information system for evidence that the measures are being applied.  Interview a sample of organizational personnel with information system inventory responsibilitiesfor further evidence that the measures are being applied.  
[bookmark: _Toc389558088]CM-9
Examine information system documentation for a configuration management plan for the information system.  
Examine configuration management plan for evidence that the plan addresses roles, responsibilities, and configuration management processes and procedures; establishes a process for identifying configuration items, defines configuration items for the information system and when in the system development life cycle the configuration items are placed under configuration management; and establishes the means for identifying configuration items throughout the system development life cycle and a process for managing the configuration of the configuration items.
Examine information system documentation to ensure the organization protects the configuration management plan from unauthorized disclosure or modification.
Interview a sample of organizational personnel responsible for configuration management plan development, documentation, and implementationfor evidence that the plan is developed, documented, and implemented.  
[bookmark: _Toc389558089]CM-10
Examine system and services acquisition policy, procedures addressing software usage restrictions, site license documentation, software usage restrictions, security plan, or other relevant documents for the measures to be employed to use software and associated documentation in accordance with contract agreements and copyright laws.  
Examine a sample of information system audit records, configuration change control records, information system monitoring records, or other relevant records for evidence that the measures are being applied.  
Interview a sample of organizational personnel with information system administration responsibilities and/or organizational personnel operating, using, and/or maintaining the information systemfor further evidence that the measures are being applied.  
Examine system and services acquisition policy, procedures addressing software usage restrictions, security plan, or other relevant documents for the tracking systems to be employed to control copying and distribution of software and associated documentation protected by quantity licenses.  
Interview a sample of organizational personnel operating, using, and/or maintaining the information systemfor further evidence that the tracking systems are being applied.  
Examine system and services acquisition policy, procedures addressing software usage restrictions, security plan, or other relevant documents for the measures to be employed to control and document the use of peer-to-peer file sharing technology to ensure that this capability is not used for the unauthorized distribution, display, performance, or reproduction of copyrighted work.  
Examine a sample of information system audit records, configuration change control records, information system monitoring records, or other relevant records associated with the use of peer-to-peer file sharing technology for evidence that the measures are being applied.  
[bookmark: _Toc389558090]CM-10 (1)
Examine systems and services acquisition policy, configuration management policy, procedures addressing restrictions on use of open source software to determine that any organization-defined restrictions are clearly documented.  
Interview organizational personnel with responsibility for establishing and enforcing restrictions on use of open source software to determine that they adhere to the policies and organization-defined restrictions.
[bookmark: _Toc389558091]CM-11
Examine system and services acquisition policy, procedures addressing user installed software, security plan, or other relevant documents for the explicit rules governing the installation of software by users.  
Examine system and services acquisition policy, procedures addressing user installed software, security plan, information system design documentation, or other relevant documents for the measures (including   mechanisms and their configuration setting) to be employed to enforce the rules.  
Examine the software installation rules and audit records to ensure that policy is being reviewed based on an organization-defined frequency.  [continuously]
Interview a sample of organizational personnel with information system administration responsibilities or organizational personnel operating, using, and/or maintaining the information systemfor further evidence that the measures are being applied.  
Test a sample of the  mechanisms and their configuration settings; conducting testing using simulated events or conditions for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558092][bookmark: _Toc389657346]Contingency Planning (CP)
[bookmark: _Toc389558093]CP-1
Examine information security program documentation for the organization contingency planning policy and that the contingency planning policy is reviewed and updated at least every three years.
Examine organization contingency planning policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the contingency planning policy and procedures are reviewed and updated at least annually.
Examine organization contingency planning policy and procedures, or other relevant documents for the organization elements having associated contingency planning roles and responsibilities and to which the contingency planning policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the contingency planning policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization contingency planning procedures.  
Examine organization contingency planning procedures for evidence that the procedures facilitate implementation of the contingency planning policy and associated contingency planning controls.  
Examine organization contingency planning policy and procedures, or other relevant documents for the organization elements having associated contingency planning roles and responsibilities and to which the contingency planning procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the contingency planning policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558094]CP-2
Examine information system documentation for a contingency plan for the information system.  
Examine contingency plan for evidence that the plan identifies essential missions and business functions and associated contingency requirements; provides recovery objectives, restoration priorities, and metrics;  addresses contingency roles, responsibilities, assigned individuals with contact information;  addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure; and addresses eventual, full information system restoration without deterioration of the security safeguards originally planned and implemented; and is reviewed and approved by organization-defined personnel or roles.
Examine contingency planning policy, procedures addressing contingency operations, contingency plan, or other relevant documents for the key contingency personnel (identified by name and/or by role) and organizational elements designated to receive copies of the contingency plan.  The contingency list includes designated FedRAMP personnel for JAB authorizations.  
Interview a sample of organizational personnel and organizational elementsfor evidence that these individuals received copies of the contingency plan.  
Examine contingency planning policy, incident response policy, procedures addressing contingency operations, procedures addressing incident handling, contingency plan, incident response plan, or other relevant documents for the measures to be employed to coordinate contingency planning activities with incident handling activities.
Examine a sample of meeting minutes, meeting agendas, status reports, or other relevant documents associated with coordinating contingency planning and incident handling activities for evidence that the measures are being applied.
Interview a sample of organizational personnel with contingency planning responsibilities and organizational personnel with incident handling responsibilities; conducting  discussions for further evidence that the measures are being applied to coordinate contingency planning activities with incident handling activities.
Examine contingency planning policy, procedures addressing contingency operations, contingency plan, or other relevant documents for the frequency of contingency plan reviews.  [at least annually].
Examine contingency plan and other relevant documents resulting from contingency plan reviews for evidence that the plan is reviewed in accordance with the required frequency.  
Examine contingency planning policy, procedures addressing contingency operations, contingency plan, or other relevant documents for the measures to be employed to revise the contingency plan to address changes to the organization, information system, or environment of operation and any problems encountered during contingency plan implementation, execution, or testing.
Examine contingency plan and a sample of change control records addressing contingency plan revisions from changes to the organization, information system, or environment of operation for evidence that the measures are being applied.
Note to assessor: Change control records addressing contingency plan revisions may be maintained in the contingency plan, or maintained in change management software or document management software used by the organization.
Examine contingency plan and a sample of change control records addressing contingency plan revisions from problems encountered during contingency plan implementation, execution, or testing for evidence that the measures are being applied.
Interview a sample of organizational personnel and organizational elementsfor further evidence that contingency plan changes are communicated to key contingency personnel and organizational elements.  The service provider defines a list of key contingency personnel (identified by name and/or by role) and organizational elements.  The contingency list includes designated FedRAMP personnel for JAB authorizations.
Interview a sample of organization personnel and organizational elements with responsibility for contingency planning for evidence that the contingency plan is protected from unauthorized disclosure or modification.
[bookmark: _Toc389558095]CP-2 (1)
Examine contingency planning policy, incident response policy, procedures addressing contingency operations, procedures addressing incident handling, contingency plan, incident response plan, or other relevant documents for the measures to be employed to coordinate contingency planning activities with incident handling activities.  
Examine a sample of meeting minutes, meeting agendas, status reports, or other relevant documents associated with coordinating contingency planning and incident handling activities for evidence that the measures are being applied.  
Interview a sample of organizational personnel with contingency planning responsibilities and organizational personnel with incident handling responsibilitiesfor further evidence that the measures are being applied to coordinate contingency planning activities with incident handling activities.  
Examine contingency planning policy, procedures addressing contingency operations, contingency plan, or other relevant documents for the frequency of contingency plan reviews at least annually.  
Examine contingency plan and other relevant documents resulting from contingency plan reviews for evidence that the plan is reviewed in accordance with the required frequency.  
Examine contingency planning policy, procedures addressing contingency operations, contingency plan, or other relevant documents for the measures to be employed to revise the contingency plan to address changes to the organization, information system, or environment of operation and any problems encountered during contingency plan implementation, execution, or testing.  
Examine contingency plan and a sample of change control records addressing contingency plan revisions from changes to the organization, information system, or environment of operation for evidence that the measures are being applied.  Note to assessor: Change control records addressing contingency plan revisions may be maintained in the contingency plan, or maintained in change management software or document management software used by the organization.
Examine the contingency plan covering the information system; verify it is reviewed at least annually.  
Examine contingency plan and a sample of change control records addressing contingency plan revisions from problems encountered during contingency plan implementation, execution, or testing for evidence that the measures are being applied.  
Interview a sample of organizational personnel and organizational elements for further evidence that contingency plan changes are communicated to key contingency personnel and organizational elements.  The service provider defines a list of key contingency personnel (identified by name and/or by role) and organizational elements.  The contingency list includes designated FedRAMP personnel.  
[bookmark: _Toc389558096]CP-2 (2)
Examine contingency planning policy, procedures addressing contingency operations, contingency plan, or other relevant documents for the measures to be employed to coordinate contingency plan development with other organizational elements responsible for related plans.  
Examine a sample of meeting minutes, meeting agendas, status reports, or other relevant documents associated with coordinating contingency plan development with related plans for evidence that the measures are being applied.  
Interview a sample of organizational personnel with contingency plan development responsibilities and organizational personnel with responsibilities in related plan areasfor further evidence that the measures are being applied to coordinate contingency plan development with other organizational elements responsible for related plans.  
[bookmark: _Toc389558097]CP-2 (3)
Examine contingency planning policy, procedures addressing contingency operations, contingency plan, or other relevant documents for the time period for planning the resumption of essential missions and business functions as a result of contingency plan activation.
Examine contingency planning policy, procedures addressing contingency operations, contingency plan, or other relevant documents for the measures to be employed to plan for the resumption of essential missions and business functions upon contingency plan activation within the time period.  
Interview a sample of organizational personnel with contingency plan development and implementation responsibilities; conducting [basic] discussions for further evidence that the measures identified are being applied.
[bookmark: _Toc389558098]CP-2 (8)
Examine contingency planning policy and procedures addressing contingency operations, contingency plan, or other relevant documents for organization identified critical information system assets supporting essential missions and business functions.
Interview a sample of organizational personnel with contingency plan development and implementation responsibilities for further evidence inventory of critical information system assets are identified, monitored, and updated for accuracy.
[bookmark: _Toc389558099]CP-3
Examine contingency planning policy, procedures addressing contingency training, contingency plan, or other relevant documents for evidence that the organization provides contingency training to information system users consistent with assigned roles and responsibilities.
Examine contingency planning policy, procedures addressing contingency training, contingency plan, or other relevant documents for evidence that initial contingency training is provided within 10 days of assuming a contingency role or responsibility.  
Examine contingency planning policy, procedures addressing contingency training, contingency plan, or other relevant documents for evidence that the organization provides contingency training to information system users when required by information system changes.
Examine contingency planning policy, procedures addressing contingency training, contingency plan, or other relevant documents for evidence that the organization provides contingency training to information system users at least annually thereafter.
Examine training records for a sample of organizational personnel with contingency roles and responsibilities with respect to the information system for evidence that the measures are being applied.  
Interview a sample of organizational personnelfor further evidence that the measures are being applied.  
Examine training records for a sample of organizational personnel with contingency roles and responsibilities with respect to the information system for evidence that refresher training is being conducted in accordance with the required frequency.  
[bookmark: _Toc389558100]CP-4
Examine contingency planning policy, procedures addressing contingency plan testing, contingency plan, or other relevant documents for the contingency plan tests to be conducted for the information system.  The service provider develops test plans in accordance with NIST Special Publication 800-34 (as amended) and provides plans to FedRAMP prior to initiating testing.  Test plans are approved and accepted by the JAB.
Examine contingency planning policy, procedures addressing contingency plan testing, contingency plan, or other relevant documents for the frequency of contingency plan tests.  [at least annually for moderate system].  
Examine a sample of contingency plan tests conducted for the information system for evidence that the organization tests the contingency plan using organization-defined tests, in accordance with the required frequency, to determine the plan’s effectiveness and the organization’s readiness to execute the plan.  
Examine contingency planning policy, procedures addressing contingency plan tests , contingency plan, or other relevant documents for the measures to be employed to review the contingency plan test/exercise results and to initiate any corrective actions needed to improve the plan’s effectiveness and the organization’s readiness to execute the plan.  
Examine review documentation for a sample of contingency plan test results for evidence that the measures are being applied to review contingency plan test results and any corrective actions needed.  
Examine corrective action plan or other relevant documents associated with a sample of corrective actions for evidence that the measures are being applied to initiate corrective actions.  
Interview a sample of organizational personnel with responsibility for reviewing or responding to contingency plan test resultsfor further evidence that the measures are being applied.  
[bookmark: _Toc389558101]CP-4 (1)
Examine contingency planning policy, procedures addressing contingency plan testing/exercises, contingency plan, or other relevant documents for the measures to be employed to coordinate contingency plan testing/exercises with organizational elements responsible for related plans.  
Examine a sample of meeting minutes, meeting agendas, status reports, or other relevant documents associated with coordinating contingency plan testing/exercises with related plans for evidence that the measures are being applied.  
Interview a sample of organizational personnel with contingency plan testing responsibilities and organizational personnel with responsibilities in related plan areasfor further evidence that the measures are being applied to coordinate contingency plan testing/exercises with organizational elements responsible for related plans.
[bookmark: _Toc389558102]CP-6
Examine procedures addressing alternate storage sites, contingency plan, or other relevant documents for an established alternate storage site.  
Examine a sample of alternate storage site agreements for the alternate storage site for evidence that these agreements permit storage and retrieval of information system backup information.  
Examine procedures addressing alternate storage sites, contingency plan, or other relevant documents for evidence that the alternate storage site provides the information security safeguards equivalent to that of the primary site.
[bookmark: _Toc389558103]CP-6 (1)
Examine contingency plan for the primary storage site hazards.  
Examine contingency plan, risk assessment for the alternate storage site, or other relevant documents for evidence that the alternate storage site is separated from the primary storage site so as not to be susceptible to the hazards identified in the control.  
[bookmark: _Toc389558104]CP-6 (3)
Examine procedures addressing alternate storage sites, contingency plan, or other relevant documents for potential accessibility problems to the alternate storage site in the event of an area-wide disruption or disaster.  
Examine procedures addressing alternate storage sites, contingency plan, or other relevant documents for explicit mitigation actions for potential accessibility problems to the alternate storage site.  
[bookmark: _Toc389558105]CP-7
Examine procedures addressing alternate processing sites, contingency plan, or other relevant documents for an established alternate processing site.  
Examine contingency planning policy, procedures addressing alternate processing sites, contingency plan, or other relevant documents for the organization-defined time period(s) within which processing must be resumed at the alternate processing site to achieve recovery time objectives for organization-defined information system operations for essential mission/business functions when primary processing capabilities are unavailable.  Note to assessor:  The organization may define different time periods for different mission/business functions.  
Examine a sample of alternate processing site agreements for the alternate processing site for evidence that equipment and supplies required to transfer and resume operations are available at the alternate processing site or contracts are in place to support delivery to the site within the organization-defined time period for transfer/resumption.
Examine procedures addressing alternate processing sites, contingency plan, or other relevant documents for evidence that the alternate processing site provides the information security safeguards equivalent to that of the primary site.
[bookmark: _Toc389558106]CP-7 (1)
Examine contingency plan for the primary processing site hazards 
Examine contingency plan, risk assessment for the alternate processing site, or other relevant documents for evidence that the alternate processing site is separated from the primary processing site so as not to be susceptible to the hazards.  
[bookmark: _Toc389558107]CP-7 (2)
Examine procedures addressing alternate processing sites, contingency plan, or other relevant documents for potential accessibility problems to the alternate processing site in the event of an area-wide disruption or disaster.  
Examine procedures addressing alternate processing sites, contingency plan, or other relevant documents for explicit mitigation actions for potential accessibility problems to the alternate processing site.  
[bookmark: _Toc389558108]CP-7 (3)
Examine contingency planning policy, procedures addressing alternate processing sites, contingency plan, business impact assessment, or other relevant documents for the organization’s availability requirements.  
Examine procedures addressing alternate processing sites, contingency plan, or other relevant documents for the alternate processing site agreements that contain priority-of-service provisions in accordance with the availability requirements.  
Examine a sample of alternate processing site agreements for evidence that these agreements contain priority-of-service provisions in accordance with the availability requirements.  
[bookmark: _Toc389558109]CP-8
Examine procedures addressing alternate telecommunications services, contingency plan, or other relevant documents for alternate telecommunications services established to support the information system when the primary telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.Examine contingency planning policy, procedures addressing alternate telecommunications services, contingency plan, or other relevant documents for the list of organization-defined information system operations for essential missions and business functions to be restored.
Examine contingency planning policy, procedures addressing alternate telecommunications services, contingency plan, or other relevant documents for the time period(s) within which resumption of information system operations must take place.  
Examine a sample of alternate telecommunications service agreements for evidence that these agreements permit the resumption of telecommunications services for essential missions and business functions within the time period(s) and in accordance with the Business Impact Analysis (BIA) to be approved and accepted by JAB when the primary or alternate telecommunications capabilities are unavailable.  
[bookmark: _Toc389558110]CP-8 (1)
Examine contingency planning policy, procedures addressing primary and alternate telecommunications services, contingency plan, business impact assessment, or other relevant documents for the organizational availability requirements.  
Examine procedures addressing primary and alternate telecommunications services, contingency plan, or other relevant documents for the primary and alternate telecommunications service agreements that contain priority-of-service provisions in accordance with the availability requirements.  
Examine a sample of primary and alternate telecommunications service agreements for evidence that these agreements contain priority-of-service provisions in accordance with the availability requirements.  
Examine procedures addressing primary and alternate telecommunications services, contingency plan, or other relevant documents for the telecommunications services used for national security emergency preparedness.  
Examine primary and alternate telecommunications service agreements for the telecommunications services for evidence of common carriers.  
Examine primary and alternate telecommunications service agreements for evidence that the organization requests Telecommunications Service Priority (TSP) for the telecommunications services.  
[bookmark: _Toc389558111]CP-8 (2)
Interview primary and alternate telecommunications service providers and a  sample of organizational personnel responsible for obtaining primary and alternate telecommunications services; conducting  discussions for  evidence that alternate telecommunications services are obtained with consideration for reducing the likelihood of sharing a single point of failure with primary telecommunications services.  
[bookmark: _Toc389558112]CP-9
Examine contingency planning policy, procedures addressing information system backup, contingency plan, or other relevant documents for the frequency of conducting user-level information backups to support the recovery time objectives and recovery point objectives.  [At least a daily incremental; weekly full].  
Examine contingency planning policy, procedures addressing information system backup, contingency plan, or other relevant documents for the frequency of conducting system-level information backups to support the recovery time objectives and recovery point objectives.  
Examine contingency planning policy, procedures addressing information system backup, contingency plan, or other relevant documents for the  frequency of conducting information system documentation backups (including security-related information) to support the recovery time objectives and recovery point objectives.  [At least daily incremental; weekly full].  
Examine a sample of records of information system backups for evidence that user-level information is backed up in accordance with the required frequency.  [At least daily incremental; weekly full].  
Examine a sample of records of information system backups for evidence that system-level information is backed up in accordance with the required frequency.  [At least daily incremental; weekly full].
Examine a sample of records of information system backups for evidence that information system documentation (including security-related information) is backed up in accordance with the required frequency.  [At least daily incremental; weekly full].  "
[bookmark: _Toc389558113]CP-9 (1)
Examine contingency planning policy, procedures addressing information system backup, contingency plan, or other relevant documents for the frequency of conducting information system backup testing at least annually.  
Examine a sample of backup test results for evidence that backup testing is being performed in accordance with the required frequency.  
Examine a sample of backup test results for evidence that backup testing verifies the reliability of the backup media and the integrity of the information.  
[bookmark: _Toc389558114]CP-9 (3)
Examine procedures addressing information system backup, contingency plan, or relevant documents for evidence that backup copies of organization-defined critical information system software and other security-related information are stored in a separate facility or in a fire-rated container that is not collocated with the operational system.  
Examine backup storage location(s); observing for evidence that organization-defined critical information system software and other security-related information are stored in a separate facility or in a fire-rated container that is not collocated with the operational system.  
Interview a sample of organizational personnel with responsibilities for contingency planning and plan implementation responsibilities; organizational personnel with information system backup responsibilitiesfor further evidence that the measures are being applied.k
[bookmark: _Toc389558115]CP-10
Examine procedures addressing information system recovery and reconstitution, contingency plan, information system design documentation, or other relevant documents for the manual procedures and/or the automated mechanisms and their configuration settings to be employed for the recovery and reconstitution of the information system to a known state after a disruption, compromise, or failure.  
Examine documentation describing the current configuration settings for a sample of mechanisms for evidence that these mechanisms are configured.  
Test a sample of the automated mechanisms and/or manual procedures for evidence that these mechanisms and/or manual procedures are operating as intended.
[bookmark: _Toc389558116]CP-10 (2)
Examine contingency planning policy, procedures addressing information system recovery and reconstitution, contingency plan, information system design documentation, or other relevant documents for the system components that are transaction-based and the measures (including automated mechanisms and their configuration settings) to be employed for transaction recovery of these system components.  
Note to assessor: The control and corresponding assessor actions are applicable to the extent that the information system is transaction-based.  
Examine documentation describing the current configuration settings for a sample of mechanisms for evidence that these mechanisms are configured as required.  
Examine contingency plan test results, transaction recovery records, or other relevant documents for a sample of system components that are transaction-based for evidence that the measures are being applied.  
[bookmark: _Toc389558117][bookmark: _Toc389657347]Identification and Authentication (IA)
[bookmark: _Toc389558118]IA-1
Examine information security program documentation for the organization identification and authentication policy and that the identification and authentication policy is reviewed and updated at least every three years.
Examine organization identification and authentication policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the identification and authentication policy and procedures are reviewed and updated at least annually.
Examine organization identification and authentication policy and procedures, or other relevant documents for the organization elements having associated identification and authentication roles and responsibilities and to which the identification and authentication policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the identification and authentication policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization identification and authentication procedures.  
Examine organization identification and authentication procedures for evidence that the procedures facilitate implementation of the identification and authentication policy and associated identification and authentication controls.  
Examine organization identification and authentication policy and procedures, or other relevant documents for the organization elements having associated identification and authentication roles and responsibilities and to which the identification and authentication procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the identification and authentication policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558119]IA-2
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to uniquely identify and authenticate organizational users (or processes acting on behalf of organizational users).  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558120]IA-2 (1)
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to enforce multifactor authentication for network access to privileged accounts.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  "
[bookmark: _Toc389558121]IA-2 (2)
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to enforce multifactor authentication for network access to non-privileged accounts.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as  required.  
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  "
[bookmark: _Toc389558122]IA-2 (3)
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to enforce multifactor authentication for local access to privileged accounts.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558123]IA-2 (5)
Examine identification and authentication policy, procedures addressing user identification and authentication, information system design documentation, security plan, or other relevant documents for the automated mechanisms and their configuration settings to be employed for individuals to be authenticated with an individual authenticator when a group authenticator is employed.  
Examine documentation describing the current configuration settings for a sample of the automated mechanisms implementing identification and authentication capability for the information system are configured as required.
Examine information system audit records or other relevant records for a sample of information system users for evidence that the measures are being applied.  
Test a sample of the automated mechanisms implementing identification and authentication capability for the information system; conducting testing for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558124]IA-2 (8)
Examine security plan, information system design documentation, or other relevant documents for the replay-resistant authentication mechanisms to be used for network access to privileged accounts.  
Examine security plan, information system design documentation, or other relevant documents for the configuration settings to be employed for the replay-resistant authentication mechanisms.  
Examine documentation describing the current configuration settings for a sample of the replay-resistant authentication mechanisms identified for evidence that these mechanisms are configured as required.  
Test a sample of the replay-resistant authentication mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558125]IA-2 (11)
Examine identification and authentication policy, procedures addressing user identification and authentication, information system design documentation, security plan, or other relevant documents for the automated mechanisms and their configuration settings to be employed for multifactor authentication for remote access to privileged and non-privileged accounts such that one of the factors is provided by a device separate from the system gaining access.
Examine identification and authentication policy, procedures addressing user identification and authentication, information system design documentation, security plan, or other relevant documents for the strength of mechanism requirements to be enforced by a device separate from the system gaining remote access to privileged and non-privileged accounts.
Examine identification and authentication policy, procedures addressing user identification and authentication, information system design documentation, security plan, or other relevant documents for the automated mechanisms and their configuration settings to be employed for multifactor authentication for network access to privileged and non-privileged accounts such that a device, separate from the system gaining access, meets strength of mechanism requirements.  
Examine documentation describing the current configuration settings for a sample of the automated mechanisms implementing identification and authentication capability for the information system are configured as required.
Examine information system audit records or other relevant records for a sample of information system users for evidence that the measures are being applied.  
Test a sample of the automated mechanisms implementing identification and authentication capability for the information system; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558126]IA-2 (12)
Examine identification and authentication policy, procedures addressing user identification and authentication, information system design documentation, security plan, or other relevant documents for the automated mechanisms and their configuration settings to be employed to accept and electronically verify PIV credentials.  
Examine documentation describing the current configuration settings for a sample of the automated mechanisms implementing identification and authentication capability for the information system are configured as required.  
Examine information system audit records, PIV verification records, evidence of PIV credentials, PIV credential authorizations, or other relevant records for a sample of information system users for evidence that the measures are being applied.  
Test a sample of the automated mechanisms implementing identification and authentication capability for the information system; conducting testing for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558127]IA-3
Examine identification and authentication policy, procedures addressing device identification and authentication, security plan, or other relevant documents for the specific and/or types of devices for which identification and authentication is required before establishing an organization-defined connection to the information system.  
Examine security plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings to be employed to uniquely identify and authenticate the devices before establishing an organization-defined connection to the information system.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms implementing device identification and authentication; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558128]IA-4
Examine identification and authentication policy, procedures addressing identifier management, procedures addressing account management, security plan, or other relevant documents for the time period for preventing reuse of individual, group, role or device identifiers.  
Examine identification and authentication policy, procedures addressing identifier management, procedures addressing account management, security plan, or other relevant documents for the time period of inactivity after which an identifier is to be disabled.  [ninety days for user identifier]  
Examine identification and authentication policy, procedures addressing identifier management, procedures addressing account management, security plan, information system design documentation, or other relevant documents for the measures (including  mechanisms and their configuration settings) employed to manage information system identifiers for  individuals, groups, roles or devices by receiving authorization from organization-defined personnel or roles to assign an identifier;  selecting an identifier that uniquely identifies an individual, group, role or device; assigning the identifier to the intended individual, group, role or device; preventing reuse of identifiers for at least two years; and disabling the identifier after the defined time period of inactivity.  The service provider defines time period of inactivity for device identifiers.  The time period is approved and accepted by JAB.
Examine artifacts associated with a sample of identifiers authorization to issue an identifier from organization-defined personnel or roles.
Examine authorization approvals to assign an individual, group, role or device identifier for a sample of information system accounts for evidence that the measures are being applied to receive authorization from a designated official to assign an individual, group, role or device identifier.  
Examine information system identifiers for a sample of individuals, groups, roles or devices for evidence that the measures are being applied to select an identifier that uniquely identifies an individual, group, role or device.  
Examine information system identifiers for a sample of individuals, groups, roles or devices for evidence that the measures are being applied to assign an identifier to the intended individuals, groups, roles or devices.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required to prevent the reuse of identifiers for the required time period.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as to disable the identifier after the required time period.  
Interview a sample of organizational personnel responsible for assigning identifiersfor evidence that the measures are being applied to receive authorization from an organization-defined personnel or roles to assign an identifier.  
Test a sample of the mechanisms and their configuration settings; conducting testing for further evidence that these mechanisms are operating as intended to prevent the reuse of identifiers for the required time period.  
Test a sample of the mechanisms and their configuration settings; conducting testing for further evidence that these mechanisms are operating as intended to disable the identifier after the required time period.  
[bookmark: _Toc389558129]IA-4 (4)
Examine identification and authentication policy, procedures addressing identifier management, procedures addressing account management, security plan, or other relevant documents for the characteristics to be used to identify user status.  [contractors; foreign nationals] 
Examine identification and authentication policy, procedures addressing identifier management, procedures addressing account management, security plan, or other relevant documents for the measures to be employed to uniquely identify the user with the characteristics defined by the control.  
Examine identifier management records, account management records, or other relevant records for a sample of information system users for evidence that the measures are being applied.  
Interview a sample of organizational personnel responsible for managing user identifiersfor evidence that the measures are being applied.
[bookmark: _Toc389558130]IA-5
Examine identification and authentication policy, procedures addressing authenticator management, security plan, or other relevant documents for the time period (by authenticator type) for changing/refreshing authenticators.  [sixty days]
Examine identification and authentication policy, procedures addressing authenticator management, security plan, information system design documentation, or other relevant documents for the measures (including mechanisms and their configuration settings) to be employed to manage information system authenticators for individuals, groups, roles or devices by verifying, as part of the initial authenticator distribution, the identity of the individual, group, role or device receiving the authenticator; establishing initial authenticator content for authenticators defined by the organization; ensuring that authenticators have sufficient strength of mechanism for their intended use; establishing and implementing administrative procedures for initial authenticator distribution; establishing and implementing administrative procedures for lost/compromised or damaged authenticators; establishing and implementing administrative procedures for revoking authenticators; changing default content of authenticators prior to information system installation; establishing minimum and maximum lifetime restrictions and reuse conditions for authenticators (if deemed to be appropriate by the organization); changing/refreshing authenticators in accordance with the organization-defined time period (by authenticator type); protecting authenticator content from unauthorized disclosure and modification; requiring users to take, and having devices implement, specific measures to safeguard authenticators; and changing authenticators for group/role accounts when membership to those accounts changes.  
Examine identity verification forms for a sample of information system individuals, groups, roles or devices for evidence that the measures are being applied to verify the identity of individuals and/or devices as part of the initial authenticator distribution.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured to establish initial authenticator content for authenticators defined by the organization.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured to ensure authenticators have sufficient strength of mechanism for their intended use.  
Examine identification and authentication policy, procedures addressing authenticator management, security plan, or other relevant documents for the administrative procedures to be employed for initial authenticator distribution.
Examine identification and authentication policy, procedures addressing authenticator management, security plan, or other relevant documents for the administrative procedures to be employed for lost/compromised or damaged authenticators.
Examine identification and authentication policy, procedures addressing authenticator management, security plan, or other relevant documents for the administrative procedures to be employed for revoking authenticators.
Examine a sample of information system accounts known to be delivered with default authenticators for evidence that the measures are being applied to change default content of authenticators upon information system installation.
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured to establish minimum and maximum lifetime restrictions and reuse conditions for authenticators.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms identified for evidence that these mechanisms are configured to change/refresh authenticators in accordance with the required time period and when membership to group/role accounts changes.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured to protect authenticator content from unauthorized disclosure and modification.  
Interview a sample of organizational personnel responsible for assigning initial individual, group, role or device authenticatorsfor evidence that the measures are being applied to verify the identity of the individual and/or device receiving the authenticator.  
Interview a sample of organization personnel responsible for determining initial authenticator contentfor evidence of the measures are being applied to establish initial authenticator content for authenticators defined by the organization.
Interview a sample of organization personnel responsible for initial authenticator distributionfor evidence that the administrative procedures are being applied for initial authenticator distribution.
Interview a sample of organization personnel responsible for handling lost/compromised or damaged authenticatorsfor evidence that the administrative procedures are being applied for lost/compromised or damaged authenticators.
Interview a sample of organization personnel responsible for revoking authenticatorsfor evidence that the administrative procedures are being applied for revoking authenticators.
Interview a sample of organizational personnel with authenticator management responsibilities for evidence of the requirement for individuals, groups, roles or devices to implement specific measures to safeguard authenticators.  
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended to establish initial authenticator content for authenticators identified by the organization.
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended to ensure authenticators have sufficient strength of mechanism for their intended use.
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended to establish minimum and maximum lifetime restrictions and reuse conditions for authenticators.
Test a sample of the  mechanisms and their configuration settings; conducting  testing for evidence that these mechanisms are operating as intended to change/refresh authenticators in accordance with the required time period and when membership to group/role accounts change.
Test a sample of the  mechanisms and their configuration settings; conducting  testing for evidence that these mechanisms are operating as intended to protect authenticator content from unauthorized disclosure and modification.
[bookmark: _Toc389558131]IA-5 (1)
Examine identification and authentication policy, password policy, procedures addressing authenticator management, security plan, or other relevant documents for the minimum password complexity requirements to be enforced for case sensitivity, the number of characters, and the mix of upper-case letters, lower-case letters, numbers, and special characters including minimum requirements for each type.  [minimum of twelve characters, and at least one each of upper-case letters, lower-case letters, numbers, and special characters].  
Examine identification and authentication policy, password policy, procedures addressing authenticator management, security plan, or other relevant documents for the minimum number of characters that must be changed when new passwords are created.  [at least one].
Examine identification and authentication policy, password policy, procedures addressing authenticator management, security plan, or other relevant documents for the restrictions to be enforced for password minimum lifetime and password maximum lifetime parameters.  [ 1 Day minimum; 60 Day maximum].
Examine identification and authentication policy, password policy, procedures addressing authenticator management, security plan, or other relevant documents for the number of generations for which password reuse is to be prohibited.  [twenty four].
Examine security plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed, for password-based authentication, to enforce the minimum password complexity standards that meet the requirements enforce the minimum number of characters that must be changed when new passwords are created; stores and transmits only cryptographically-protected passwords; enforce the restrictions for password minimum lifetime  and password maximum lifetime parameters; prohibit password reuse for the required number of generations; and allows the use of a temporary password for system logons with an immediate change to a permanent password.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as to enforce the minimum password complexity requirements.Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured to enforce the minimum number of characters that must be changed when new passwords are created.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured to store and transmit only cryptographically-protected passwords.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured to enforce the restrictions for password minimum lifetime and password maximum lifetime parameters.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured to prohibit password reuse for the required number of generations.  
Examine documentation describing the current configuration settings for an agreed-upon sample of the mechanisms for evidence that these mechanisms are configured to require an immediate change to a permanent password when a temporary password is used.
Test a sample of the mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended to enforce the minimum password complexity requirements.
Test a sample of the mechanisms and their configuration settings; conducting  testing for evidence that these mechanisms are operating as intended to enforce the minimum number of characters identified that must be changed when new passwords are created.
Test a sample of the mechanisms and their configuration settings; conducting  testing for evidence that these mechanisms are operating as intended to store and transmit only cryptographically-protected passwords.
Test a sample of the mechanisms and their; conducting  testing for evidence that these mechanisms are operating as intended to enforce the restrictions for password minimum lifetime and password maximum lifetime parameters.
Test a sample of the mechanisms and their configuration settings; conducting  testing for evidence that these mechanisms are operating as intended to prohibit password reuse for the required number of generations.  
Test an agreed-upon sample of the mechanisms and their configuration settings; conducting  testing for evidence that these mechanisms are operating as intended to require an immediate change to a permanent password if temporary passwords are used.
[bookmark: _Toc389558132]IA-5 (2)
Examine security plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings to be employed, for PKI-based authentication, to validate certificates by constructing a certification path with status information to an accepted trust anchor including checking certificate status information; enforce authorized access to the corresponding private key; map the authenticated identity to the user account; and implements a local cache of revocation data to support path discovery and validation in case of inability to access revocation information via the network.
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured to validate certificates by constructing a certification path with status information to an accepted trust anchor, including checking certificate status information.
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured to enforce authorized access to the corresponding private key.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured to map the authenticated identity to the user account.
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended to validate certificates by constructing a certification path with status information to an accepted trust anchor, including checking certificate status information.
Test a sample of the  mechanisms and their configuration settings; conducting  testing for evidence that these mechanisms are operating as to enforce authorized access to the corresponding private key.
Test a sample of the  mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended to map the authenticated identity to the user account.
Test to ensure that the information system implements a local cache of revocation data to support path discovery and validation in case of inability to access revocation information via the network.
[bookmark: _Toc389558133]IA-5 (3)
Examine identification and authentication policy, procedures addressing authenticator management, security plan, or other relevant documents for the organization-defined types of and/or specific authenticators for which the registration process must be carried out in person, before a organization-defined registration authority with authorization by organization-defined personnel or roles.  [HSPD12 Smartcards].
Examine identification and authentication policy, procedures addressing authenticator management, security plan, or other relevant documents for the requirement that the registration process to receive the organization-defined types of and/or specific authenticators for which the registration process must be carried out in person, before a organization-defined registration authority with authorization by organization-defined personnel or roles.
Interview a sample of organizational personnel with authenticator management responsibilities for evidence that the registration process is being conducted according to policy and procedures.  
[bookmark: _Toc389558134]IA-5 (4)
Examine identification and authentication policy, procedures addressing user identification and authentication, information system design documentation, security plan, or other relevant documents for the requirements to be satisfied by password authenticators and to ensure that the automated mechanisms and their configuration settings are sufficiently strong to satisfy organization-defined requirements.
Examine documentation describing the current configuration settings for a sample of the automated tools for evaluating password authenticators for evidence that these mechanisms are configured as required.
Examine documentation describing password strength assessment results or other relevant records for a sample of the automated tools for evaluating password authenticators for evidence that these mechanisms are configured as required.
Interview a sample of organizational personnel responsible for authenticator managementfor further evidence that the measures are being applied to ensure that the measures are being applied.
Test the automated tool to ensure support of the organizational requirements for determining if authenticators are sufficiently strong to satisfy organization-defined requirements.
[bookmark: _Toc389558135]IA-5 (6)
Examine identification and authentication policy, procedures addressing authenticator management, security plan, or other relevant documents for the measures to be employed to protect authenticators commensurate with the security category of the information to which use of the authenticator permits access.
Examine risk assessments, security categorization results, and authenticator protections for a sample of information being accessed for evidence that the measures are being applied.  
Interview a sample of organizational personnel with authenticator management responsibilitiesfor further evidence that the measures are being applied.
Examine Identification and authentication policy, procedures addressing authenticator management, security plan, information system design documentation, or the list of token quality requirements for the token quality requirements to be satisfied when the information system employs hardware token-based authentication and the mechanisms to be employed to satisfy organization-based token quality requirements.
Examine information system configuration settings and associated documentation for a sample of the automated mechanisms for evidence that these mechanisms are configured as required.
Examine information system audit records, or other relevant documents or records for a sample of the automated mechanisms for evidence that the measures are being applied.  
Test a sample of information system capabilities implementing hardware token-based authenticator management functions; conducting testing for evidence that these mechanisms are operating as intended.
Interview a sample of operations personnel with authentication management responsibilityfor further evidence that the measures are being applied.
[bookmark: _Toc389558136]IA-5 (7)
Examine identification and authentication policy, procedures addressing authenticator management, security plan, information system design documentation, or other relevant documents for the measures (including automated mechanisms and their configuration settings) to be employed to ensure that unencrypted static authenticators are not embedded in applications or access scripts or stored on function keys.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.
Examine information system code reviews for a sample of applications, access scripts, or function keys for evidence that the measures are being applied.
[bookmark: _Toc389558137]IA-5 (11)
Examine identification and authentication policy, procedures addressing authenticator management, security plan, information system design documentation, or the list of token quality requirements for the token quality requirements to be satisfied when the information system employs hardware token-based authentication and the mechanisms to be employed to satisfy organization-based token quality requirements.
Examine information system configuration settings and associated documentation for a sample of the mechanisms for evidence that these mechanisms are configured as required.
Examine information system audit records or other relevant documents or records for a sample of the mechanisms for evidence that the measures are being applied.
Test a sample of information system capabilities implementing hardware token-based authenticator management functions for evidence that these mechanisms are operating as intended.
Interview a sample of operations personnel with authentication management responsibility for further evidence that the measures are being applied.
[bookmark: _Toc389558138]IA-6
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to obscure feedback of authentication information during the authentication process.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558139]IA-7
Examine security plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to authenticate to a cryptographic module that meet the requirements of applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance for such authentication.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as  required.
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558140]IA-8
Examine security plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to uniquely identify and authenticate non-organizational users (or processes acting on behalf of non-organizational users).  
Note to assessor: Non-organizational users include all information system users other than organizational users explicitly covered by IA-2.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558141]IA-8 (1)
Examine identification and authentication policy, procedures addressing user identification and authentication, information system design documentation, security plan, or other relevant documents for the automated mechanisms and their configuration settings to be employed to accept and electronically verify PIV credentials from other federal agencies.  
Examine documentation describing the current configuration settings for a sample of the automated mechanisms implementing identification and authentication capability for evidence that these mechanisms are configured as required.
Examine information system audit records, PIV verification records, evidence of PIV credentials, PIV credential authorizations, or other relevant records for a sample of information system users for evidence that the measures are being applied.  
Test a sample of the automated mechanisms implementing identification and authentication capability for the information system; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558142]IA-8 (2)
Examine identification and authentication policy, procedures addressing user identification and authentication, information system design documentation, security plan, or other relevant documents for the automated mechanisms and their configuration settings to be employed to accept only FICAM-approved third party credentials.
Examine documentation describing the current configuration settings for a sample of the automated mechanisms implementing identification and authentication capability for evidence that these mechanisms are configured as required.  
Examine information system audit records, list of FICAM-approved, third-party credentialing products, components, or services procured and implemented by organization, third-party credential verification records; evidence of FICAM-approved third-party credentials,third-party credential authorizations, other relevant documents or records for a sample of information system users for evidence that the measures are being applied.  
Test a sample of the automated mechanisms implementing identification and authentication capability for the information system; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558143]IA-8 (3)
Examine identification and authentication policy, system and services acquisition policy; procedures addressing user identification and authentication, procedures addressing the integration of security requirements into the acquisition process, and information system design documentation for the list of information systems in which only FICAM-approved information system components are to be employed to accept third-party credentials.
Examine the information system configuration settings and associated documentation, the list of FICAM-approved information system components procured and implemented by organization, acquisition documentation, and acquisition contracts for information system procurements or services for evidence that these mechanisms are configured as required.
Examine the information system audit records; third-party credential validations third-party credential authorizations, and third-party credential records for evidence that the measures are being applied.  
Test a sample of automated mechanisms implementing identification and authentication capability for the information system; conducting testing for evidence that these mechanisms are operating as intended.
Interview a sample of organizational personnel with identification and authentication management responsibilitiesfor further evidence that the measures are being applied.
Interview a sample of organizational personnel with information system security, acquisition, and contracting responsibilitiesfor further evidence that the measures are being applied.
[bookmark: _Toc389558144]IA-8 (4)
Examine identification and authentication policy, system and services acquisition policy; procedures addressing user identification and authentication, procedures addressing the integration of security requirements into the acquisition process, and information system design documentation for the measures employed to ensure that the information system conforms to FICAM-issued profiles.
Examine the information system configuration settings and associated documentation; list of FICAM-issued profiles and associated, approved protocols, acquisition documentation, acquisition for information system procurements or services for evidence that these mechanisms are configured as required.
Examine the information system audit records; third-party credential validations third-party credential authorizations, and third-party credential records for evidence that the measures are being applied.  
Test a sample of automated mechanisms implementing identification and authentication capability for the information system; conducting testing for evidence that these mechanisms are operating as intended.
Interview a sample of organizational personnel with identification and authentication management responsibilitiesfor further evidence that the measures are being applied.
Interview a sample of organizational personnel with information system security, acquisition, and contracting responsibilitiesfor further evidence that the measures are being applied.
[bookmark: _Toc389558145][bookmark: _Toc389657348]Incident Response (IR)
[bookmark: _Toc389558146]IR-1
Examine information security program documentation for the organization incident response policy and that the incident response policy is reviewed and updated at least every three years.
Examine organization incident response policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the incident response policy and procedures are reviewed and updated at least annually.
Examine organization incident response policy and procedures, or other relevant documents for the organization elements having associated incident response roles and responsibilities and to which the incident response policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the incident response policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization incident response procedures.  
Examine organization incident response procedures for evidence that the procedures facilitate implementation of the incident response policy and associated incident response controls.  
Examine organization incident response policy and procedures, or other relevant documents for the organization elements having associated incident response roles and responsibilities and to which the incident response procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the incident response policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558147]IR-2
Examine incident response policy, procedures addressing incident response training, incident response plan, or other relevant documents for organizational personnel (identified by name and/or by role) with incident response roles and responsibilities with respect to the information system.
Examine incident response policy, procedures addressing incident response training, incident response plan, or other relevant documents for the measures to be employed to provide incident response training to the organizational personnel within an organization-defined time period of assuming an incident response role or responsibility.
Examine training records for a sample of organizational personnel for evidence that the measures are being applied.
Examine incident response policy, procedures addressing incident response training, incident response plan, or other relevant documents for the frequency of refresher incident response training.  [at least annually] or when required by information system changes.
Examine training records for a sample of the organizational personnel for evidence that refresher incident response training is provided in accordance with the required frequency.  
Interview a sample of organizational personnel with incident response training and operational responsibilitiesfor further evidence that training is conducted according to policy.
[bookmark: _Toc389558148]IR-3
Examine incident response policy, procedures addressing incident response testing/exercises, incident response plan, or other relevant documents for the incident response tests/exercises to be conducted for the information system.  The service provider defines tests and/or exercises in accordance with NIST Special Publication 800-61 (as amended) and provides test plans to JAB annually.  Test plans are approved and accepted by the JAB prior to test commencing.
Examine incident response policy, procedures addressing incident response testing/exercises, incident response plan, or other relevant documents for the frequency of incident response tests/exercises.  [at least annually].
Examine a sample of incident response tests/exercises conducted for the information system for evidence that the organization tests/exercises the incident response capability, in accordance with the required frequency identified, to document the results and determine incident response effectiveness.
Interview a sample of organizational personnel responsible for testing/exercising the incident response capability for the information system for further evidence that the organization documents the results of incident response tests/exercises in accordance with the required frequency.
Interview a sample of organizational personnel responsible for testing/exercising the incident response capability for the information system for further evidence that the organization determines the effectiveness of the incident response capability using tests/exercises in accordance with the required frequency.
[bookmark: _Toc389558149]IR-3 (2)
Interview individuals that possess incident response responsibility to determine if coordination among organizational elements responsible for related plans (related to the incident response plan) follows the standard organizational incident response lifecycle stage process progression.
Examine the incident response testing after action reports to determine to determine if coordination among organizational elements responsible for related plans (related to the incident response plan) follows the standard organizational incident response lifecycle stage process progression.
[bookmark: _Toc389558150]IR-4
Examine incident response policy, procedures addressing incident handling, incident response plan, or other relevant documents for the measures to be employed to implement an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication; and recovery.  
The service provider ensures that individuals conducting incident handling meet personnel security requirements commensurate with the criticality/sensitivity of the information being processed, stored, and transmitted by the information system and define roles and clearance level of the responsible person per shift.  Potentially use “commensurate with threat (i.e.  Secret Clearance).” 
Examine incident handling records and any problem records, change control records, incident response test/exercise records, or other relevant documents associated with a sample of security incidents for the information system for evidence that the measures are being applied to prepare, detect and analyze, contain, eradicate, and recover from security incidents.
Interview a sample of organizational personnel with incident handling responsibilitiesfor evidence that the measures are being applied.
Test the incident handling capability using a sample of simulated events or conditions for evidence that the measures are being applied as intended to prepare for, detect and analyze, contain, eradicate, and recover from security incidents.
Examine incident response policy, contingency planning policy, procedures addressing incident handling, procedures addressing contingency operations, incident response plan, contingency plan, or other relevant documents for the measures to be employed to coordinate incident handling activities with contingency planning activities.
Examine a sample of meeting minutes, meeting agendas, status reports, or other relevant documents associated with coordinating incident handling and contingency planning activities for evidence that the measures are being applied.
Interview a sample of organizational personnel with incident handling responsibilities and organizational personnel with contingency planning responsibilities for further evidence that the measures are being applied to coordinate incident handling activities with contingency planning activities.
Examine incident response policy, procedures addressing incident handling, incident response plan, or other relevant documents for the measures to be employed to incorporate lessons learned from ongoing incident handling activities into incident response procedures, training; and testing/exercises.  
Examine incident response procedures and a sample of change control records addressing lessons learned from ongoing incident response activities for evidence that the measures are being applied to incorporate lessons learned from ongoing incident handling activities into incident response procedures, training, and testing/exercises.
Note to assessor: Change control records addressing revisions to incident response procedures may be maintained in the incident response plan, or maintained in change management software or document management software used by the organization.
Interview a sample of organizational personnel with incident handling responsibilities for evidence that the organization implements the resulting changes to incident response procedures, training, and testing/exercises accordingly.
[bookmark: _Toc389558151]IR-5
Examine incident response policy, procedures addressing incident monitoring, incident response plan, or other relevant documents for the measures to be employed to track and document information system security incidents.  
Examine a sample of incident monitoring records, information system monitoring records, information system audit records, or other relevant documents for evidence that the measures are being applied.
Interview a sample of organizational personnel with incident monitoring responsibilities for evidence that the measures are being applied.
Test incident monitoring capability for the information system using a sample of simulated events or conditions for evidence that the measures are being applied as intended.  
[bookmark: _Toc389558152]IR-6
Examine incident response policy, procedures addressing incident reporting, incident response plan, or other relevant documents for the time period required to report suspected security incidents to the organizational incident response capability.  Incidents involving systems supporting Federal data shall be reported using US-CERT incident reporting timelines as specified in NIST Special Publication  800-61 (as amended).
Examine incident response policy, procedures addressing incident reporting, incident response plan, or other relevant documents for the requirement that personnel are to report suspected security incidents to the organizational incident response capability within the organization-defined time period.
Interview a sample of organizational personnel with incident reporting responsibilitiesfor further evidence that personnel are required to report suspected security incidents to the organizational response capability within the organization-defined time period.
Examine incident response policy, procedures addressing incident reporting, incident response plan, or other relevant documents for the organization-defined authorities to whom security incident information should be reported.
Examine incident response policy, procedures addressing incident reporting, incident response plan, or other relevant documents for the measures to be employed to report security incident information to the authorities.Examine a sample of security incident reports or other relevant security incident information provided to the authorities for evidence that the measures are being applied.
Interview a sample of organizational personnel with incident reporting responsibilities and the authoritiesfor evidence that the measures are being applied.  
[bookmark: _Toc389558153]IR-6 (1)
Examine incident response plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to support the incident reporting process.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Examine a sample of information system reports generated by the mechanisms for evidence that these mechanisms are configured as required.  
Interview a sample of organizational personnel with incident reporting responsibilities for further evidence that the mechanisms and configurations are being applied.  
[bookmark: _Toc389558154]IR-7
Examine incident response policy, procedures addressing incident response assistance, incident response plan, or other relevant documents for an incident response support resource that offers advice and assistance to users of the information system for the handling and reporting of security incidents.
Examine a sample of incident response records for the information system users associated with the security incidents and for the incident response support personnel providing the resources.
Interview a sample of information system users and incident response support personnel for evidence that the incident response support resource provides advice and assistance for the handling and reporting of security incidents.
Examine incident response policy, procedures addressing incident response assistance, incident response plan, or other relevant documents for evidence that the incident response support resource is an integral part of the organization’s incident response capability
[bookmark: _Toc389558155]IR-7 (1)
Examine incident response plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to increase the availability of incident response-related information and support.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured required.  
Examine a sample of information system reports generated by the mechanisms for the information system users previously supported or assisted by these mechanisms and for evidence that these mechanisms are configured as required.
Interview a sample of organizational personnel with incident response support and assistance responsibilities and information system users for evidence that the mechanisms and configurations are being applied.
[bookmark: _Toc389558156]IR-7 (2)
Examine incident response plan or other relevant documents for external providers of information system protection capability.
Examine incident response policy, procedures addressing incident response assistance, incident response plan, or other relevant documents for the measures to be employed to establish a direct, cooperative relationship between the organization’s incident response capability and the external providers.
Examine memoranda of agreement between the organization and a sample of external service providers for evidence that the measures are being applied.
Interview a sample of organizational personnel with incident response support and assistance responsibilities and/or external service providers for further evidence that the measures are being applied.
Examine memoranda of agreement, or other relevant documents for evidence that the organization identifies incident response team members to the external providers.
[bookmark: _Toc389558157]IR-8
Examine incident response documentation for an incident response plan.
Examine incident response plan for evidence that the plan provides the organization with a roadmap for implementing its incident response capability; describes the structure and organization of the incident response capability; provides a high-level approach for how the incident response capability fits into the overall organization; meets the unique requirements of the organization, which relate to mission, size, structure, and functions; defines reportable incidents; provides metrics for measuring the incident response capability within the organization; defines the resources and management support needed to effectively maintain and mature an incident response capability; and is reviewed and approved by organization-defined personnel or roles.  
Examine incident response plan or other relevant documents for indication of dissemination of the plan to organization-defined incident response personnel (identified by name and/or by role) and organizational elements.  The incident response list includes designated JAB personnel 
Interview a sample of organizational personnel and organizational elementsfor evidence that these individuals received copies of the incident response plan.  
Examine incident response plan or other relevant documents for the frequency of incident response plan reviews.  [at least annually].  
Examine incident response plan and other relevant documents resulting from incident response plan reviews for evidence that the plan is reviewed in accordance with the organization-defined frequency.  
Examine incident response policy, procedures addressing incident response assistance, incident response plan, or other relevant documents for the measures to be employed to update the incident response plan to address system/organizational changes or problems encountered during plan implementation, execution, or testing and that incident response plan changes are communicated to the Authorizing Authority.  
Examine incident response plan and a sample of change control records addressing incident response plan revisions from system/organizational changes for evidence that the measures are being applied.
Note to assessor: Change control records addressing incident response plan revisions may be maintained in the incident response plan, or maintained in change management software or document management software used by the organization.  
Examine incident response plan and a sample of change control records addressing incident response plan revisions from problems encountered during plan implementation, execution, or testing for evidence that the measures being applied.  
Interview a sample of organizational personnel and organizational elementsfor evidence that incident response plan changes are communicated to organizational personnel and organizational elements.  
Examine organization incident response policy and other documentation for the response to information spills which lists the types of information that may be involved in information system contamination.  .  
Examine organization incident response policy and other documentation for the response to information spills by alerting the organizational-defined personnel or roles by a means not associated with the information spill.  
Examine organization incident response policy and other documentation for the response to information spills for isolation methods and requirements for contaminated information systems.  
Examine organization incident response policy and other documentation for the response to information spills for eradication methods and requirements for information causing contamination of the information system.
Examine organization incident response policy and other documentation for methods and techniques used to identify other information systems or components that may have been subsequently contaminated.
Examine organization incident response policy and other documentation for the response to information spills for other organization defined actions to be performed in the event of an information spill.
[bookmark: _Toc389558158]IR-9 (1)
Examine organization incident response policy for evidence that the policy addresses organization defined personnel responsible for information spill response and defined personnel are identified and aware of responsibility for responding to information spills
Examine past performance reviews or incident response reports for evidence of notifications to organization defined personnel of an information spill.
[bookmark: _Toc389558159]IR-9 (2)
Examine organization incident response policy for evidence that the policy requires the organization to provide information spillage response training at least annually.
Examine past performance reviews and training history for evidence that information spillage response training is being performed in accordance with defined frequencies.
[bookmark: _Toc389558160]IR-9 (3)
Examine organization incident response procedure for evidence that the organization ensures personnel impacted by information spills can continue assigned tasks while contaminated systems are undergoing corrective actions.
Examine past performance reviews and/or incident response reports to ensure defined procures allow personnel affected by information spills to continue performing assigned tasks while contaminated systems are being remediated.  In addition, the organization uses backup systems that may not have been contaminated and/or alternate methods of performing assigned tasks.
Examine contingency plan for evidence of procedures ensuring personnel impacted by information spills can continue to carry out assigned tasks while contaminated systems are undergoing corrective actions.
[bookmark: _Toc389558161]IR-9 (4)
Examine organization incident response procedure for evidence that the organization implements security safeguards for personnel exposed to information that is not within their assigned access authorization.  
Interview personnel responsible for implementing safeguards for personnel exposed to information that is not within their assigned access authorization.  
[bookmark: _Toc389558162][bookmark: _Toc389657349]Maintenance (MA)
[bookmark: _Toc389558163]MA-1
Examine information security program documentation for the organization system maintenance policy and that the system maintenance policy is reviewed and updated at least every three years.
Examine organization system maintenance policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the system maintenance policy and procedures are reviewed and updated at least annually.
Examine organization system maintenance policy and procedures, or other relevant documents for the organization elements having associated system maintenance roles and responsibilities and to which the system maintenance policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the system maintenance policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization system maintenance procedures.  
Examine organization system maintenance procedures for evidence that the procedures facilitate implementation of the system maintenance policy and associated system maintenance controls.  
Examine organization system maintenance policy and procedures, or other relevant documents for the organization elements having associated system maintenance roles and responsibilities and to which the system maintenance procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the system maintenance policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558164]MA-2
Examine information system documentation for manufacturer or vendor specifications and/or organizational requirements for maintenance and repairs on information system components.
Examine information system maintenance policy, procedures addressing controlled maintenance for the information system, security plan, or other relevant documents for the measures to be employed to schedule, perform, document, and review records of maintenance and repairs on information system components in accordance with the specifications and requirements.
Examine maintenance schedules, maintenance activity reviews, and a sample of maintenance records for the information system for evidence that organization-defined personnel or roles explicitly approve the removal of the information system or system components from organizational facilities for off-site maintenance or repairs.
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that the measures are being applied.
Examine information system maintenance policy, procedures addressing controlled maintenance for the information system, security plan, or other relevant documents for the measures to be employed to approve and monitor maintenance activities performed on site.
Examine information system maintenance policy, procedures addressing controlled maintenance for the information system, security plan, information system design documentation, or other relevant documents for the measures (including  mechanisms and their configuration settings) to be employed to approve and monitor maintenance activities performed remotely.
Examine information system maintenance policy, procedures addressing controlled maintenance for the information system, security plan, or other relevant documents for the measures to be employed to approve and monitor maintenance activities for equipment serviced on site.
Examine information system maintenance policy, procedures addressing controlled maintenance for the information system, security plan, or other relevant documents for the measures to be employed to approve and monitor maintenance activities for equipment removed to another location.
Examine access authorizations, service level agreements, maintenance records, change control records, information system monitoring records, information system audit records, or other relevant documents for a sample of maintenance activities performed on site for evidence that the measures are being applied to approve and monitor maintenance activities performed on site.
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are to approve and monitor maintenance activities performed remotely.
Examine maintenance schedules, maintenance activity reviews, and a sample of maintenance records for the information system for evidence that the organization sanitizes equipment to remove all information from associated media prior to removal from organizational facilities for off-site maintenance or repairs.
Examine information system maintenance policy, procedures addressing controlled maintenance for the information system, security plan, information system design documentation, or other relevant documents for evidence that the organization checks all potentially impacted security controls to verify that they are still functioning properly following maintenance and repair actions.  
Examine information system maintenance policy, procedures addressing controlled maintenance for the information system, security plan, or other relevant documents for a list of organization-defined maintenance-related information that must be included in the organizational maintenance records.
Examine organizational maintenance records or other relevant documents to ensure that the organization-defined maintenance-related information is included as required.
[bookmark: _Toc389558165]MA-3
Examine information system maintenance policy, procedures addressing information system maintenance tools, security plan, information system design documentation, or other relevant documents for the measures (including automated mechanisms and their configuration settings) to be employed to approve, control, and monitor the use of, information system maintenance tools.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.
Examine authorization approvals, maintenance records, information system monitoring records, information system audit records, access control records, or other relevant documents for a sample of information system maintenance tools for evidence that the measures are being applied.
Examine information system maintenance policy, procedures addressing information system maintenance tools, security plan, or other relevant documents for the frequency to maintain information system maintenance tools on an ongoing basis.
Examine information system maintenance policy, procedures addressing information system maintenance tools, security plan, or other relevant documents for the measures to be employed to maintain information system maintenance tools in accordance with the required frequency.
[bookmark: _Toc389558166]MA-3 (1)
Examine information system maintenance policy, procedures addressing information system maintenance tools, security plan, or other relevant documents for the measures to be employed to inspect the maintenance tools carried into a facility by maintenance personnel for improper or unauthorized modifications.  
Examine a sample of inspection verifications, inspection checklists, inspection logs, or other relevant documents for information system maintenance tools carried into a facility by maintenance personnel for evidence that the measures are being applied.  
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that the measures are being applied.  
[bookmark: _Toc389558167]MA-3 (2)
Examine information system maintenance policy, procedures addressing information system maintenance tools, security plan, or other relevant documents for the measures to be employed to check media, containing diagnostic and test programs, for malicious code before the media are used in the information system.  
Examine results of malicious code checks for a sample of information system media containing maintenance diagnostic and test programs for evidence that the measures are being applied.  
Examine media checking process; [observing] for evidence that the measures are being applied.  
Interview organizational personnel with information system maintenance responsibilities for further evidence that the measures are being applied.
[bookmark: _Toc389558168]MA-3 (3)
Examine information system maintenance policy, procedures addressing information system maintenance tools, security plan, or other relevant documents for one or more of the following measures to be employed to prevent the unauthorized removal of maintenance equipment verifying that there is no organizational information contained on the equipment; sanitizing or destroying the equipment; retaining the equipment within the facility; or obtaining an exemption from organization-defined personnel or roles explicitly authorizing removal of the equipment from the facility.
Note to assessor: The measures identified as being employed by the organization to prevent unauthorized removal of maintenance equipment should guide the selection of assessor actions as appropriate.  
Examine a sample of equipment maintenance records, equipment sanitization records, media sanitization records, or other relevant documents for evidence that the measures are being applied to verify that there is no organizational information contained on maintenance equipment.  Examine a sample of equipment maintenance records, equipment sanitization records, media sanitization records, or other relevant documents for evidence that the measures are being applied to sanitize or destroy maintenance equipment.  
Examine a sample of equipment maintenance records or other relevant documents for evidence that the measures are being applied to retain maintenance equipment within the facility.  
Examine a sample of exemptions for equipment removal or other relevant documents for evidence that the measures are being applied to obtain an exemption from organization-defined personnel or roles explicitly authorizing removal of maintenance equipment from the facility.  
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that the measures are being applied to verify that there is no organizational information contained on maintenance equipment.  
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that the measures are being applied to sanitize or destroy maintenance equipment.  
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that the measures are being applied to retain maintenance equipment within the facility.  
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that the measures are being applied to obtain an exemption from organization-defined personnel or roles explicitly authorizing removal of maintenance equipment from the facility.  
[bookmark: _Toc389558169]MA-4
Examine information system maintenance policy, procedures addressing nonlocal maintenance for the information system, security plan, or other relevant documents for the measures (including  mechanisms and their configuration settings) to be employed to approve and monitor nonlocal maintenance and diagnostic activities.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Examine access authorizations, service level agreements, maintenance schedules, maintenance records, diagnostic records, maintenance activity reviews, remote access control records, change control records, information system monitoring records, information system audit records, or other relevant documents for a sample of nonlocal maintenance and diagnostic activities for evidence that the measures are being applied.
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that the measures are being applied.  
Examine information system maintenance policy and security plan for the acceptable conditions in which nonlocal maintenance and diagnostic tools are allowed to be used.
Examine information system maintenance policy, procedures addressing nonlocal maintenance for the information system, security plan, or other relevant documents for the nonlocal maintenance and diagnostic tools to be used consistent with the conditions identified in the control.
Examine maintenance records, remote access control records, change control records, information system monitoring records, information system audit records, or other relevant records for a sample of nonlocal maintenance and diagnostic activities for evidence that only the tools are being used consistent with the conditions identified in the control.
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that only the tools are being used consistent with the conditions identified in the control.
Examine security plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to enforce the use of strong authenticators in the establishment of nonlocal maintenance and diagnostic sessions.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that the mechanisms and configurations are being applied.  
Examine information system maintenance policy, procedures addressing nonlocal maintenance for the information system, security plan, or other relevant documents for the measures to be employed to maintain records for nonlocal maintenance and diagnostic activities.  
Examine a sample of information system maintenance logs for nonlocal maintenance and diagnostic activities for evidence that the measures are being applied to maintain records for nonlocal maintenance and diagnostic activities.
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that the measures are being applied.
Examine information system maintenance policy, procedures addressing nonlocal maintenance for the information system, security plan, information system design documentation, or other relevant documents for the measures (including  mechanisms and their configuration settings) to be employed to terminate all sessions and network connections when nonlocal maintenance or diagnostics is completed.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required.  
Examine a sample of maintenance records, remote disconnect verification records, session termination records, session audit records, information system audit records, or other relevant information system records for a sample of completed nonlocal maintenance and diagnostic activities for evidence that the mechanisms and configurations are being applied.  
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that the mechanisms and configurations are being applied.  
[bookmark: _Toc389558170]MA-4 (2)
Examine security plan for evidence that the plan includes policies and procedures for the establishment and use of nonlocal maintenance and diagnostic connections for the information system.
[bookmark: _Toc389558171]MA-5
Examine information system maintenance policy, procedures addressing maintenance personnel, security plan, or other relevant documents for the process established for maintenance personnel authorization.  Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence of a maintenance process.  
Examine maintenance authorizations associated with the process for a list of authorized maintenance organizations or personnel.  
Examine the maintenance process for the measures to be employed to ensure that personnel performing maintenance on the information system have the required access authorizations.
Examine the process for non-escorted maintenance personnel who do not possess the required access authorizations to perform information system maintenance without supervision.  
Examine the process for the designated organizational personnel with required access authorizations and technical competence deemed necessary to supervise information system maintenance performed by the designated maintenance personnel.
Examine access authorizations for a sample of maintenance personnel identified in maintenance records for the information system for evidence that the measures are being applied to ensure personnel performing maintenance on the information system have the required access authorizations.
Examine maintenance records for information system maintenance performed by maintenance personnel for evidence that the designated organizational personnel supervise information system maintenance when maintenance personnel do not possess the required access authorizations.  
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that the measures are being applied to ensure personnel performing maintenance on the information system have the required access authorizations.  
Interview a sample of organizational personnelfor further evidence that these individuals have the required access authorizations and technical competence deemed necessary to supervise information system maintenance performed by the maintenance personnel.
[bookmark: _Toc389558172]MA-5 (1)
Examine information system maintenance policy; procedures addressing maintenance personnel; information system media protection policy; physical and environmental protection policy; security plan; list of maintenance personnel requiring escort/supervision; maintenance records; access control records; other relevant documents or records to determine if the organization provides adequate procedures for handling maintenance activities which involve non U.S.  citizens or lack appropriate security clearances.  Ensure Maintenance personnel who do not have needed access authorizations, clearances, or formal access approvals are escorted and supervised during the performance of maintenance and diagnostic activities on the information system by approved organizational personnel who are fully cleared, have appropriate access authorizations, and are technically qualified.  Ensure that prior to initiating maintenance or diagnostic activities by personnel who do not have needed access authorizations, clearances or formal access approvals, all volatile information storage components within the information system are sanitized and all nonvolatile storage media are removed or physically disconnected from the system and secured.  Ensure that the information system has developed and implemented alternate security safeguards in the event an information system component cannot be sanitized, removed, or disconnected from the system.
Interview a sample of key organizational personnel within the organization elementsfor evidence that the system maintenance policy contains information for how to handle situations where maintenance activities conducted by individuals without appropriate access are to be performed; prior to initiating maintenance or diagnostic activities by personnel who do not have needed access authorizations, clearances or formal access approvals, all volatile information storage components within the information system are sanitized and all nonvolatile storage media are removed or physically disconnected from the system and secured; and that the information system has developed and implemented alternate security safeguards in the event an information system component cannot be sanitized, removed, or disconnected from the system.
[bookmark: _Toc389558173]MA-6
Examine information system maintenance policy, procedures addressing timely maintenance for the information system, security plan, or other relevant documents for the organization-defined information system components for which maintenance support and/or spare parts must be obtained.  
Examine information system maintenance policy, procedures addressing timely maintenance for the information system, security plan, or other relevant documents for the time period(s) within which maintenance support and/or spare parts must be obtained after a failure of the components defined by the control.  
Examine information system maintenance policy, procedures addressing timely maintenance for the information system, security plan, or other relevant documents for the measures to be employed to obtain maintenance support and/or spare parts for the components within the organization-defined time period.
Examine information system maintenance contracts, service provider contracts, service level agreements, maintenance records, inventory records of spare parts, or other relevant documents for a sample of the components for evidence that the measures are being applied.
Interview a sample of organizational personnel with information system maintenance responsibilitiesfor further evidence that the measures are being applied.
[bookmark: _Toc389558174][bookmark: _Toc389657350]Media Protection (MP)
[bookmark: _Toc389558175]MP-1
Examine information security program documentation for the organization media protection policy and that the media protection policy is reviewed and updated at least every three years.
Examine organization media protection policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the media protection policy and procedures are reviewed and updated at least annually.
Examine organization media protection policy and procedures, or other relevant documents for the organization elements having associated media protection roles and responsibilities and to which the media protection policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the media protection policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization media protection procedures.  
Examine organization media protection procedures for evidence that the procedures facilitate implementation of the media protection policy and associated media protection controls.  
Examine organization media protection policy and procedures, or other relevant documents for the organization elements having associated media protection roles and responsibilities and to which the media protection procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the media protection policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558176]MP-2
Examine information system media protection policy, access control policy, physical and environmental protection policy, procedures addressing media access protections, procedures addressing access control, procedures addressing access authorizations, procedures addressing physical access control, procedures addressing physical access authorizations, security plan, or other relevant documents for the organization-defined information system media  containing information requiring restricted access as defined by the service provider and approved and accepted by the JAB; organization-defined personnel or roles authorized to access; and security measures to be employed to restrict access to the media to the designated individuals by the service provider and approved and accepted by the JAB.  
Interview a sample of organizational personnel with information system media protection responsibilities; conducting  discussions for further evidence that the measures are being applied to restrict access to the media to the designated individuals.
[bookmark: _Toc389558177]MP-3
Examine information system media protection policy, procedures addressing media marking, procedures addressing media labeling, security plan, or other relevant documents for the information system media containing information that requires marking.  
Examine information system media protection policy, procedures addressing media marking, procedures addressing media labeling, security plan, or other relevant documents  for the distribution limitations, handling caveats, and applicable security markings (if any) on the information system media.
Examine a sample of the information system media for evidence that the measures are being applied.
Interview a sample of organizational personnel with information system media protection and marking responsibilities conducting discussions for further evidence that the measures are being applied.
Examine information system media protection policy, procedures addressing media marking, procedures addressing media labeling, security plan, or other relevant documents for the information system containing organization-defined information exempt from marking and organization-defined controlled areas designated for retaining information system media.
Examine information system media protection policy, procedures addressing media marking, procedures addressing media labeling, security plan, or other relevant documents for the measures to be employed to retain the information system media within the organization-defined controlled areas.  
Examine a sample of the organization-defined controlled areas; for evidence that the information system media are retained in the organization-defined controlled areas.
Examine a sample of information system facility areas not designated as the controlled areas for evidence that information system media are not retained in these areas.
Interview a sample of organizational personnel with information system media protection and marking responsibilities for information system mediafor further evidence that the information system media are retained in organization-defined controlled areas.
[bookmark: _Toc389558178]MP-4
Examine information system media protection policy, physical and environmental protection policy, procedures addressing media storage protections, procedures addressing physical access control, security plan, or other relevant documents for the organization-defined information system media containing information to be physically controlled and securely stored within organization-defined controlled areas designated to physically control and securely store digital and/or non-digital  media.
Examine a sample of the security measures employed to physically control and securely store information system media within organization-defined controlled areas for evidence that the measures are being applied.
Interview a sample of organizational personnel with information system media protection and storage responsibilities for the information system mediafor further evidence that the measures are being applied to physically control and securely store the media within the organization-defined controlled areas.
Examine information system media protection policy, physical and environmental protection policy, procedures addressing media sanitization and disposal, security plan, or other relevant documents for the equipment, techniques, and procedures to be employed to destroy or sanitize information system media.
Examine information system media protection policy, physical and environmental protection policy, procedures addressing media storage protections, security plan, or other relevant documents for the measures to be employed to protect information system media until the media are destroyed or sanitized using the equipment, techniques, and procedures mandated by the control.
Examine the measures employed to protect information system media until the media are to be destroyed or sanitized using the equipment, techniques, and required procedures for evidence that the measures are being applied.
Interview a sample of organizational personnel with information system media protection and storage responsibilitiesfor further evidence that measures are being applied.
[bookmark: _Toc389558179]MP-5
Examine information system media protection policy, physical and environmental protection policy, access control policy, procedures addressing media transport, procedures addressing physical access control, security plan, or other relevant documents for the organization-defined types of information system media to be protected and controlled during transport outside of the controlled areas; and using organization-defined security safeguards to be employed for the media to be transported outside of controlled areas.
Examine the safeguards employed to protect and control a sample of the information system media during transport outside of controlled areas or for evidence that the safeguards are being applied.
Interview a sample of organizational personnel with information system media transport responsibilitiesfor further evidence that the safeguards are being applied.
Examine information system media protection policy, physical and environmental protection policy, procedures addressing media transport, procedures addressing physical access control, security plan, or other relevant documents for the safeguards to be employed to maintain accountability for the information system media during transport outside of controlled areas.
Examine a sample of information system media transport records, information system audit records, physical access control records, or other relevant records for a sample of the information system media during transport outside of the controlled areas for evidence that the safeguards are being applied.
Interview a sample of organizational personnel with information system media transport responsibilitiesfor further evidence that the safeguards are being applied.
Examine a sample of information system media transport records, information system audit records, physical access control records, or other relevant records for evidence that activities associated with the transport of information system media are appropriately documented.
Interview a sample of organizational personnel with information system media transport responsibilitiesfor further evidence that activities associated with the transport of information system media are appropriately documented.
Examine information system media protection policy, physical access and environmental protection policy, procedures addressing media transport, procedures addressing physical access control, security plan, or other relevant documents for the personnel authorized to transport the information system media outside of the controlled areas.  
Examine information system media protection policy, physical access and environmental protection policy, procedures addressing media transport, security plan, or other relevant documents for the safeguards to be employed to restrict the activities associated with transport of the information system media to the designated authorized personnel.
Examine a sample of information system media transport records, information system audit records, physical access control records, or other relevant records associated with the transport of a sample of the information system media for evidence that the safeguards are being applied.
Examine a sample of information system media transport activities for further evidence that the safeguards are being applied.
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Examine security plan, information system design documentation, or other relevant documents for the cryptographic mechanisms and their configuration settings to be employed to protect the confidentiality and integrity of information stored on the digital media requiring encryption during transport outside of the controlled areas.
Examine documentation describing the current configuration settings for a sample of the cryptographic mechanisms for evidence that these mechanisms are configured as required.  
Examine encryption verification records, digital signatures, or other relevant records generated by a sample of the cryptographic mechanisms for the digital media requiring encryption during transport outside of controlled areas for evidence that the mechanisms and configurations are being applied.  
Test a sample of the cryptographic mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are protecting information during transportation outside of controlled areas.
[bookmark: _Toc389558181]MP-6
Examine information system media protection policy, procedures addressing media sanitization and disposal, security plan, or other relevant documents for the organization-defined sanitization techniques and procedures to be employed to sanitize organization-defined information system media prior to disposal; release out of organizational control; or release for reuse in accordance with applicable federal and organizational standards and policies.
Examine media sanitization records, media equipment sanitization records, information system audit records, or other relevant records for a sample of organization-defined information system media to be sanitized prior to disposal for evidence that the organization-defined sanitization techniques and procedures are being applied to sanitize organization-defined information system media prior to disposal; release out of organizational control; or release for reuse in accordance with applicable federal and organizational standards and policies.
Interview a sample of organizational personnel with information system media sanitization responsibilities; conducting  discussions for further evidence that the organization-defined sanitization techniques and procedures are being applied to sanitize organization-defined information system media  prior to disposal; release out of organizational control; or release for reuse in accordance with applicable federal and organizational standards and policies.
Examine security plan, security categorization documentation, or other relevant information system documentation for the classification or sensitivity level of the information stored on information system media.  
Examine security plan, information system design documentation, media sanitization equipment documentation, or other relevant documents for the sanitization mechanisms and their configuration settings to be employed to sanitize information system media with strength and integrity commensurate with the security category or classification of the information.
Examine documentation describing the current configuration settings for a sample of the sanitization mechanisms for evidence that these mechanisms are configured as required.  
Examine a sample of media sanitization records, media equipment sanitization records, information system audit records, or other relevant records generated by a sample of the sanitization mechanisms for evidence that the mechanisms and configurations are being applied.  
[bookmark: _Toc389558182]MP-6 (2)
Examine security plan, sanitization procedures, information system design documentation, media sanitization equipment documentation, or other relevant documents to determine the frequency of sanitization mechanisms testing.
Examine results of media sanitization equipment and procedures testing; media sanitization equipment configuration settings; audit records; other relevant documents or records to determine if sanitization activities are effectively destroying data.
Interview a sample of organizational personnel with information system media sanitization responsibilitiesfor further evidence that media sanitization testing activities occurs during routine intervals.  
Examine results of media sanitization equipment and procedures testing, audit records, or other relevant documents to determine if media sanitization testing activities are effective.
[bookmark: _Toc389558183]MP-7
Examine information system policy, procedures, rules of behavior and system documentation to ensure that it identifies restricted media types, and implements security safeguards or technical solutions to restrict or prohibit unauthorized media usage.  
Interview a  sample of organizational personnel responsible for information system media usage restriction; identifying restricted forms of media, restricting the use of certain forms of media and implementing security safeguards or technical solutions to restrict or prohibit certain media usage for organizational information systems or system components.
Test a sample of the organizational information systems configuration settings; conducting testing for evidence that automated mechanisms for restricting unauthorized and/or restricted media are operating as intended.  
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Examine information system media protection policy; system use policy; procedures addressing media usage restrictions; security plan; rules of behavior; information system design documentation; information system configuration settings and associated documentation; audit records; training programs, other relevant documents or records to determine if adequate restrictions are in place to prevent individuals from using media without an identified owner on organizational information systems.
Interview a sample of organizational personnel to determine if the organizational personnel responsible for security awareness have provided warning and that other organizational personnel are aware of the risks of using media without an identified owner on organizational information systems.
Test information system configuration settings to determine if media restrictions are enforced by   mechanisms to prohibit the use of media without an identified owner.
[bookmark: _Toc389558185][bookmark: _Toc389657351]Physical and Environmental Protection (PE)
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Examine information security program documentation for the organization physical and environmental protection policy and that the physical and environmental protection policy is reviewed and updated at least every three years.
Examine organization physical and environmental protection policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the physical and environmental protection policy and procedures are reviewed and updated at least annually.
Examine organization physical and environmental protection policy and procedures, or other relevant documents for the organization elements having associated physical and environmental protection roles and responsibilities and to which the physical and environmental protection policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the physical and environmental protection policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization physical and environmental protection procedures.  
Examine organization physical and environmental protection procedures for evidence that the procedures facilitate implementation of the physical and environmental protection policy and associated physical and environmental protection controls.  
Examine organization physical and environmental protection policy and procedures, or other relevant documents for the organization elements having associated physical and environmental protection roles and responsibilities and to which the physical and environmental protection procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the physical and environmental protection policy is  reviewed and updated at least every three years, and the procedures at least annually.
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Examine physical and environmental protection policy, procedures addressing physical access authorizations, security plan, or other relevant documents for the measures to be employed to develop, approve and maintain a list of individuals with authorized access to the facility where the information system resides.
Examine a sample of authorized personnel access lists for evidence that the measures are being applied.
Examine physical and environmental protection policy, procedures addressing physical access authorizations, security plan, or other relevant documents for the types of authorization credentials for facility access to be issued by the organization and the measures to be employed to issue the credentials for facility access to authorized personnel.
Examine physical authorization credentials for a sample of authorized personnel for evidence that the measures are being applied.
Interview a sample of organizational personnel with physical access authorization responsibilitiesfor further evidence that the measures are being applied to issue authorization credentials for facility access to authorized personnel.
Examine physical and environmental protection policy, procedures addressing physical access authorizations, security plan, or other relevant documents for evidence that the organization reviews the access list detailing authorized facility access by individuals at an organization-defined frequency.
Interview a sample of organizational personnel with physical access authorization responsibilitiesfor evidence that the organization reviews the access list detailing authorized facility access by individuals at an organization-defined frequency.
Examine physical and environmental protection policy, procedures addressing physical access authorizations, security plan, or other relevant documents for evidence that the organization removes individuals from the facility access list when access is no longer required.
Interview a sample of organizational personnel with physical access authorization responsibilitiesfor evidence that the organization removes individuals from the facility access list when access is no longer required.
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Examine physical and environmental protection policy, procedures addressing physical access control, security plan, or other relevant documents for evidence that the organization enforces physical access authorizations at organization-defined entry/exit points to the facility where the information system resides by verifying individual access authorization before granting access to the facility; and controlling ingress/egress to the facility using guards and/or organization-defined physical access control systems/devices.
Examine physical access audit logs or other relevant documents for evidence that the organization has a defined list of organization-defined entry/exit points.
Examine physical and environmental protection policy, procedures addressing physical access control, security plan, or other relevant documents for evidence that the organization defines security safeguards to control access to areas within the facility officially designated as publicly accessible.
Examine physical and environmental protection policy, procedures addressing physical access control, security plan, or other relevant documents for evidence that the organization requires that visitors are escorted an monitored under organization-defined circumstances.  
Interview a sample of organizational personnel with physical access control responsibilitiesfor further evidence that appropriate visitor control safeguards are in place and operating as intended.
Examine physical and environmental protection policy, procedures addressing physical access control, security plan, or other relevant documents for the measures to be employed to inventory physical access devices in accordance with the required frequency.
Examine physical and environmental protection policy, procedures addressing physical access control, security plan, or other relevant documents for evidence that the organization secures keys, combinations, and other physical access devices.
Examine physical and environmental protection policy, procedures addressing physical access control, security plan, or other relevant documents for evidence that the organization inventories organization-defined physical access devices on an organization-defined frequency.
Interview a sample of organizational personnel with physical access control responsibilitiesfor further evidence that physical access safeguards are in place and operating as intended.
Examine physical and environmental protection policy, procedures addressing physical access control, security plan, or other relevant documents for evidence that the organization changes combinations and keys on an organization-defined frequency and/or when keys are lost, combinations are compromised, or individuals are transferred or terminated.
Interview a sample of organizational personnel with physical access control responsibilitiesfor further evidence that key and combination safeguards are in place and operating as intended.
Examine a sample of records of key and lock combination changes for evidence that the measures are being applied.
Interview a sample of organizational personnel with physical access control responsibilitiesfor further evidence that the all physical access control safeguards are being applied.
Interview a sample of organizational personnel with physical access control responsibilitiesfor further evidence that the measures are being applied.
Test physical access control capability and devices to ensure the organization enforces (according to policy) physical access authorizations for all physical access points (including designated entry/exit points) to the facility where the information system resides (excluding those areas within the facility officially designated as publicly accessible)
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Examine physical and environmental protection policy, procedures addressing access control for transmission medium, security plan, facility communications and wiring diagrams, or other relevant documents for the measures to be employed to control physical access to organization-defined information system distribution and transmission lines within organizational facilities using organization-defined security safeguards.  
Examine a sample of facility areas containing organization-defined information system distribution and transmission lines for evidence that the measures are being applied.
Examine organization-defined information system distribution and transmission lines for evidence that the measures are being applied.
[bookmark: _Toc389558190]PE-5
Examine physical and environmental protection policy, procedures addressing physical access control for display medium, security plan, or other relevant documents for the measures to be employed to control physical access to information system output devices to prevent unauthorized individuals from obtaining the output.  
Examine a sample of physical access control logs for evidence that the measures are being applied.
Examine a sample of facility areas containing information system output devices for evidence that the measures are being applied.
[bookmark: _Toc389558191]PE-6
Examine physical and environmental protection policy, procedures addressing physical access monitoring, security plan, or other relevant documents for the measures to be employed for monitoring physical access to the facility where the information system resides to detect and respond to physical security incidents.  
Examine a sample of physical access logs, surveillance equipment logs, physical access monitoring records, information system monitoring records, or other relevant documents for evidence that the measures are being applied.
Examine physical access monitoring capability for the facility where the information system resides for evidence that the measures are being applied.  
Interview a sample of organizational personnel with physical access monitoring responsibilitiesfor further evidence that the measures are being applied to monitor physical access to the facility where the information system resides.  
Test physical access monitoring capability for the facility where the information system resides using a sample of simulated events or conditions; conducting testing for evidence that the measures are being applied as intended.
Examine physical and environmental protection policy, procedures addressing physical access monitoring, security plan, or other relevant documents for the organization-defined frequency for reviewing physical access logs.
Examine physical and environmental protection policy, procedures addressing physical access monitoring, security plan, or other relevant documents for the measures to be employed to review physical access logs in accordance with the required frequency and upon organization-defined events or potential indications of events.  
Examine a sample of physical access log reviews for evidence that the measures are being applied.
Examine physical and environmental protection policy, procedures addressing physical access monitoring, incident response plan, security plan, or other relevant documents for the measures to be employed to coordinate results of physical access reviews and investigations with the organization’s incident response capability.
Examine a sample of incident monitoring reports, problem management reports, emails, or other relevant documentation generated to coordinate results of physical access reviews and investigations with incident response activities for evidence that the measures are being applied.
Interview a sample of organizational personnel with physical access monitoring responsibilities and organizational personnel with incident response planning responsibilitiesfor further evidence that the measures are being applied.
[bookmark: _Toc389558192]PE-6 (1)
Examine physical and environmental protection policy, procedures addressing physical access monitoring, security plan, or other relevant documents for the measures to be employed to monitor real-time physical intrusion alarms and surveillance equipment.  
Examine a sample of records resulting from monitoring real-time physical intrusion alarms and surveillance equipment for evidence that the measures are being applied.
Interview a sample of organizational personnel with physical access monitoring responsibilitiesfor further evidence that the measures are being applied.
Test physical access monitoring capability using a sample of simulated events or conditions; conducting testing for evidence that the measures are being applied as intended."
[bookmark: _Toc389558193]PE-8
Examine physical and environmental protection policy, procedures addressing facility access records, security plan, or other relevant documents for the measures to be employed to maintain visitor access records to the facility where the information system resides for an organization-defined time period.  
Examine a sample of visitor access records for evidence that the measures are being applied.
Examine physical and environmental protection policy, procedures addressing facility access records, security plan, or other relevant documents for the organization-defined frequency for reviewing visitor access records.
Examine physical and environmental protection policy, procedures addressing facility access records, security plan, or other relevant documents for the measures to be employed to review visitor access records in accordance with the required frequency.  
Examine a sample of visitor access record reviews for evidence that the measures are being applied.
Interview a sample of organizational personnel with responsibilities for reviewing visitor access recordsfor further evidence that the measures are being applied.
[bookmark: _Toc389558194]PE-9
Examine physical and environmental protection policy, procedures addressing power equipment and cabling protection, security plan, or other relevant documents for the measures to be employed to protect power equipment and power cabling for the information system from damage and destruction.  
Examine facility housing power equipment and cabling for the information systemfor evidence that the measures are being applied.
[bookmark: _Toc389558195]PE-10
Examine physical and environmental protection policy, procedures addressing power source emergency shutoff, security plan, or other relevant documents for the capability to shutoff power to the information system or individual system components in emergency situations.  
Examine a sample of power shut-off test records, or other relevant documents for evidence that the power shut-off(s) operate as intended.
Examine physical and environmental protection policy, procedures addressing power source emergency shutoff, security plan, or other relevant documents for the location(s) of emergency shutoff switches or devices by information system or system component.  The service provider defines emergency shutoff switch locations.  The locations are approved and accepted by the JAB
Examine a sample of locations for evidence that emergency shutoff switches or devices are placed to facilitate safe and easy access for personnel.
Examine physical and environmental protection policy, procedures addressing power source emergency shutoff, security plan, or other relevant documents for the measures to be employed to protect the emergency shutoff capability from unauthorized activation.  
Examine a sample of locations for evidence that the measures are being applied to protect the emergency power shutoff capability from unauthorized activation.
[bookmark: _Toc389558196]PE-11
Examine contingency plan, security plan, information system design documentation, facility power equipment and cabling diagrams, uninterruptible power supply documentation, or other relevant documents for the short-term uninterruptible power supply and associated configuration settings to be employed to facilitate an orderly shutdown and/or transition of the information system to long-term alternate power in the event of a primary power source loss.
Examine documentation describing the current configuration settings for the short-term uninterruptible power supply for evidence that the power supply is configured as required.
Examine a sample of short-term uninterruptible power supply test records, contingency plan test records, or other relevant records for evidence that the power supply is being applied as required.
Examine the short-term uninterruptible power supply for evidence that the power supply is operating as required.
Test the short-term uninterruptible power supply conducting testing using simulated events or conditions for evidence that the power supply is operating as intended.  
Note to assessor:  Testing should be coordinated and conducted with the approval and oversight of appropriate organizational personnel.
[bookmark: _Toc389558197]PE-12
Examine contingency plan, security plan, information system design documentation, facility lighting and wiring diagrams, emergency lighting documentation, or other relevant documents for the emergency lighting mechanisms and associated configuration settings to be employed for the information system in the event of a power outage or disruption.  
Examine documentation describing the current configuration settings for the emergency lighting mechanisms for evidence that these mechanisms are configured as required.
Examine emergency lighting test records for a sample of the emergency lighting mechanisms for evidence that these mechanisms are configured as required to be automatically activated in the event of a power outage or disruption.
Interview a sample of organizational personnel with emergency planning responsibilitiesfor further evidence that the emergency lighting mechanisms are employed to be automatically activated in the event of a power outage or disruption.
Examine contingency plan, emergency action plan, occupant emergency plan, security plan, information system facility diagrams, or other relevant documents for the emergency exits and evacuation routes within the facility.
Examine a sample of the emergency exits and evacuation routes for evidence that the emergency lighting capability covers emergency exits and evacuation routes.
Examine physical and environmental protection policy, information system maintenance policy, procedures addressing emergency lighting, procedures addressing controlled maintenance for the information system, security plan, or other relevant documents for the measures to be employed to maintain the emergency lighting capability.
Examine a sample of emergency lighting maintenance records, or other relevant documents for evidence that the measures are being applied.
Interview a sample of organizational personnel with emergency lighting maintenance responsibilitiesfor further evidence that the measures are being applied.  
[bookmark: _Toc389558198]PE-13
Interview physical and environmental protection policy, procedures addressing fire protection, security plan, or other relevant documents for the fire suppression and detection devices/systems for the information system that are supported by an independent energy source.  
Examine a sample of the fire suppression and detection devices/systems for evidence that these devices/systems are employed for the information system and supported by an independent energy source.
Interview a sample of organization personnel with responsibilities for fire suppression and detection devices/systems for further evidence that the fire suppression and detection devices/systems are employed for the information system and supported by an independent energy source.
Examine physical and environmental protection policy, procedures addressing fire protection, security plan, or other relevant documents for the measures to be employed to maintain the fire suppression and detection devices/systems for the information system.
Examine maintenance records, or other relevant documents for a sample of the fire suppression and detection devices/systems for evidence that the measures are being applied.
Interview a sample of organizational personnel with maintenance responsibilities for fire detection and suppression devices/systems for further evidence that the measures are being applied.
[bookmark: _Toc389558199]PE-13 (2)
Examine security plan, facility design documentation, facility blueprint, fire suppression and detection devices/systems documentation, or other relevant documents for the fire suppression devices/systems and any associated configuration settings to be employed to automatically notify the organization-defined personnel or roles and organization-defined emergency responders in the event of any activation.  
Examine documentation describing the current configuration settings for a sample of the fire suppression devices/systems for evidence that these mechanisms are configured as required.
Examine test records for the fire suppression devices/systems  for evidence that these mechanisms are operating as intended to automatically notify the organization-defined personnel or roles and  organization-defined emergency responders in the event of any activation.  
Test simulated activation of fire suppression devices/systems and  notifications for evidence that the notification of fire suppression devices/systems work as designed.  
[bookmark: _Toc389558200]PE-13 (3)
Examine physical and environmental protection policy, procedures addressing fire protection, security plan, or other relevant documents for the automatic fire suppression capability to be employed when the facility is not staffed on a continuous basis.  
Interview a sample of organization personnel with responsibilities for fire suppression devices/systems; conducting  discussions for evidence that the automatic fire suppression capability is employed when the facility is not staffed on a continuous basis.
[bookmark: _Toc389558201]PE-14
Examine physical and environmental protection policy, procedures addressing temperature and humidity control, security plan, or other relevant documents for the acceptable temperature and humidity levels within the facility where the information system resides.  The service provider measures temperature at server inlets and humidity levels by dew point.
Examine physical and environmental protection policy, procedures addressing temperature and humidity control, security plan, or other relevant documents for the measures to be employed to maintain temperature and humidity levels within the facility where the information system resides in accordance with the acceptable levels.
Examine a sample of temperature and humidity control records, or other relevant records for evidence that the measures are being applied.
Examine physical and environmental protection policy, procedures addressing temperature and humidity control, security plan, or other relevant documents for the frequency for monitoring temperature and humidity levels.  [Continuously].
Examine physical and environmental protection policy, procedures addressing temperature and humidity control, security plan, or other relevant documents for the measures to be employed to monitor the temperature and humidity levels within the facility where the information system resides in accordance with the required frequency.
Examine a sample of temperature and humidity monitoring records, or other relevant records for evidence that the measures are being applied.
[bookmark: _Toc389558202]PE-14 (2)
Examine physical and environmental protection policy; procedures addressing temperature and humidity monitoring; facility housing the information system; logs or records of temperature and humidity monitoring; records of changes to temperature and humidity levels that generate alarms or notifications; other relevant documents or records to determine if temperature and humidity monitoring is being performed by automated systems within the datacenter and generates alarms and notifications of changes potentially harmful to personnel or equipment.
[bookmark: _Toc389558203]PE-15
Examine physical and environmental protection policy, procedures addressing water damage protection, security plan, master water shutoff valve documentation, or other relevant documents for the master shutoff valves to be provided by the organization to protect the information system from damage resulting from water leakage, and for the measures to be employed to ensure these valves are accessible and working properly.  
Examine a sample of the master water shutoff valves identified for evidence that the measures are being applied to ensure the valves are accessible.
Examine a sample of test records for the master water shutoff valves for evidence that the measures are being applied to ensure the valves are working properly.
Test a sample of the master water shutoff valves; conducting  testing for further evidence that the valves are accessible and working properly.
Note to assessor:  This assessor action is conducted when insufficient evidence is obtained.  As with testing in general, this test should be coordinated with organizational stakeholders to ensure that no unintended consequences occur.
Examine physical and environmental protection policy, procedures addressing water damage protection, security plan, or other relevant documents for the key personnel who have knowledge of the master water shutoff valves.  
Interview a sample of the key personnelfor evidence of their knowledge of the master water shutoff valves.  
[bookmark: _Toc389558204]PE-16
Examine physical and environmental protection policy, procedures addressing delivery and removal of information system components from the facility, security plan, or other relevant documents for the types of information system components to be authorized, monitored, and controlled as the components are entering or exiting the facility.
Examine physical and environmental protection policy, procedures addressing delivery and removal of information system components from the facility, security plan, or other relevant documents for the measures to be employed to authorize, monitor, control, and maintain records for, the types of information system components as such components are entering and exiting the facility.  
Examine delivery records, removal records, maintenance records, monitoring records, inventory records, or other relevant records for a sample of information system components entering and exiting the facility for evidence that the measures are being applied.
Interview a sample of organizational personnel with responsibilities for controlling information system components entering and exiting the facility; conducting  discussions for further evidence that the measures identified in PE-16.1.2.1 are being applied.
Examine delivery records, removal records, maintenance records, monitoring records, inventory records, or other relevant records for a sample of information system components entering and exiting the facility for evidence that the measures are being applied.
[bookmark: _Toc389558205]PE-17
Examine physical and environmental protection policy, procedures addressing alternate work sites for organizational personnel, security plan, or other relevant documents for the management, operational, and technical information system security controls to be employed at alternate work sites.  Implemented controls shall be similar to the production site and reflected requirements as per the service provider defined management, operational, and technical information system security controls for alternate work sites.  The security controls are approved and accepted by the JAB.
Examine physical and environmental protection policy, procedures addressing alternate work sites for organizational personnel, security plan, or other relevant documents for the measures to be employed to enforce the information system security controls at alternate work sites.
Examine alternate work site agreements, or other relevant documents for a sample of organizational personnel using alternate work sites for evidence that the measures are being applied.
Examine physical and environmental protection policy, procedures addressing alternate work sites for organizational personnel, security plan, or other relevant documents for the criteria deemed feasible by the organization for assessing the effectiveness of security controls at alternate work sites.
Examine physical and environmental protection policy, procedures addressing alternate work sites for organizational personnel, security plan, or other relevant documents for the measures to be employed to assess the effectiveness of security controls at alternate work sites in accordance with the required criteria.
Examine a sample of security control assessments conducted at alternate work sites for evidence that the measures are being applied.
Interview a sample of organizational personnel with responsibilities for assessing security controls at alternate work sites and/or organizational personnel using alternate work sitesfor further evidence that the measures are being applied.  
Examine physical and environmental protection policy, procedures addressing alternate work sites for organizational personnel, security plan, or other relevant documents for the means to be employed for employees to communicate with information security personnel in case of security incidents or problems.
Interview a sample of organizational personnel using alternate work sites; conducting  discussions for evidence that the means are provided.
[bookmark: _Toc389558206][bookmark: _Toc389657352]Planning (PL)
[bookmark: _Toc389558207]PL-1
Examine information security program documentation for the organization security planning policy and that the security planning policy is reviewed and updated at least every three years.
Examine organization security planning policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the security planning policy and procedures are reviewed and updated at least annually.
Examine organization security planning policy and procedures, or other relevant documents for the organization elements having associated security planning roles and responsibilities and to which the security planning policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the security planning policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization security planning procedures.  
Examine organization security planning procedures for evidence that the procedures facilitate implementation of the security planning policy and associated security planning controls.  
Examine organization security planning policy and procedures, or other relevant documents for the organization elements having associated security planning roles and responsibilities and to which the security planning procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elements for evidence that the security planning policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558208]PL-2
Examine information system documentation for a security plan for the information system.  
Examine security plan for evidence that the plan is consistent with the organization’s enterprise architecture; explicitly defines the authorization boundary for the system; describes the operational context of the information system in terms of mission and business processes; provides the security categorization of the information system including supporting rationale; describes the operational environment for the information system and relationships with or connections to other information systems; provides an overview of the security requirements for the system; identifies any relevant overlays, if applicable; describes the security controls in place or planned for meeting those requirements including a rationale for the tailoring and supplemental decisions; and is reviewed and approved by the authorizing official or designated representative prior to plan implementation.
Interview personnel with responsibility for the System Security Plan to determine that the plan and subsequent changes are distributed to organization-defined personnel or roles.
Examine security planning policy, procedures addressing security plan reviews and updates, security plan, or other relevant documents for the organization-defined frequency of security plan reviews.  [at least annually].
Examine security plan for evidence that the plan is reviewed in accordance with the organization-defined frequency.  
Examine security planning policy, procedures addressing security plan reviews and updates, security plan, or other relevant documents for the measures to be employed to update the security plan to address changes to the information system/environment of operation or problems identified during plan implementation or security control assessments.  
Examine security plan and a sample of change control records addressing security plan revisions from changes to the information system/environment for evidence that the measures are being applied.
Note to assessor: Change control records addressing security plan revisions may be maintained in the security plan, or maintained in change management software or document management software used by the organization.
Examine security plan and a sample of change control records addressing security plan revisions from problems identified during plan implementation or security control assessments for evidence that the measures are being applied.
Examine security planning policy, procedures addressing security plan reviews and updates, security plan, or other relevant documents to ensure that the System Security Plan is protected from unauthorized disclosure or modification.
[bookmark: _Toc389558209]PL-2 (3)
Examine security planning policy, procedures addressing security-related activity planning, security plan, or other relevant documents for the measures to be employed to plan and coordinate security-related activities affecting the information system before conducting such activities in order to reduce the impact on organization operations, organizational assets, and individuals.  
Examine a sample of security-related activity planning documentation for the information system for evidence that the measures are being applied.
Interview a sample of organizational personnel with security planning responsibilities for further evidence that the measures are being applied.
[bookmark: _Toc389558210]PL-4
Examine security planning policy, procedures addressing rules of behavior, rules of behavior, security plan, or other relevant documents for the rules that describe information system user responsibilities and expected behavior with regard to information and information system usage.  
Interview a sample of information system users for evidence that the rules are available to information system users.
Examine account management records and signed rules of behavior acknowledgement forms for a sample of information system users for evidence that the organization receives signed acknowledgement from users indicating that they have read, understand, and agree to abide by the rules of behavior, before authorizing access to information and the information system.  
Examine security planning policy, procedures addressing rules of behavior, rules of behavior, security plan, or other relevant documents for evidence that the rules of behavior are reviewed and updated on an organization-defined frequency.
 Examine account management records and signed rules of behavior acknowledgement forms for evidence that individuals who have signed a previous version of the rules of behavior have read and re-signed when the rules of behavior have been revised or updated.
[bookmark: _Toc389558211]PL-4 (1)
Examine procedures addressing rules of behavior for information system users; generic organization-wide rules of behavior, security planning policy, social  media engagement handbook (that supplements ROB), and other relevant documents to assess whether the organization restricts the use of social media/networking sites and posting organizational information on public websites.
[bookmark: _Toc389558212]PL-8
Examine security planning policy; enterprise architecture documentation; information security architecture documentation guidelines; security CONOPS for the information system or other relevant documents or records to ascertain how information security architecture needs are addressed, the guiding principles or philosophy that govern development of security architecture, for example, defense in depth, or perimeter defense at the enterprise level with a greater degree of freedom to individual systems to handle security as deemed fit.  
Examine security planning policy; enterprise architecture documentation; information security architecture documentation guidelines; security CONOPS for the information system or other relevant documents or records to ascertain how information security architecture integrates with the enterprise architecture, ideally the security components, security processes and organizations (SOC, NOC) that comprises the security architecture must be accounted for in the over-arching enterprise architecture.  Assess how tightly coupled the two architectures are, if not then determine the reason through an interview.  Examine to discover dependencies on external services/vendors (such as external provider of two factor phone based authentication, external/independent backup provider of information system, dependency on obtaining virus or signature definitions on-time.
Interview organization personnel responsible for security planning, plan implementation and security architecture for the information system to determine the effectiveness of handling the identified dependencies on external services.
Examine security planning policy; information security architecture documentation guidelines to determine if there are processes in place (such as checklist, routing slips, sign offs) to ensure planned changes to security architecture are reflected in system security plan, the security CONOPS and organizational procurements/acquisitions to ensure that components procured in the future would integrate with the planned changes in security architecture.
Interview Organization personnel responsible for security planning, plan implementation and security architecture for the information system to determine whether changes to the security architecture are reflected in the system security plan, CONOPS and organizational procurements / acquisitions.
[bookmark: _Toc389558213][bookmark: _Toc389657353]Personnel Security (PS)
[bookmark: _Toc389558214]PS-1
Examine information security program documentation for the organization personnel security policy and that the personnel security policy is reviewed and updated at least every three years.
Examine organization personnel security policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
Examine information system program documentation for evidence that procedures that facilitate the implementation of the personnel security policy and procedures are reviewed and updated at least annually.
Examine organization personnel security policy and procedures, or other relevant documents for the organization elements having associated personnel security roles and responsibilities and to which the personnel security policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elements for evidence that the personnel security policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization personnel security procedures.  
Examine organization personnel security procedures for evidence that the procedures facilitate implementation of the personnel security policy and associated personnel security controls.  
Examine organization personnel security policy and procedures, or other relevant documents for the organization elements having associated personnel security roles and responsibilities and to which the personnel security procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elements for evidence that the personnel security policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558215]PS-2
Examine personnel security policy, procedures addressing position categorization, security plan, or other relevant documents for the risk designations to be assigned to all organizational positions.  
Examine risk designations for a sample of organizational positions for evidence that the risk designations are being assigned to all organizational positions.  
Examine personnel security policy, procedures addressing position categorization, security plan, or other relevant documents for the screening criteria established for individuals filling organizational positions.  
Interview a sample of organizational personnel with personnel security responsibilities for further evidence of the screening criteria.  
Examine personnel security policy, procedures addressing position categorization, security plan, or other relevant documents for the frequency for conducting risk designation reviews and updates for organizational positions.  
Examine a sample of risk designation reviews and updates for organizational positions for evidence that risk designations for organizational positions are reviewed and updated in accordance with the required frequency.  
Interview a sample of organizational personnel with personnel security responsibilities for further evidence that risk designations for organizational positions are reviewed and updated in accordance with the required frequency.  
[bookmark: _Toc389558216]PS-3
Examine personnel security policy, procedures addressing personnel screening, security plan, or other relevant documents for the measures to be employed to screen individuals prior to authorizing access to the information system.  
Examine personnel screening records and access authorizations for a sample of individuals with access to the information system for evidence that the measures are being applied.  
Examine personnel security policy, procedures addressing personnel re-screening, procedures addressing personnel screening, security plan, or other relevant documents for the conditions requiring personnel re-screening and the frequency of such re-screening.
Note to assessor:  The organization may define different re-screening conditions and frequencies for personnel accessing the information system.
Examine personnel security policy, procedures addressing personnel re-screening, procedures addressing personnel screening, security plan, information system design documentation, or other relevant documents for the measures (including automated mechanisms and their configuration settings) to be employed to identify personnel requiring re-screening in accordance with the conditions and required frequency.
Examine personnel security policy, procedures addressing personnel re-screening, procedures addressing personnel screening, security plan, or other relevant documents for the measures to be employed to re-screen individuals in accordance with the conditions and required frequency.  
Individuals with national security clearances; a reinvestigation is required during the 5th year for top secret security clearance, the 10th year for secret security clearance, and 15th year for confidential security clearance.
For moderate risk law enforcement and high impact public trust level, a reinvestigation is required during the 5th year.  There is no reinvestigation for other moderate risk positions or any low risk positions.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
[bookmark: _Toc389558217]PS-3 (3)
Examine personnel security policy; access control policy, data classification criteria, procedures addressing personnel screening; screening criteria and any other relevant documents or records to ensure that the organization defines information assets that require special protection, individuals/positions, that personnel authorized to access these assets, and the requirements/justification for granting access  to protected information assets.
Examine a select set of records of screened personnel, records of access authorizations, (combine the two documents if a consolidated document is not readily available) to ascertain if the control is working as intended, i.e.  information systems that require special protection are properly identified, individual that access them are properly documented and sufficient ‘official’ justification exists to allow authorization.
Interview a select group of individuals that play a critical role in Personnel Screening to gauge control awareness, rigor of implementation and continuous evolution of the control as threat landscape changes.
Examine Personnel security policy; access control policy, data classification criteria, procedures addressing personnel screening; screening criteria and any other relevant documents or records that explicitly define what additional screening must be undertaken for individuals accessing an information system processing, storing, or transmitting information requiring special protection and that additional screening must be clearly stated to avoid ambiguous interpretation and enforcement.
Examine a select set of information systems that requires additional protection, a sample of records of screened personnel, records of approved access authorizations, (combine the two documents if a consolidated document is not readily available) to ascertain that the organization ensures that individuals accessing an information system processing, storing, or transmitting information requiring special protection satisfy organization-defined additional personnel screening criteria.
[bookmark: _Toc389558218]PS-4
Examine personnel security policy, procedures addressing personnel termination, security plan, or other relevant documents for the measures to be employed to disables information system access within an organization-defined time period upon termination of employment.  
Examine personnel security policy, procedures addressing personnel termination, security plan, or other relevant documents for the measures to be employed to terminate/revoke any authenticators/credentials associated with the individual upon termination of individual employment.  Examine personnel termination records and information system account management records for a sample of terminated personnel for evidence that the measures are being applied.  
Examine personnel security policy, procedures addressing personnel termination, security plan, or other relevant documents for the measures to be employed to conduct an exit interview upon termination of individual employment.  
Examine exit interview records, personnel termination records, or other relevant records for a sample of terminated personnel for evidence that the measures are being applied.  
Interview a sample of organizational personnel with exit interview responsibilitiesfor further evidence that the measures are being applied.  
Examine personnel security policy, procedures addressing personnel termination, security plan, or other relevant documents for the measures to be employed to retrieve all organizational information system-related property from terminated personnel.
Note to assessor:  Examples of information-system related property include access cards, identification cards, keys, facility passes, property passes, and technical system manuals.
Examine information system access termination records, personnel termination records, personnel termination checklists, property clearance records, or other relevant records for a sample of terminated personnel for evidence that the measures identified are being applied.  
Examine personnel security policy, procedures addressing personnel termination, security plan, or other relevant documents for the measures to be employed to retain organizational access to organizational information and information systems formerly controlled by terminated personnel.  
Examine information system access termination records, personnel termination records, personnel termination checklists, property clearance records, or other relevant records for evidence that organization-defined personnel or roles are notified within an organization-defined time period.
Interview a sample of organizational personnel with personnel security responsibilitiesfor evidence that the measures are being applied.  
[bookmark: _Toc389558219]PS-5
Examine personnel security policy, procedures addressing personnel transfer, security plan, or other relevant documents for the measures to be employed to review ongoing operational need for current logical and physical access authorizations to information systems/facilities when individuals are reassigned or transferred to other positions within the organization.  
Examine access authorization reviews and personnel transfer records for a sample of individuals transferred or reassigned to other positions within the organization for evidence that the measures are being applied.  
Examine personnel security policy, procedures addressing personnel transfer, security plan, or other relevant documents for the organization defined transfer or reassignment actions to be initiated when individuals are reassigned or transferred to other positions within the organization.  
Examine personnel security policy, procedures addressing personnel transfer, security plan, or other relevant documents for the time period within which the actions identified must occur following formal transfer or reassignment of personnel to other positions within the organization.  [within five days].  
Examine access authorization reviews and personnel transfer records for a sample of personnel transferred or reassigned to other positions within the organization for evidence that the actions are initiated within the required time period.
Examine access authorization reviews and personnel transfer records or other relevant documents for evidence that access authorizations are modified access as needed to correspond with any changes in operational need due to reassignment or transfer.
Examine personnel security policy, procedures addressing personnel transfer, security plan, or other relevant documents for evidence that organization-defined personnel or roles are notified within an organization defined time period.
Interview individuals with responsibility for personnel transfer or reassignment actions for evidence that organization-defined personnel of roles are notified within an organization-defined time period.
[bookmark: _Toc389558220]PS-6
Examine personnel security policy, procedures addressing access agreements, security plan, or other relevant documents for evidence that the organization has developed and documented access agreements to be used for individuals requiring access to organizational information and information systems.  
Examine personnel security policy, procedures addressing access agreements, security plan, or other relevant documents for evidence that the organization reviews and updates the access agreements on an organization-defined frequency.
Examine personnel security policy, access control policy, identification and authentication policy, physical and environmental protection policy, procedures addressing access agreements, procedures addressing account management, procedures addressing identifier and authenticator management, procedures addressing physical access authorizations, security plan, or other relevant documents for the measures to be employed to ensure that personnel requiring access to organizational information and information systems sign appropriate access agreements prior to being granted access.  
Note to assessor:  Physical or electronic signatures are acceptable as defined in organization policy or procedures.
Examine access agreements, account management records, and access authorizations for a sample of information system users for evidence that they are being applied.  
Examine personnel security policy, procedures addressing access agreements, security plan, or other relevant documents for evidence that the organization requires individuals to re-sign access agreements to maintain access to organizational information systems, when access agreements have been updated or on an organization defined frequency.  
Examine a sample of access agreement reviews and updates for evidence that the measures are being applied.  
Interview a sample of organizational personnel responsible for reviewing and updating access agreementsfor further evidence that the measures are being applied.  
[bookmark: _Toc389558221]PS-7
Examine personnel security policy, procedures addressing third-party personnel security, security plan, or other relevant documents the personnel security requirements established for third-party providers of organizational information system services.  
Examine personnel security policy, procedures addressing third-party personnel security, security plan, or other relevant documents security roles and responsibilities established for third-party providers of organizational information system services.
Examine personnel security policy, procedures addressing third-party personnel security, security plan, or other relevant documents the measures to be employed to document and enforce the personnel security requirements for third-party providers of organizational information system services.  
Examine personnel security policy, procedures addressing third-party personnel security, security plan, or other relevant documents to ensure that the organization required third-party providers to comply with organizational security policies and procedures.
Examine service level agreements, service delivery contracts, service acquisition contracts, maintenance service contracts, or other relevant documents for a sample of third-party providers of information system services evidence that the measures are being applied.
Examine personnel security policy, procedures addressing third-party personnel security, security plan, or other relevant documents the measures to be employed to monitor third-party provider compliance with the personnel security requirements and subsequently documented/enforced.
Note to assessor:  Organizations may negotiate a “right-to-audit” clause with third-party providers to establish contractual terms and conditions for monitoring provider compliance with organizational security requirements.  
Examine service level agreements, service delivery contracts, service acquisition contracts, maintenance service contracts, or other relevant documents for evidence that the organization requires third-party providers to notify organization-defined personnel or roles of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges within an organization-defined time period.
Examine compliance monitoring process; observing for evidence that the measures are being applied.
Note to assessor:  This assessor action can be performed if the assessment period coincides with the organization’s execution of the compliance monitoring process.
Interview a sample of organizational personnel with compliance monitoring responsibilities for third-party providers of information system servicesfor further evidence that the measures are being applied.
[bookmark: _Toc389558222]PS-8
Examine personnel security policy, procedures addressing personnel sanctions, security plan, or other relevant documents for the formal sanctions process to be employed for individuals failing to comply with established information security policies and procedures.  
Examine personnel sanctions for a sample of personnel security incidents warranting formal sanctions for evidence that the process is being applied.
Note to assessor:  Execution of this assessor action depends upon the need for formal sanctions to have occurred.
Interview a sample of organizational personnel with personnel sanctions enforcement responsibilitiesfor further evidence that the process is being applied.
Note to assessor:  Execution of this assessor action depends upon the need for formal sanctions to have occurred.
Examine personnel security policy, procedures addressing personnel sanctions, security plan, or other relevant documents for evidence that the organization notifies organization-defined personnel or roles within organization-defined time period when a formal employee sanctions process is initiated, identifying the individual sanctioned and the reason for the sanction.
Interview a sample of organizational personnel with personnel sanctions enforcement responsibilitiesfor evidence that the organization have properly identified personnel or roles to be notified and is performing notifications within the organization-defined time period, when a formal employee sanctions process is initiated.  
[bookmark: _Toc389558223][bookmark: _Toc389657354]Risk Assessment (RA)
[bookmark: _Toc389558224]RA-1
Examine information security program documentation for the organization risk assessment policy and that the risk assessment policy is reviewed and updated at least every three years.
Examine organization risk assessment policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the risk assessment policy and procedures are reviewed and updated at least annually.
Examine organization risk assessment policy and procedures, or other relevant documents for the organization elements having associated risk assessment roles and responsibilities and to which the risk assessment policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the risk assessment policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization risk assessment procedures.  
Examine organization risk assessment procedures for evidence that the procedures facilitate implementation of the risk assessment policy and associated risk assessment controls.  
Examine organization risk assessment policy and procedures, or other relevant documents for the organization elements having associated risk assessment roles and responsibilities and to which the risk assessment procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the risk assessment policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558225]RA-2
Examine risk assessment policy, security planning policy, procedures addressing security categorization of organizational information and information systems, security plan, or other relevant documents for the applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance to be employed to categorize information and the information system.  
Examine risk assessment policy, security planning policy, procedures addressing security categorization of organizational information and information systems, security plan, or other relevant documents for the measures to be employed to categorize information and the information system in accordance with the applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance.  
Examine a sample of security categorizations for the information system for evidence that the measures are being applied.  
Interview a sample of organizational personnel with security categorization and risk assessment responsibilities for the information systemfor further evidence that the measures are being applied.  
Examine security plan for the information system for the security categorization results, including supporting rationale.  
Examine risk assessment policy, security planning policy, procedures addressing security categorization of organizational information and information systems, security plan, or other relevant documents for the measures to be employed by the authorizing official or authorizing official designated representative(s) to review and approve the security categorization decision.  
Examine a sample of security categorization reviews and approvals for the information system for evidence that the measures are being applied.  
Interview authorizing official or a sample of authorizing official designated representatives for the information system for further evidence that the measures are being applied.  
[bookmark: _Toc389558226]RA-3
Examine risk assessment policy, security planning policy, procedures addressing organizational assessments of risk, security plan, or other relevant documents for the measures to be employed to conduct an assessment of risk for the information system and the information to determine the likelihood and magnitude of harm resulting from unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits.
Examine a sample of risk assessments for the information system for evidence that the measures are being applied to determine the likelihood and magnitude of harm resulting from unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits.
Examine a sample of risk assessments for the information system for evidence that the measures are being applied to determine the likelihood and magnitude of harm resulting from unauthorized use, unauthorized disclosure, unauthorized disruption, unauthorized modification or destruction of the information system or its information.
Interview a sample of organizational personnel with risk assessment responsibilities for the information systemfor further evidence that the measures are being applied to determine the likelihood and magnitude of harm resulting from unauthorized access to the information system or its information.  
Interview a sample of organizational personnel with risk assessment responsibilities for the information systemfor further evidence that the measures are being applied to determine the likelihood and magnitude of harm resulting from unauthorized use, unauthorized disclosure, unauthorized disruption, unauthorized modification or destruction of the information system or its information.
Examine risk assessment policy, security planning policy, procedures addressing organizational assessments of risk, security plan, or other relevant documents for the document in which risk assessment results are to be documented.  [security assessment report].
Examine security plan, a sample of risk assessment reports, or other relevant information system documents for evidence that the documentation is being used to document risk assessment results.
Examine risk assessment policy, security planning policy, procedures addressing organizational assessments of risk, security plan, or other relevant documents for the frequency in which risk assessment results are to be reviewed.  [at least every three years or when a significant change occurs].
Examine a sample of risk assessment reviews for evidence that risk assessment results are reviewed in accordance with the required frequency.  
Examine risk assessment policy, security planning policy, procedures addressing organizational assessments of risk, security plan, or other relevant documents for evidence that risk management results are disseminated to organization-defined personnel or roles.
Examine risk assessment policy, security planning policy, procedures addressing organizational assessments of risk, security plan, or other relevant documents for the frequency in which risk assessments are to be updated.  [at least every three years or when a significant change occurs].
Examine risk assessment policy, security planning policy, procedures addressing organizational assessments of risk, security plan, or other relevant documents for the types of significant changes and/or other conditions that require risk assessment updates for the information system or environment of operation in addition to the required frequency.  
Examine a sample of risk assessment updates for evidence that risk assessments are updated in accordance with the required frequency, with significant changes, and/or the other conditions specified.
[bookmark: _Toc389558227]RA-5
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents for the frequency for conducting vulnerability scans on the information system and hosted applications and/or; the process for conducting vulnerability scans on the information system and hosted applications.[Monthly Operating System (OS), monthly web applications, and monthly database vulnerability scans (and as needed)] .  
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents for the measures to be employed to scan for vulnerabilities in the information system and hosted applications in accordance with the required and/or the process for vulnerability scans.  
Examine a sample of vulnerability scan reports for the information system and hosted applications for evidence that the measures are being applied to conduct vulnerability scans in accordance with the required frequency.  
Examine a sample of vulnerability scan reports for the information system and hosted applications for evidence that the measures are being applied to conduct vulnerability scans in accordance with the process.  
Interview a sample of organizational personnel with vulnerability scanning responsibilities for the information system for further evidence that the measures are being applied to conduct vulnerability scans in accordance with the required frequency.  
Interview a sample of organizational personnel with vulnerability scanning responsibilities for the information system for further evidence that the measures are being applied to conduct vulnerability scans in accordance with the process.  
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents for the process to be employed to identify and report new vulnerabilities that may potentially affect organization systems/applications.  
Examine a sample of risk assessments, vulnerability identification reports, security control assessments, or other relevant documents resulting from the process for evidence that the process is being applied.  
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents for the measures to be employed to scan for vulnerabilities in the information system and hosted applications as a result of the process to identify and report new vulnerabilities potentially affecting the system/applications.  
Examine a sample of vulnerability scan reports resulting from the measures for the information system and hosted applications for evidence that the measures are being applied.  
Interview a sample of organizational personnel with vulnerability scanning responsibilities for the information systemfor further evidence that the measures are being applied.  
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, security plan, or other relevant documents for the vulnerability management process to be employed for the information system, and that parts of the process focus on enumerating platforms, software flaws, and improper configurations; formatting checklists and test procedures; and Measuring vulnerability impact.
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, security plan, vulnerability scanning tools and techniques documentation, or other relevant documents for the vulnerability scanning tools and techniques to be employed that use standards to facilitate interoperability among tools, and that automate parts of the vulnerability management process.  
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, security plan, or other relevant documents for the standards to be used by the tools and techniques to facilitate interoperability among the tools, and automate parts of the vulnerability management process.  
Examine security plan, information system design documentation, vulnerability scanning tools and techniques documentation, or other relevant documents for the  mechanisms and configuration settings to be employed by the tools and techniques to enforce the standards that facilitate interoperability among these tools, and that automate the parts of the vulnerability management process.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured to facilitate interoperability among the tools.  Examine documentation describing the current configuration settings for a sample of the  mechanisms that automate parts of the process for enumerating platforms, software flaws, and improper configurations for evidence that these mechanisms are configured as required.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms that automate parts of the process for formatting checklists and test procedures for evidence that these mechanisms are configured as required.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms that automate parts of the process for measuring vulnerability impact for evidence that these mechanisms are configured as required.  
Test a sample of the  mechanisms and their configuration settings that automate parts of the process for enumerating platforms, software flaws, and improper configurations; conducting  testing for evidence that these mechanisms are operating as intended.  
Test a sample of the  mechanisms and their configuration settings that automate parts of the process for formatting and making transparent checklists and test procedures; conducting testing for evidence that these mechanisms are operating as intended.  
Test a sample of the  mechanisms and their configuration settings that automate parts of the process for measuring vulnerability impact; conducting  testing for evidence that these mechanisms are operating as intended.  
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents for the measures to be employed to analyze vulnerability scan reports and results from security control assessments.  
Examine the measures to analyze a sample of vulnerability scan reports and results from security control assessments conducted for the information system or for evidence that the measures are being applied.  
Interview organizational personnel with vulnerability scanning and security control assessment responsibilities for the information systemfor further evidence that the measures are being applied to analyze vulnerability scan reports and results from security control assessments.  
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, risk assessment methodology, security plan, or other relevant documents for the risk designations to be assigned to all legitimate vulnerabilities as a result of an organizational assessment of risk.  Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, risk assessment methodology, security plan, or other relevant documents for the organization-defined response times assigned to the risk designations in order to remediate legitimate vulnerabilities assigned to these risk designations as a result of an organizational assessment of risk.  [high-risk vulnerabilities mitigated within thirty days from date of discovery; moderate-risk vulnerabilities mitigated within ninety days from date of discovery] 
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, risk assessment methodology, security plan, or other relevant documents for the measures to be employed to remediate legitimate vulnerabilities based on the risk designation and organization-defined response time that are assigned to each vulnerability as a result of an organizational assessment of risk.  
Examine a sample of risk assessments, vulnerability scan reports, security control assessments, and corresponding corrective/remediation actions for the information system for evidence that the measures are being applied.  
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, security plan, or other relevant documents for the organizational personnel designated to receive information obtained from the vulnerability scanning process and security control assessments.
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, security plan, or other relevant documents for the measures to be employed to share information obtained from the vulnerability scanning process and security control assessments with the organizational-defined personnel or roles personnel to help eliminate similar vulnerabilities in other information systems.
Examine a sample of reports, memos, emails, or other relevant documents communicating results obtained from the vulnerability scanning process and security control assessments to a sample of the organizational-defined personnel or roles for evidence that the measures are being applied.  
Interview a sample of organizational personnel with risk assessment and vulnerability scanning responsibilities and/or organizational personnelfor further evidence that the measures are being applied.
[bookmark: _Toc389558228]RA-5 (1)
Examine security plan, information system design documentation, vulnerability scanning tools and techniques documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed by the tools and techniques to readily update the list of information system vulnerabilities scanned.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558229]RA-5 (2)
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents for the frequency for updating the list of information system vulnerabilities to be scanned.
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents for the measures to be employed to update the list of information system vulnerabilities scanned in accordance with the required frequency or the process to identify and report new vulnerabilities.
Examine the list of vulnerabilities scanned and records of updates to vulnerabilities scanned for evidence that the measures are being applied.
[bookmark: _Toc389558230]RA-5 (3)
Examine vulnerability scanning procedures for the measures to be employed that can demonstrate a breadth of coverage that identifies the information system components scanned.  
Examine a sample of vulnerability scan reports for the information system for evidence that the procedures can demonstrate a breadth of coverage that identifies the information system components scanned.
Interview a sample of organizational personnel with vulnerability scanning responsibilities for the information system; conducting  discussions for further evidence that the vulnerability scanning procedures demonstrate a breadth of coverage that identifies the information system components scanned.
Examine vulnerability scanning procedures for the measures to be employed that can demonstrate a depth of coverage that identifies the vulnerabilities checked.
Examine a sample of vulnerability scan reports for the information system for evidence that the procedures demonstrate a depth of coverage that identifies the vulnerabilities checked.
Interview a sample of organizational personnel with vulnerability scanning responsibilities for the information system for further evidence that the vulnerability scanning procedures demonstrate a depth of coverage that identifies the vulnerabilities checked.
[bookmark: _Toc389558231]RA-5 (5)
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents, reviewing for the vulnerability scanning activities requiring authorized privileged access to organization-identified information system components.  
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents, reviewing for the information system components to which privileged access is to be authorized to perform the vulnerability scanning.  
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents, reviewing for the measures to be employed to include privileged access authorization to the organization-identified information system components.  
Examine access authorization records and authorization credentials associated with a sample of the organization-identified information system components, reviewing for evidence that the measures are being applied to provide privileged authorized access to these components.
[bookmark: _Toc389558232]RA-5 (6)
Examine security plan, information system design documentation, vulnerability scanning tools and techniques documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to compare the results of vulnerability scans over time to determine trends in information system vulnerabilities.
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.
Interview a sample of organizational personnel with vulnerability scanning responsibilities for the information system for further evidence that the mechanisms and configurations are being applied to compare the results of vulnerability scans over time to determine trends in information system vulnerabilities.
Test a sample of the automated mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.
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Examine if the procedures that governs vulnerability scanning adequately facilitates quick and preferably automated analysis of the vulnerability scan results and sharing of the analysis with all relevant groups - specifically the group(s) tasked with review of historic audit logs.
Interview the individual/group(s) tasked with performing the review of historic audit logs to ascertain processes identified in the relevant procedures are working as intended with the desired outcome.
[bookmark: _Toc389558234][bookmark: _Toc389657355]System and Services Acquisition (SA)
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Examine information security program documentation for the organization system and services acquisition policy and that the system and services acquisition policy is reviewed and updated at least every three years.
Examine organization system and services acquisition policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
 Examine information system program documentation for procedures that facilitate the implementation of the system and services acquisition policy and procedures are reviewed and updated at least annually.
Examine organization system and services acquisition policy and procedures, or other relevant documents for the organization elements having associated system and services acquisition roles and responsibilities and to which the system and services acquisition policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the system and services acquisition policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization system and services acquisition procedures.  
Examine organization system and services acquisition procedures for evidence that the procedures facilitate implementation of the system and services acquisition  policy and associated system and services acquisition  controls.  
Examine organization system and services acquisition policy and procedures, or other relevant documents for the organization elements having associated system and services acquisition  roles and responsibilities and to which the system and services acquisition  procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the system and services acquisition  policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558236]SA-2
Examine system and services acquisition policy, procedures addressing the integration of information security requirements and/or security specifications into the acquisition process, system development life cycle methodology, security requirements and specifications documentation, information system design documentation, security plan, or other relevant documents for the information security requirements for the information system.  
Examine system and services acquisition policy, procedures addressing the allocation of resources to information security requirements, security plan, or other relevant documents for the measures to be employed to include a determination of the information security requirements for the information system in mission/business process planning.  
Examine organizational capital programming and budgeting documentation supporting capital planning and investment requests for the information system for evidence that the measures are being applied.  
Examine system and services acquisition policy, procedures addressing the capital planning and investment control process, procedures addressing the allocation of resources to information security requirements, security plan, or other relevant documents for the measures to be employed to determine, document, and allocate the resources required to protect the information system.  
Examine organizational capital programming and budgeting documentation supporting capital planning and investment requests for the information system for evidence that the measures are being applied.  
Interview a sample of organizational personnel with capital planning and investment responsibilities for the information system for further evidence that the measures are being applied.  
Examine organizational capital programming and budgeting documentation supporting capital planning and investment requests for the information system for a discrete line item for information security considerations.
[bookmark: _Toc389558237]SA-3
Examine information system engineering documentation for the organization-defined system development life cycle methodology.  
Examine system development life cycle methodology for evidence that the methodology includes information security considerations.  
Interview a sample of organizational personnel with information security and system development life cycle responsibilities; conducting  discussions for evidence that the methodology is being applied to manage the information system.  
Examine system and services acquisition policy, procedures addressing the integration of information security into the system development life cycle process, system development life cycle methodology documentation, security plan, or other relevant documents for the information system security roles and responsibilities throughout the system development life cycle.  Examine system and services acquisition policy, procedures addressing the integration of information security into the system development life cycle process, system development life cycle methodology documentation, security plan, or other relevant documents for the individuals (identified by name and/or by role) with information system security roles and responsibilities.  
Examine system and services acquisition policy, procedures addressing the integration of information security into the system development life cycle process, system development life cycle methodology documentation, security plan, or other relevant documents for evidence that the organization information security risk management process is integrated with system development lifecycle activities.
Interview a sample of organizational personnel with information security and system development life cycle responsibilitiesfor further evidence that the organization information security risk management process is integrated with system development lifecycle activities.
[bookmark: _Toc389558238]SA-4
Examine system and services acquisition policy, risk assessment policy, procedures addressing the integration of information security requirements and/or security specifications into the acquisition process, security plan, or other relevant documents for the risk assessment measures, applicable federal laws, Executive Orders, directives, policies, regulations, and standards, guidelines and organizational mission/business needs to be employed to include the following requirements, descriptions, and criteria, explicitly or by reference, in information system acquisition contracts: security functional requirements, security strength requirements, security assurance requirements, security-related documentation requirements, requirements for protecting security-related documentation, description of the information system development environment and environment in which the system is intended to operate; and acceptance criteria.  
Examine a sample of acquisition contracts and associated risk assessments for information system services for evidence that the measures are being applied to include security functional requirements, security strength requirements, security assurance requirements, security-related documentation requirements, requirements for protecting security-related documentation, description of the information system development environment and environment in which the system is intended to operate; and acceptance criteria, explicitly or by reference, in information system acquisition contracts.  
Examine a sample of acquisition contracts and associated risk assessments for information system services for evidence that the measures are being applied to include security-related documentation requirements, explicitly or by reference, in information system acquisition contracts.  Interview a sample of organizational personnel with information system security, acquisition, and contracting responsibilitiesfor further evidence that the measures are being applied to include security functional requirements, security strength requirements, security assurance requirements, security-related documentation requirements, requirements for protecting security-related documentation, description of the information system development environment and environment in which the system is intended to operate; and acceptance criteria, explicitly or by reference, in information system acquisition contracts.  
Interview a sample of organizational personnel with information system security, acquisition, and contracting responsibilitiesfor further evidence that the measures are being applied to include security functional requirements, security strength requirements, security assurance requirements, security-related documentation requirements, requirements for protecting security-related documentation, description of the information system development environment and environment in which the system is intended to operate; and acceptance criteria, explicitly or by reference, in information system acquisition contracts.  
[bookmark: _Toc389558239]SA-4 (1)
Examine system and services acquisition policy, procedures addressing the integration of information security requirements and/or security specifications into the acquisition process, solicitation documentation, acquisition documentation, acquisition contracts for evidence that the organization requires the developer of the information system, system component, or information system service to provide a description of the functional properties of the security controls to be employed.
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Examine the documents and artifacts of the development process for evidence that the documentation defines required level of detail developers are to provide in design and implementation of information for the security controls to be employed in the information system, system component, or information system service;  requirements for information system design and development includes: security relevant system interfaces, high-level design, low-level design, source code or hardware schematics, and organization defined design/implementation information; plans for development of security controls; test plans for development of security controls; training for organizational design and development staff; compliance with organizational policies and guidance on design and development of information security controls.
Interview organizational design and development personnel responsible for  development process for evidence that the documentation defines required level of detail developers are to provide in design and implementation of information for the security controls to be employed in the information system, system component, or information system service;  requirements for information system design and development includes: security relevant system interfaces, high-level design, low-level design, source code or hardware schematics, and organization defined design/implementation information; plans for development of security controls; test plans for development of security controls; training for organizational design and development staff; compliance with organizational policies and guidance on design and development of information security controls.
Interview organizational design and development personnel with information system security, acquisition, and design and development responsibilities to determine awareness and use of organizational design and development requirements for security controls.
[bookmark: _Toc389558241]SA-4 (8)
Examine system and services acquisition policies including procedures addressing developer continuous monitoring plans, procedures addressing the integration of information security requirements, descriptions, and criteria used within the acquisition process.  In addition, acquisition contracts for the information system, system component, or information system service, acquisition documentation, solicitation documentation, service level agreements and other relevant documents or records to determine that they contain a sufficient level of detail to support FedRAMP continuous monitoring requirements.
Interview personnel responsible for system and services acquisition recommendations to ensure security compliance, ability to meet applicable organizational defined values, and continuous monitoring capabilities are considered and evaluated in system and services acquisition recommendations.
[bookmark: _Toc389558242]SA-4 (9)
Examine system and services acquisition policies, including procedures addressing developer continuous monitoring plans; procedures addressing the integration of information security requirements, descriptions, and criteria into the acquisition process.  In addition, examine developer continuous monitoring plans, security assessment plans, acquisition contracts for the information system, system component, or information system service; acquisition documentation, solicitation documentation, service level agreements, other relevant documents or records.
Examine the information system list of required functions, ports, protocols, and other services.
Interview personnel responsible for system and services configure and prohibit the use of unapproved functions, ports, protocols, and services for components within the system boundary.
[bookmark: _Toc389558243]SA-4 (10)
Examine acquisition and procurement policies for evidence that the policy addresses requirements for use of FIPS 201-approved products; review of FIPS 201-approved products lists to maintain alignment with company policies; requirements for review or audit of implemented PIV products to ensure ongoing alignment with FIPS 201-approved products; coordination among organizational entities with responsibilities for acquisition or procurement of PIV products; configuration management of PIV products; and compliance with organizational policies.
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Examine system and services acquisition policy, procedures addressing information system documentation, solicitation documentation, acquisition documentation, acquisition contracts for information system services, security plan, or other relevant documents for the measures to be employed to obtain administrator documentation for the information system that describes: secure configuration, installation, and operation of the system, component, or service; effective use and maintenance of security functions/mechanisms; and known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions.
Examine a sample of administrator documentation for the information system for evidence that the measures are being applied to obtain administrator documentation for the information system that describes secure configuration, installation, and operation of the system, component, or service; effective use and maintenance of security functions/mechanisms; and known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions.
Examine system and services acquisition policy, procedures addressing information system documentation, solicitation documentation, acquisition documentation, acquisition contracts for information system services, security plan, or other relevant documents for the measures to be employed to obtain user documentation for the information system that describes: user-accessible security functions/mechanisms and how to effectively use those security functions/mechanisms; methods for user interaction, which enables individuals to use the system, component, or service in a more secure manner; and user responsibilities in maintaining the security of the system, component, or service.
Examine a sample of administrator documentation for the information system for evidence that the measures are being applied to obtain administrator documentation for the information system that describes user-accessible security functions/mechanisms and how to effectively use those security functions/mechanisms; methods for user interaction, which enables individuals to use the system, component, or service in a more secure manner; and user responsibilities in maintaining the security of the system, component, or service.
Examine system and services acquisition policy, procedures addressing information system documentation, solicitation documentation, acquisition documentation, acquisition contracts for information system services, security plan, or other relevant documents for organization-defined actions in response to attempts to obtain information system, system component, or information system service documentation when such documentation is either unavailable or nonexistent.
Examine a sample of records documenting attempts to obtain unavailable or nonexistent information system documentation for evidence that the measures are being applied.  
Examine system and services acquisition policy, procedures addressing information system documentation, solicitation documentation, acquisition documentation, acquisition contracts for information system services, security plan, or other relevant documents for the measures to be employed to protect documentation for the information system.
Examine access control policy, physical access control policy, security planning policy, procedures addressing information system documentation, security plan, or other relevant documents for the organization-defined personnel or roles to whom documentation for the information system is to be distributed.
Interview a sample of organizational personnel with responsibilities for protecting documentation for the information systemfor further evidence that the measures are being applied to protect documentation for the information system.
Interview a sample of the authorized personnelfor evidence that documentation for the information system is made available to these individuals.
Examine system and services acquisition policy, procedures addressing information system documentation, security plan, or other relevant documents for the measures to be employed to document attempts to obtain information system documentation when such documentation is either unavailable or nonexistent.
Interview a sample of organizational personnel with information system documentation responsibilities; conducting  discussions for further evidence that the measures are being applied.
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Examine system and services acquisition policy, procedures addressing security engineering principles used in the development and implementation of the information system, system development life cycle methodology, security plan, or other relevant documents for the information system security engineering principles to be applied in the specification of the information system.  
Examine system and services acquisition policy, procedures addressing security engineering principles used in the development and implementation of the information system, system development life cycle methodology, security plan, or other relevant documents for the measures to be employed to apply the information system security engineering principles during the specification of the information system.  
Examine a sample of acquisition contracts, security requirements and specifications documentation, or other relevant documents for the information system for evidence that the measures are being applied.  
Interview a sample of organizational personnel with information system design, development, implementation, and/or modification responsibilities for further evidence that the measures are being applied.  
Examine system and services acquisition policy, procedures addressing security engineering principles used in the development and implementation of the information system, system development life cycle methodology, security plan, or other relevant documents for the information system security engineering principles to be applied in the design of the information system.  
Examine system and services acquisition policy, procedures addressing security engineering principles used in the development and implementation of the information system, system development life cycle methodology, security plan, or other relevant documents for the measures to be employed to apply the information system security engineering principles during the design of the information system.  
Examine a sample of acquisition contracts, information system design documentation, or other relevant documents for the information system for evidence that the measures are being applied.  
Interview a sample of organizational personnel with information system design, development, implementation, and/or modification responsibilities for further evidence that the measures are being applied.  
Examine system and services acquisition policy, procedures addressing security engineering principles used in the development and implementation of the information system, system development life cycle methodology, security plan, or other relevant documents for the information system security engineering principles to be applied in the development of the information system.  
Examine system and services acquisition policy, procedures addressing security engineering principles used in the development and implementation of the information system, system development life cycle methodology, security plan, or other relevant documents for the measures to be employed to apply the information system security engineering principles during the development of the information system.  
Examine a sample of acquisition contracts, information system test and development documentation, or other relevant documents for the information system for evidence that the measures are being applied.  
Interview a sample of organizational personnel with information system design, development, implementation, and/or modification responsibilities for further evidence that the measures are being applied.  
Examine system and services acquisition policy, procedures addressing security engineering principles used in the development and implementation of the information system, system development life cycle methodology, security plan, or other relevant documents for the information system security engineering principles to be applied in the implementation of the information system.  
Examine system and services acquisition policy, procedures addressing security engineering principles used in the development and implementation of the information system, system development life cycle methodology, security plan, or other relevant documents for the measures to be employed to apply the information system security engineering principles during the implementation of the information system.  
Examine a sample of acquisition contracts, information system implementation documentation, or other relevant documents for the information system for evidence that the measures are being applied.
Note to assessor:  Examples of information system implementation documentation may include system administrator manuals, user manuals, installation manuals, configuration manuals, operations manuals, and training manuals.
Interview a sample of organizational personnel with information system design, development, implementation, and/or modification responsibilities for further evidence that the measures are being applied.  
Examine system and services acquisition policy, procedures addressing security engineering principles used in the development and implementation of the information system, system development life cycle methodology, security plan, or other relevant documents for the information system security engineering principles to be applied in the modification of the information system.  
Examine system and services acquisition policy, procedures addressing security engineering principles used in the development and implementation of the information system, system development life cycle methodology, security plan, or other relevant documents for the measures to be employed to apply the information system security engineering principles during the modification of the information system.  
Examine a sample of acquisition contracts, change control documentation, system maintenance documentation, or other relevant documents for the information system for evidence that the measures are being applied.  
Interview a sample of organizational personnel with information system design, development, implementation, and/or modification responsibilities for further evidence that the measures are being applied.  
[bookmark: _Toc389558246]SA-9
Examine system and services acquisition policy, procedures addressing external information system services, acquisition contracts, service level agreements, security plan, or other relevant documents for the requirement that providers of external information system services comply with organizational information security requirements.  
Examine system and services acquisition policy, procedures addressing external information system services, acquisition contracts, service level agreements, security plan, or other relevant documents for the requirement that providers of external information system services employ organization-defined security controls in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance.  
Examine system and services acquisition policy, procedures addressing external information system services, acquisition contracts, service level agreements, security plan, or other relevant documents for the government oversight provisions, and user roles and responsibilities, with regard to external information system services.  
Examine system and services acquisition policy, procedures addressing external information system services, security plan, or other relevant documents for the measures to employ organization-defined processes, methods, and techniques to monitor security control compliance by external service providers on an ongoing basis.
Examine a sample of security control assessment evidence from external providers of information system services, or other relevant documents for evidence that the measures are being applied.  
Interview external providers of information system services and/or a sample of organizational personnel with responsibilities for monitoring security control compliance by external service providersfor further evidence that the measures are being applied.  
[bookmark: _Toc389558247]SA-9 (1)
Examine system and services acquisition policy, risk assessment policy, procedures addressing the integration of information security requirements and/or security specifications into the acquisition process, solicitation documentation, acquisition contracts for information system services, security plan, or other relevant documents for the measures to be employed to conduct an organizational assessment of risk prior to the acquisition or outsourcing of dedicated information security services.  The service provider documents all existing outsourced security services and conducts a risk assessment of future outsourced security services.  Future, planned outsourced services are approved and accepted by the JAB.  
Examine a sample of organizational risk assessment reports for evidence that the measures are being applied.  
Interview a sample of organizational personnel with information system security, acquisition, and contracting responsibilitiesfor further evidence that the measures are being applied.  
Examine system and services acquisition policy, procedures addressing the integration of information security requirements and/or security specifications into the acquisition process, security plan, or other relevant documents for the senior organizational official designated to approve the acquisition or outsourcing of dedicated information security services.  The acquisition or outsourcing of dedicated information security services is approved by the JAB.  
Examine a sample of acquisition contracts or other relevant acquisition-related documentation for information system services for evidence that the senior organizational official approves the acquisition or outsourcing of dedicated information security services.  
[bookmark: _Toc389558248]SA-9 (2)
Examine agreements and documentation for organization-defined external information system services to identify the functions, ports, protocols, and other services required for the use of such services.
[bookmark: _Toc389558249]SA-9 (4)
Examine system and services acquisition policies including procedures addressing external information system services, acquisition contracts for the information system, system component, or information system service, solicitation documentation, acquisition documentation, service level agreements, and service level agreements.  In addition, examine organizational security requirements/safeguards for external service providers, personnel security policies for external service providers, assessments performed on external service providers, other relevant documents or records to ensure they reflect the organization’s interests.
Interview personnel responsible for external system and services acquisition to verify their recommendations include criteria to determine external service providers’ consistency with organizational interests.
Interview personnel with purchasing, contracting, and acquisition responsibilities ensure criteria to determine external service providers’ consistency with organizational interests are specified, communicated to vendors during the proposal process, and evaluated in external system and services proposals and acquisition award.
[bookmark: _Toc389558250]SA-9 (5)
Examine system and services acquisition policy; procedures addressing external information system services; acquisition contracts for the information system, system component, or information system service;  solicitation documentation; acquisition documentation; service level agreements; restricted locations for information processing; information/data and/or information system services; information processing, information/data, and/or information system services to be maintained in restricted locations; organizational security requirements or conditions for external providers; other relevant documents or records location to ensure location restrictions are defined.
Examine the external information system definition of information processing, information/data, and/or information system services to ensure location restrictions are defined.  
Examine if external information systems policies adequately address and comply with the organizational policies and definitions of location restrictions for information processing, information/data, and/or information system services and associated requirements and conditions, including location requirements of the information system and information system data.
Examine artifacts that demonstrate the ability to isolate and contain the information system and specific information system data to facilitate incident response activities, forensic activities, facility inspection, and/or transition to new external information system provider.
Interview personnel responsible for external system and services acquisition to verify their recommendations meet criteria defined for information processing, information/data, and/or information system services, service level agreements and associated requirements and conditions including location restrictions.
[bookmark: _Toc389558251]SA-10
Examine system and services acquisition policy, procedures, acquisition contracts, service level agreements, configuration management plan, security plan, or other relevant documents for the requirement that developers perform configuration management during system, component, or service: design, development, implementation, and operation.  Examine system and services acquisition policy, procedures, acquisition contracts, service level agreements, configuration management plan, security plan, or other relevant documents for the requirement that developers document, manage, and control the integrity of changes to organization-defined configuration items under configuration management.  
Examine system and services acquisition policy, procedures addressing information system developer/integrator configuration management, acquisition contracts, service level agreements, configuration management plan, security plan, or other relevant documents for the requirement that information system developers/integrators implement only organization-approved changes to the system, component, or service.  
Examine system and services acquisition policy, procedures addressing information system developer/integrator configuration management, acquisition contracts, service level agreements, configuration management plan, security plan, or other relevant documents for the requirement that developers document approved changes to the system, component, or service and the potential security impacts of such changes.
Examine system and services acquisition policy, procedures, acquisition contracts, service level agreements, configuration management plan, security plan, or other relevant documents for the requirement that developers track security flaws and flaw resolution within the system, component, or service and report findings to organization-defined personnel.
Interview a sample of organizational personnel with information system security, acquisition, and contracting responsibilitiesfor further evidence that developers perform configuration management during system, component, or service: design, development, implementation, and operation.
[bookmark: _Toc389558252]SA-10 (1)
Examine organization information security program documentation for the organization’s configuration management policy.  Documentation may include solicitation documentation, acquisition documentation, service level agreements, acquisition contracts for the information system/component/service; system developer configuration management plans, software and firmware integrity verification records, system change authorization records, change control records, configuration management audit reports and records, and other relevant documents or records.
Examine configuration management policy for evidence that the policy addresses integrity verification of software components, integrity verification of firmware components, unauthorized changes to software and firmware, counterfeiting of software and firmware component, and inclusion of updates to delivered software and firmware components.
Examine artifacts demonstrating that approved checksums, hash algorithms, or other technical integrity checks were employed when applicable.
Examine software and firmware repository to ensure check-in procedures were consistently executed and enforced, Verify repository archive for versioning capabilities allowing for version roll-back, if required.
Interview a sample of key organizational personnel within the organization elements conducting discussions for evidence that the configuration management policy and procedures were disseminated to the organizational elements.  
Interview selected configuration management, system administration, or other appropriate personnel to determine use of procedures to ensure integrity verification of software and firmware components.
[bookmark: _Toc389558253]SA-11
Examine system and services acquisition policy, procedures, solicitation documentation, acquisition contracts, service level agreements, security plan, or other relevant documents for the requirement that developers of the information system, system component, or information system service: create and implement a security assessment plan; perform [selection (one or more): unit; integration; system; regression] testing/evaluation at [assignment: organization-defined depth and coverage]; produce evidence of the execution of the security assessment plan and the results of the security testing/evaluation; implement a verifiable flaw remediation process; and correct flaws identified during security testing/evaluation.
Examine system development artifacts to ensure that there is a security assessment plan; that developers perform organizationally defined testing at the required depth; that there is evidence that the security assessment plan is executed and there are security test results; there is a flaw remediation process; and evidence that flaws discovered during the security testing and evaluation have been corrected.  .  
Interview a sample of organizational personnel with developer security testing responsibilitiesfor further evidence that developers and/or integrators work with security personnel to perform security testing.
[bookmark: _Toc389558254]SA-11 (1)
Examine system and services acquisition policy, procedures, solicitation documentation, acquisition contracts, service level agreements, security plan, or other relevant documents for the requirement the developer of the information system, system component, or information system service employs static code analysis tools to identify common flaws and document the results of the analysis.
The service provider documents in the Continuous Monitoring Plan, how newly developed code for the information system is reviewed.  
Interview a sample of organizational personnel with developer security testing responsibilitiesfor further evidence that developers and/or integrators work with security personnel to use code analysis tools to examine software for common flaws and document the results.
[bookmark: _Toc389558255]SA-11 (2)
Examine threat and vulnerabilities and testing/evaluation policy for evidence that the policy addresses security test plans for software and firmware components; security testing of software and firmware components; records of security testing results; vulnerability scanning results; risk assessment reports; threat and vulnerability analysis reports; and compliance.
Interview organizational personnel with information system security, configuration management, development, system administration, or other appropriate organizational personnel with security testing responsibilities to ensure they  perform threat and vulnerability analyses and subsequent remediation, re-testing/evaluation of the as-built, system component, or service.
[bookmark: _Toc389558256]SA-11 (8)
Examine system and services acquisition policy, procedures, solicitation documentation, acquisition contracts, service level agreements, security plan, or other relevant documents for evidence that the organization requires that  the developer of the information system, system component, or information system service employ dynamic code analysis tools to identify common flaws.
Examine system and services acquisition policy, procedures, solicitation documentation, acquisition contracts, service level agreements, security plan, or other relevant documents for evidence that the organization requires that the developer of the information system, system component, or information system service document the results of the dynamic code analysis.
Interview a sample of organizational personnel with developer security testing responsibilitiesfor further evidence that developers and/or integrators work with security personnel to use dynamic code analysis tools to examine software for common flaws and document the results.
[bookmark: _Toc389558257][bookmark: _Toc389657356]System and Communications Protection (SC)
[bookmark: _Toc389558258]SC-1
Examine information security program documentation for the organization system and communication protection policy and that the system and communication protection policy is reviewed and updated at least every three years.
Examine organization system and communication protection policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
Examine information system program documentation for procedures that facilitate the implementation of the system and communication protection policy and procedures are reviewed and updated at least annually.
Examine organization system and communication protection policy and procedures, or other relevant documents for the organization elements having associated system and communication protection roles and responsibilities and to which the system and communication protection policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the system and communication protection policy was disseminated to the organizational elements.  
Examine organization system and communication protection procedures for evidence that the procedures facilitate implementation of the system and communication protection policy and associated system and communication protection controls.  
Examine organization system and communication protection policy and procedures, or other relevant documents for the organization elements having associated system and communication protection roles and responsibilities and to which the system and communication protection procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the system and communication protection  policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558259]SC-2
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to separate user functionality (including user interface services) from information system management functionality.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended."
[bookmark: _Toc389558260]SC-4
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to prevent unauthorized and unintended information transfer via shared system resources.  
Examine documentation describing the current configuration settings for a sample of the automated mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558261]SC-5
Examine system and communications protection policy, procedures addressing denial of service protection, security plan, or other relevant documents for the types of denial of service attacks (or references to sources of current denial of service attacks) that can be addressed by the information system.  [The service provider defines a list of types of denial of service attacks (including but not limited to flooding attacks and software/logic attacks) or provides a reference to source for current list.] 
Examine security plan, information system design documentation, or other relevant documents for the safeguards to be employed to protect against or limit the effects of the denial of service attacks.  
Examine documentation describing the safeguards for evidence that these mechanisms are configured as required.  
Test a sample of the safeguards; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558262]SC-6
Examine security plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings to be employed to protect the availability of resources by allocating organization-defined resources by priority or quota; using organization-defined security safeguards.
Examine documentation describing the current configuration settings for a sample of the safeguards for evidence that these mechanisms are configured as required.  
Test a sample of the safeguards; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558263]SC-7
Examine security plan, information system design documentation, information system architecture documentation, or other relevant documents for the external boundary and key internal boundaries of the information system.  
Examine security plan, information system design documentation, information system architecture documentation, or other relevant documents for the safeguards and configuration settings to be employed to monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required.  
Interview a sample of organizational personnel with boundary protection responsibilities for the information systemfor further evidence the measures are being employed.  
Test a sample of the safeguards and configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
Examine security plan, information system design documentation, information system architecture documentation, or other relevant documents for evidence that the information system implements subnetworks for publicly accessible system components that are physically or  logically separated from internal organizational networks
Examine organization security architecture documentation for the organization security architecture.  
Examine security plan, information system design documentation, information system architecture documentation, or other relevant documents for the boundary protection devices and their configuration settings to be employed to connect the information system to external networks or information systems only through managed interfaces consisting of these devices arranged in accordance with the organizational security architecture.  
Examine documentation describing the current configuration settings for a sample of the boundary protection devices for evidence that these devices are configured as required 
Test a sample of the boundary protection devices and their configuration settings; conducting testing for evidence that these devices are operating as intended.
[bookmark: _Toc389558264]SC-7 (3)
Examine security plan, information system design documentation, information system architecture documentation, security plan, or other relevant documents for the measures to be employed to limit the number of access points to the information system to allow for more comprehensive monitoring of inbound and outbound communications and network traffic.  
Examine the measures (boundary protection devices) deployed to limit the number of access points to the information system or [observing] for evidence that the measures are being applied.  
Interview a sample of organizational personnel with responsibilities for managing boundary protection devices for the information system; conducting  discussions for evidence that the measures are being applied.  
[bookmark: _Toc389558265]SC-7 (4)
Examine system and communications protection policy, traffic flow policy, procedures addressing boundary protection, security plan, or other relevant documents for the evidence that the organization has implemented a managed interface for each internal telecommunication service.
Examine information security documentation for a traffic policy for each managed interface.  
Examine system and communications protection policy, traffic flow policy, procedures addressing boundary protection, security plan, or other relevant documents for the measures to be employed to document each exception to the traffic flow policy with a supporting mission/business need and duration of that need.  
Examine system and communications protection policy, traffic flow policy, procedures addressing boundary protection, security plan, or other relevant documents for the measures to be employed to review at an organization-defined frequency [at least annually] and remove traffic flow policy exceptions that are no longer supported by an explicit mission/business need.  
Examine system and communications protection policy, procedures addressing boundary protection, security plan, or other relevant documents for the security controls to be employed as needed to protect the confidentiality and integrity of the information being transmitted.  
Examine the security controls employed to protect the confidentiality and integrity of the information being transmitted or for evidence that the security controls are being employed as needed.  
Examine a sample of traffic flow policy exceptions for evidence that the measures are being applied.  
Examine system and communications protection policy, traffic flow policy, procedures addressing boundary protection, security plan, or other relevant documents for the measures to be employed to review exceptions to the traffic flow policy in accordance with the required frequency.  
Examine reviews for a sample of traffic flow policy exceptions for evidence that the measures are being applied.  
Interview a sample of organizational personnel responsible for reviewing exceptions to the traffic flow policyfor further evidence that the measures are being applied.  
Examine traffic flow policy exceptions identified as no longer supported by an explicit mission/business need for evidence that the measures are being applied to identify traffic flow policy exceptions that are no longer supported by an explicit mission/business need.  Examine changes to traffic flow policy configurations resulting from the removal of a sample of traffic flow policy exceptions for evidence that the measures identified are being applied to remove the traffic flow policy exceptions that are no longer supported by an explicit mission/business need.  
Test a sample of the boundary protection devices and their configuration settings for traffic flow; conducting testing for evidence that the traffic flow is operating as intended.
[bookmark: _Toc389558266]SC-7 (6)
Examine security plan, information system design documentation, information system architecture documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed, at managed interfaces, to deny network traffic by default.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
Examine security plan, information system design documentation, information system architecture documentation, or other relevant documents for the mechanisms and their configuration settings to be employed, at managed interfaces, to allow network traffic by exception.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558267]SC-7 (7)
Examine security plan, information system design documentation, information system architecture documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to prevent remote devices that have established a non-remote connection with the system from communicating outside of that communications path with resources in external networks.  
Examine documentation describing the current configuration settings for a sample of the automated mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the automated mechanisms and their configuration settings; conducting  testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558268]SC-7 (8)
Examine system and communications protection policy, procedures addressing boundary protection, security plan, or other relevant documents for the internal communications traffic to be routed to external networks.  
Examine system and communications protection policy, procedures addressing boundary protection, security plan, or other relevant documents for the external networks to which the internal communications traffic should be routed.  
Examine security plan, information system design documentation, information system architecture documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to route internal communications traffic to external networks through authenticated proxy servers within the managed interfaces of boundary protection devices.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558269]SC-7 (12)
Examine security plan, information system design documentation, information system architecture documentation, or other relevant documents for the organization-defined host-based boundary protection mechanisms and their configuration settings to be employed to implement host-based boundary protection mechanisms at organization-defined information system components.
Examine documentation describing the current configuration settings for a sample of the organization-defined host-based boundary protection mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the organization-defined host-based boundary protection mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558270]SC-7 (13)
Examine system and communications protection policy, procedures addressing boundary protection, security plan, or other relevant documents for the key information security tools, mechanisms, and support components to be isolated from other internal information system components.  
Examine system and communication protection policy, procedures addressing boundary protection, security plan, or other relevant documents for the measures to be employed to isolate the key information security tools, mechanisms, and support components from other internal information system components via physically separate subnets with managed interfaces to other portions of the system.  
Examine the measures employed to isolate a sample of the security tools, mechanisms, and support components for evidence that the measures are being applied to isolate security tools, mechanisms, and support components from other internal information system components via physically separate subnets with managed interfaces to other portions of the system.  
[bookmark: _Toc389558271]SC-7 (18)
Examine security plan, information system design documentation, information system architecture documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to fail the information system securely in the event of an operational failure of a boundary protection device.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558272]SC-8
Examine security plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings to be employed to protect the confidentiality and integrity of transmitted information.  
Examine documentation describing the current configuration settings for a sample of the safeguards for evidence that these mechanisms are configured as required.  
Test a sample of the safeguards and their configuration settings; conducting  testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558273]SC-8 (1)
Examine security plan, information system design documentation, or other relevant documents for the cryptographic mechanisms to prevent unauthorized disclosure of information and /or detect changes to information during transmission unless otherwise protected by organization-defined alternative physical measures.  Examine documentation describing the current configuration settings for a sample of the cryptographic mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the cryptographic mechanisms and their configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558274]SC-10
Examine system and communications protection policy, procedures addressing network disconnect, security plan, or other relevant documents for the time period of inactivity before the information system terminates a network connection associated with a communications session.  After 30 minutes for all RAS based sessions.  30-60 minutes for non-interactive users.  Long running batch jobs and other operations are not subject to this time limit] of inactivity.  
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to terminate a network connection associated with a communications session at the end of the session or after the specified time period of inactivity.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558275]SC-12
Examine system and communications protection policy, procedures addressing cryptographic key management and establishment, security plan, information system design documentation, or other relevant documents for the measures to be employed for establishing and managing cryptographic keys for required cryptography employed within the information system in accordance with organization-defined requirements for key generation, distribution, storage, access, and destruction.
Note to assessor: Cryptographic key establishment and management can be performed using manual procedures or  mechanisms with supporting manual procedures.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required 
Examine records resulting from the measures employed to establish and manage cryptographic keys for required cryptography used within the information system for evidence that the measures are being applied.  
Interview a sample of organizational personnel with responsibilities for cryptographic key establishment or managementfor further evidence that the measures are being applied.  
Test a sample of the key-management mechanisms and configuration settings; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558276]SC-12 (2)
Examine system and communications protection policy, procedures addressing cryptographic key management, establishment, and recovery, security plan, or other relevant documents for the key management technology and processes (NIST-approved) to be employed.  
Examine system and communications protection policy, procedures addressing cryptographic key management, establishment, and recovery, security plan, information system design documentation, or other relevant documents for the measures (including automated mechanisms and their configuration settings) to be employed to produce, control, and distribute symmetric cryptographic keys using the key management technology and processes.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Examine change control records, information system audit records, information system monitoring records, or other relevant records resulting from the processes employed to produce, control, and distribute symmetric cryptographic keys for evidence that the measures are being applied using the key management technology and processes.  
Interview a sample of organizational personnel with responsibilities for cryptographic key establishment or management for further evidence the measures are being employed.  
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558277]SC-12 (3)
Examine system and communications protection policy, procedures addressing cryptographic key management, establishment, and recovery, security plan, information system design documentation, or other relevant documents to identify the method (NSA approved; PKI class 3 certs or prepositioned key; or PKI class 3/4 certs and hardware tokens)  to protect the user's private key.  
Interview a sample of organizational personnel with responsibilities for cryptographic key establishment or managementfor further evidence the method and associated processes are operating as intended.
[bookmark: _Toc389558278]SC-13
Examine security plan, information system design documentation, or other relevant documents for the organization-defined (FIPS-validated or NSA-approved) cryptographic uses and type of cryptography required for each use in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, and standards.
Examine documentation describing the current configuration settings for a sample of the cryptographic modules for evidence that these modules are configured as required.  
[bookmark: _Toc389558279]SC-15
Examine system and communications protection policy, access control policy, procedures addressing collaborative computing, security plan, or other relevant documents for the exceptions to the prohibiting of collaborative computing devices where remote activation is to be allowed.  
The information system provides disablement (instead of physical disconnect) of collaborative computing devices in a manner that supports ease of use.  
Examine security plan, information system design documentation, or other relevant documents for the mechanisms and their configuration settings to be employed to prohibit remote activation of collaborative computing devices, excluding the exceptions where remote activation is to be allowed.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended to prohibit remote activation of collaborative computing devices, excluding the where remote activation is to be allowed.  
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to provide an explicit indication of use to users physically present at the devices.  
Examine documentation describing the current configuration settings for a sample of the automated mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the automated mechanisms and their configuration settings; conducting  testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558280]SC-17
Examine information security documentation for a certificate policy for issuing public key certificates.  
The service provider defines the public key infrastructure certificate policy.  The certificate policy is approved and accepted by the JAB.  
Examine certificate policy or a certificate policy from an approved service provider for the measures to be employed to issue or obtain public key certificates.  
Examine the process for issuing or obtaining public key certificates for evidence that the measures are being applied to issue public key certificates under the certificate policy or obtain public key certificates under the appropriate certificate policy from an approved service provider.  
Interview a sample of organizational personnel responsible for issuing or obtaining public key infrastructure certificates for further evidence that the measures are being applied to issue or obtain public key certificates.  
[bookmark: _Toc389558281]SC-18
Examine system and communications protection policy, mobile code implementation policy, procedures addressing mobile code, security plan, or other relevant documents for acceptable and unacceptable mobile code and mobile code technologies.  
Examine system and communications protection policy, mobile code implementation policy, procedures addressing mobile code, security plan, or other relevant documents for the usage restrictions and implementation guidance established for the acceptable mobile code and mobile code technologies.  
Examine system and communications protection policy, mobile code implementation policy, procedures addressing mobile code, security plan, or other relevant documents for the measures (including automated mechanisms and their configuration settings) to be employed to authorize, monitor, and control the use of mobile code within the information system.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Examine authorization records for a sample of mobile code within the information system for evidence that the measures are being applied.  
Examine a sample of mobile code monitoring records for evidence that the measures are being applied.  
Interview a sample of organizational personnel with mobile code authorization, monitoring, and control responsibilities for further evidence that the measures are being applied.  
Test sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558282]SC-19
Examine system and communications protection policy, access control policy, procedures addressing Voice over Internet Protocol (VoIP), security plan, or other relevant documents for the usage restrictions and implementation guidance for VoIP technologies based on the potential to cause damage to the information system if used maliciously.  
Examine system and communications protection policy, access control policy, procedures addressing VoIP, security plan, or other relevant documents for the measures (including automated mechanisms and their configuration settings) to be employed to authorize, monitor, and control the use of VoIP within the information system.  
Examine documentation describing the current configuration settings for a sample of the automated mechanisms for evidence that these mechanisms are configured as required.  
Examine a sample of VoIP authorization records and a sample VoIP monitoring records for evidence that the measures are being applied.  
Interview a sample of organizational personnel with VoIP authorization and monitoring responsibilities for further evidence that the measures are being applied.  
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558283]SC-20
Examine security plan, information system design documentation, or other relevant documents for the safeguards and their configuration settings to be employed to provide additional data origin and integrity artifacts along with the authoritative data the system returns in response to name/address resolution queries.  
Examine security plan, information system design documentation, or other relevant documents for the safeguards and their configuration settings to be employed to provide the means to indicate the security status of child zones and (if the child supports secure resolution services) to enable verification of a chain of trust among parent and child domains, when operating as part of a distributed, hierarchical namespace.
Examine documentation describing the current configuration settings for a sample of the safeguards for evidence that these mechanisms are configured as required.  
Test mechanisms implementing secure name/address resolution service (authoritative source); conducting testing for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558284]SC-21
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to perform data origin authentication and data integrity verification on the name/address resolution responses the system receives from authoritative sources when requested by client systems.  
Examine documentation describing the current configuration settings for a sample of the automated mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558285]SC-22
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to collectively provide a fault tolerant, name/address resolution service for an organization.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settingsg for evidence that these mechanisms are operating as intended.  
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to collectively provide name/address resolution service that implements internal/external role separation for an organization.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558286]SC-23
Examine security plan, information system design documentation, or other relevant documents for the safeguards and configuration settings that protect the authenticity of communications sessions.  
Examine documentation describing the current configuration settings for a sample of the safeguards for evidence that these mechanisms are configured as required.  
Test a sample of mechanisms implementing session authenticity; conducting testing for evidence that these mechanisms are operating as intendedSC-28
Examine security plan, information system design documentation, or other relevant documents for cryptographic safeguards and configuration settings to be employed to protect the confidentiality and integrity of organization-defined information at rest.  
Examine documentation describing the current configuration settings for a sample of the cryptographic safeguards for evidence that these mechanisms are configured as required.  
Test a sample of mechanisms implementing confidentiality and integrity protections for information at-rest; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558287]SC-28
Examine security plan, information system design documentation, or other relevant documents for cryptographic safeguards and configuration settings to be employed to protect the confidentiality and integrity of organization-defined information at rest.  
Examine documentation describing the current configuration settings for a sample of the cryptographic safeguards for evidence that these mechanisms are configured as required.  
Test a sample of mechanisms implementing confidentiality and integrity protections for information at-rest for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558288]SC-28 (1)
Examine security plan, information system design documentation, or other relevant documents for a list of organization defined information system components where information at rest is located.  
Examine security plan, information system design documentation, or other relevant documents for the cryptographic mechanisms and their configuration settings to be employed to prevent unauthorized disclosure and modification of organization-defined information.  
Examine security plan, information system design documentation, or other relevant documents for evidence that the cryptographic methods are employed in all locations where information at rest is located.
Examine documentation describing the current configuration settings for a sample of the cryptographic mechanisms for evidence that these mechanisms are configured as intended.
Test a sample of the cryptographic mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558289]SC-39
Examine system and communications protection policy; access control policy and procedures; information system design documentation; information system configuration settings and associated documentation; information system architecture; list of information system execution domains; information system documentation from vendors, manufacturers or developers; independent verification and validation documentation; other relevant documents or records for the operating systems that are not commercially recognized or for which do not support multi-state processors to maintain a separate execution domain for each executing process.
Interview a sample of organizational personnel responsible for designing, implementing or maintaining the information system conducting discussions for further evidence that the information system maintains separate execution domain for each executing process.
[bookmark: _Toc389558290][bookmark: _Toc389657357]System and Information Integrity (SI)
[bookmark: _Toc389558291]SI-1
Examine information security program documentation for the organization system and information integrity policy and that the system and information integrity policy is reviewed and updated at least every three years.
Examine organization system and information integrity policy for evidence that the policy addresses, purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities, and compliance.  
Examine information system program documentation for procedures that facilitate the implementation of the system and information integrity policy and procedures are reviewed and updated at least annually.
Examine organization system and information integrity policy and procedures, or other relevant documents for the organization elements having associated system and information integrity roles and responsibilities and to which the system and information integrity policy is to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the system and information integrity policy was disseminated to the organizational elements.  
Examine information security program documentation for the organization system and information integrity procedures.  
Examine organization system and information integrity procedures for evidence that the procedures facilitate implementation of the system and information integrity policy and associated system and information integrity controls.  
Examine organization system and information integrity policy and procedures, or other relevant documents for the organization elements having associated system and information integrity  roles and responsibilities and to which the system and information integrity procedures are to be disseminated or otherwise made available.  
Interview a sample of key organizational personnel within the organization elementsfor evidence that the system and information integrity policy is  reviewed and updated at least every three years, and the procedures at least annually.
[bookmark: _Toc389558292]SI-2
Examine system and information integrity policy, procedures addressing flaw remediation, security plan, or other relevant documents for the measures to be employed to identify, report, and correct information system flaws.  
Examine a sample of flaw remediation reports, records of installed patches, services, hot fixes, and other software updates, or other relevant documents for evidence that the measures are being applied.  
Interview a sample of organizational personnel with flaw remediation responsibilitiesfor further evidence that the measures are being applied.  
Examine system and information integrity policy, procedures addressing flaw remediation, security plan, or other relevant documents for the measures to be employed to test software updates related to flaw remediation for effectiveness and potential side effects before installation.  
Examine software update test records, configuration management records, or other relevant records for a sample of software updates related to flaw remediation for evidence that the measures are being applied.  
Interview a sample of organizational personnel with flaw remediation responsibilitiesfor further evidence that the measures are being applied.  
Examine system and information integrity policy, procedures addressing flaw remediation, security plan, or other relevant documents for the measures to be employed to test software updates related to flaw remediation for potential side effects before installation.
Examine software update test records, configuration management records, or other relevant records for a sample of software updates related to flaw remediation for evidence that the measures are being applied.  
Examine system and information integrity policy, procedures addressing flaw remediation, security plan, or other relevant documents for evidence that the organization installs security-relevant software and firmware updates within an organization-defined time period of the release of the updates.
Interview a sample of organizational personnel with flaw remediation responsibilities for evidence that the organization installs security-relevant software and firmware updates within an organization-defined time period of the release of the updates.
Interview a sample of organizational personnel with flaw remediation responsibilitiesfor further evidence that the measures are being applied.  
Examine configuration management policy, procedures addressing configuration management, security plan, or other relevant documents for the configuration management process.  
Examine configuration management process for the incorporation of flaw remediation into this process.  
Interview a sample of organizational personnel with flaw remediation responsibilitiesfor further evidence that the configuration management process incorporates flaw remediation.  
[bookmark: _Toc389558293]SI-2 (2)
Examine system and information integrity policy; procedures addressing flaw remediation; automated mechanisms supporting flaw remediation; information system design documentation;  information system configuration settings and associated documentation; list of information system flaws; list of recent security flaw remediation actions performed on the information system; information system audit records; other relevant documents or records for the frequency of employing automated mechanisms to determine the state of information system components with regard to flaw remediation.
Examine security plan, information system design documentation, or other relevant documents; for the automated mechanisms and their configuration settings to be employed to determine the state of information system components with regard to flaw remediation
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as intended.
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558294]SI-2 (3)
Examine system and information integrity policy; procedures addressing flaw remediation; information system design documentation; information system configuration settings and associated documentation; list of benchmarks for taking corrective action on flaws identified; records providing time stamps of flaw identification and subsequent  flaw remediation activities; other relevant documents or records, for evidence that the time between flaw identification and flaw remediation is being measured.
Examine system and information integrity policy; procedures addressing flaw remediation; information system design documentation; information system configuration settings and associated documentation; list of benchmarks for taking corrective action on flaws identified; records providing time stamps of flaw identification and subsequent  flaw remediation activities; other relevant documents or records, for evidence that benchmarks are defined for taking corrective actions for flaws identified.
Examine system and information integrity policy; procedures addressing flaw remediation; information system design documentation; information system configuration settings and associated documentation; list of benchmarks for taking corrective action on flaws identified; records providing time stamps of flaw identification and subsequent  flaw remediation activities; other relevant documents or records, for evidence that the service provider establishes specific benchmarks for taking corrective actions by type of flaw, and/or severity of the potential vulnerability of the flaw can be exploited.
Interview a sample of organizational personnel with flaw remediation responsibilities conducting discussions for further evidence the measures are operating as intended.
[bookmark: _Toc389558295]SI-3
Examine security plan, information system design documentation, or other relevant documents for the malicious code protection mechanisms and their configuration settings to be employed at information system entry and exit points to detect and eradicate malicious code.
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured to detect and eradicate malicious code.  
Test a sample of mechanisms implementing malicious code protection capability; conducting  testing for evidence that these mechanisms are operating as intended to detect and eradicate malicious code.  
Examine security plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings to be employed to update malicious code protection mechanisms, whenever new releases are available in accordance with configuration management policy and procedures.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required.  
Examine system and information integrity policy, procedures addressing malicious code protection, security plan, or other relevant documents for evidence of periodic scans of the information system  at an organization-defined frequency [at least weekly] and real-time scans of files from external sources at endpoints and/or network entry/exit points [to include endpoints] as files are downloaded, opened, or executed in accordance with organizational security policy.  
Examine system and information integrity policy, procedures addressing malicious code protection, security plan, or other relevant documents for one or more of the following actions to be taken in response to malicious code detection: block malicious code, quarantine malicious code, send alert to administrator,  [to include alerting administrator or defined security personnel], and/or organization-defined actions.
Examine a sample of the information system configuration settings for evidence that the information system is configured to perform periodic scans of the information system in accordance with the required frequency.  
Examine a sample of the information system configuration settings for evidence that the information system is configured to take the required actions in response to malicious code detection.  
Examine system and information integrity policy, procedures addressing malicious code protection, security plan, or other relevant documents for the measures to be employed to address the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system.  
Examine a sample of reports addressing false positives during malicious code detection and eradication, or other relevant records for evidence that the measures are being applied.  
Interview a sample of organizational personnel with malicious code protection responsibilitiesfor further evidence that the measures are being applied.  
[bookmark: _Toc389558296]SI-3 (1)
Examine system and information integrity policy, procedures addressing flaw remediation, security plan, information system design documentation, or other relevant documents for the measures (including the process and/or the automated mechanisms and their configuration settings) to be employed to centrally manage malicious code protection mechanisms.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Examine the process employed to centrally manage malicious code protection mechanisms for evidence that the process is being applied.  
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  "
[bookmark: _Toc389558297]SI-3 (2)
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to automatically update malicious code protection mechanisms, including signature definitions.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the automated mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558298]SI-3 (7)
Examine the system to ensure the organization implements non-signature based malicious code detection mechanisms.
[bookmark: _Toc389558299]SI-4
Examine system and information integrity policy, procedures addressing information system monitoring tools and techniques, security plan, or other relevant documents for evidence of monitoring the information system to detect attacks and indicators of potential attacks in accordance organization-defined monitoring objectives and unauthorized local, network, and remote connections.
Examine system and information integrity policy, procedures addressing information system monitoring tools and techniques, information system design documentation, security plan, or other relevant documents for the measures that identifies unauthorized use of the information system through organization-defined techniques and methods.
Examine system and information integrity policy, procedures addressing information system monitoring tools and techniques, security plan, or other relevant documents for evidence of the deployment of monitoring devices: (i) strategically within the information system to collect organization-determined essential information; and (ii) at ad hoc locations within the system to track specific types of transactions of interest to the organization;
Examine system and information integrity policy, procedures addressing information system monitoring tools and techniques, security plan, or other relevant documents for evidence that the organization protects information obtained from intrusion-monitoring tools from unauthorized access, modification, and deletion.
Examine documentation describing the current configuration settings for a sample of the safeguards for evidence that these mechanisms are configured as required.  
Examine the process employed to monitor events on the information system for evidence that the process is being applied.  
Examine information system audit records, information system monitoring records, or other relevant records associated with a sample of events identified as unauthorized use of the information system for evidence that the measures are being applied.  
Examine the techniques or other relevant documents indication that the organization consults legal counsel with regard to all information system monitoring activities.  
Examine risk assessments, security impact analyses, security assessments, change control records, continuous monitoring records, or other relevant documents for evidence that the organization heightens the level of information system monitoring activities whenever there is an indication of increased risk to organizational operations and assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information.
Interview a sample of organizational personnel with information system monitoring responsibilitiesfor evidence that the measures are being applied.  
Examine system and information integrity policy, procedures information system monitoring, security plan, or other relevant documents for the measures to be employed to obtain legal opinion with regard to information system monitoring activities in accordance with applicable federal laws, Executive Orders, directives, policies, or regulations.  
Examine system and information integrity policy, procedures information system monitoring, security plan, or other relevant documents for evidence that the organization provides organization-defined information system monitoring information to organization-defined personnel or roles as needed or at an organization-defined frequency.
[bookmark: _Toc389558300]SI-4 (1)
Examine system and information integrity policy and procedures addressing information system monitoring tools and techniques, security plan, continuous monitoring plan, or other relevant documents; [reviewing] for the common protocols and data standards used to interconnect individual intrusion detection tools into a system-wide intrusion detection system.  
Examine security plan, continuous monitoring plan, information system design documentation, or other relevant documents; to identify the system-wide intrusion detection capability that interconnects individual intrusion detection tools into a system-wide intrusion detection system; [reviewing] this capability for the manner in which intrusion event data from individual detection tools using the common protocols and data standards to enable system-wide visibility.
Examine event data for a sample of the individual intrusion detection tools/techniques reviewing for evidence that the event data from these individual tools/techniques are visible in the system-wide intrusion detection system .
[bookmark: _Toc389558301]SI-4 (2)
Examine security plan, information system design documentation, or other relevant documents for the automated mechanisms and their configuration settings to be employed to support near real-time analysis of events.  
Examine documentation describing the current configuration settings for a sample of the mechanisms  for evidence that these mechanisms are configured as required.
Test a sample of the mechanisms and their configuration settings for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558302]SI-4 (4)
Examine security plan, information system design documentation, or other relevant documents for the  mechanisms and their configuration settings to be employed to monitor inbound and outbound communications traffic at an organization-defined frequency for unusual or unauthorized activities or conditions.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required.  
Test a sample of the tools supporting the integration of intrusion detection tools and access/flow control mechanisms; conducting  testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558303]SI-4 (5)
Examine the security plan the organization-defined list of indications of compromise or potential compromise of the information system that merit an alert.
Examine the security plan the organization-defined list of organization-defined personnel or roles to be alerted.
Requirement: The service provider defines additional compromise indicators as needed.
Guidance:  In accordance with the incident response plan.
Examine security plan, information system design documentation, or other relevant documents for the safeguards and their configuration settings to be employed to provide alerts when any of the compromise or potential compromise indicators occur.  
Examine documentation describing the current configuration settings for a sample of the safeguards for evidence that these mechanisms are configured as required.
Test the information system monitoring real-time alert capability; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558304]SI-4 (14)
Examine documentation of the use of wireless intrusion detection systems and the system hardware and software.
Test to ensure that the wireless intrusion detection system identifies rogue wireless devices (including access points) and detects attack attempts and potential compromises/breaches to the information system.
[bookmark: _Toc389558305]SI-4 (16)
Examine system and information integrity policy, procedures information system monitoring tools and techniques, security plan, information system design documentation, continuous monitoring plan or other relevant documents; reviewing to identify the measures (including the process and/or the automated mechanisms and their configuration settings) implemented to collect and correlate information from monitoring tools employed throughout the information system to achieve organization-wide situational awareness.  Monitoring tool examples include host-based, network, intrusion, anti-virus, system/application audit logs, file integrity, and account/access control.  
Examine documentation for evidence that correlation is working as intended.
Interview a sample of organizational personnel with information system monitoring responsibilitiesfor further evidence that correlation is working as intended with the desired outcome.
Test the associated monitoring endpoints for the system to validate devices are properly contributing to the correlation system for monitoring of the system.
[bookmark: _Toc389558306]SI-4 (23)
Examine system and information integrity policy, procedures information system monitoring tools and techniques, security plan, information system design documentation, continuous monitoring plan or other relevant documents reviewing to identify the host-based monitoring mechanisms and their configuration settings implemented.  
Examine system and information integrity policy, procedures information system monitoring tools and techniques, security plan, information system design documentation, continuous monitoring plan or other relevant documents, reviewing to identify which information system components the organization has defined host-based monitoring is to be implemented.
Examine a sample of the organization-defined host-based monitoring mechanisms at organization-defined information system components reviewing for evidence of host-based information system monitoring logs or records.
Test a sample of the organization-defined host-based monitoring mechanisms at organization-defined information system components conducting basic testing for evidence that these mechanisms are operating as intended.
[bookmark: _Toc389558307]SI-5
Examine system and information integrity policy, procedures addressing security alerts and advisories, security plan, or other relevant documents for the measures to be employed to receive information system security alerts, advisories, and directives from organization-defined external organizations on an ongoing basis.  [to include US-CERT] 
Examine a sample of security alerts, advisories, and directives received from external organizations for evidence that the measures are being applied.
Examine system and information integrity policy, procedures addressing security alerts and advisories, security plan, or other relevant documents for the measures to be employed to generate internal security alerts, advisories, and directives as deemed necessary.
Examine a sample of records of internal security alerts, advisories, and directives generated for evidence that the measures are being applied.
Examine system and information integrity policy, procedures addressing security alerts and advisories, security plan, or other relevant documents for the organization-defined personnel and/or roles  or organization-defined elements within the organization and/or organization-defined external organizations who should receive security alerts, advisories, and directives.  [To include system security personnel and administrators with configuration/patch-management responsibilities].
Examine system and information integrity policy, procedures addressing security alerts and advisories, security plan, or other relevant documents for the measures to be employed to disseminate security alerts, advisories, and directives to the personnel.
Examine a sample of security alerts, advisories, and directives disseminated to the designated personnel for evidence that the measures are being applied.
Examine system and information integrity policy, procedures addressing security alerts and advisories, security plan, or other relevant documents for the measures to be employed to implement security directives in accordance with established time frames, or to notify the issuing organization of the degree of noncompliance.
Examine security directive implementation reports or email notifying organization of noncompliance for a sample of security directives for evidence that the measures are being applied.
Interview a sample of organizational personnel with security alert and advisory responsibilitiesfor evidence that the measures are being applied.  
[bookmark: _Toc389558308]SI-6
Examine system and information integrity policy, procedures addressing security function verification, security plan, or other relevant documents for evidence that the information system verifies the correct operation of organization-defined security functions.  Examine system and information integrity policy, procedures addressing security function verification, security plan, or other relevant documents for the frequency of periodic security function verification.  
Examine system and information integrity policy, procedures addressing security function verification, security plan, or other relevant documents for evidence that the information system performs this verification at  organization-defined system transitional states and/or upon command by a user with appropriate privilege and/or at an organization-defined frequency.
Examine system and information integrity policy, procedures addressing security function verification, security plan, or other relevant documents for  evidence that the information system notifies organization-defined personnel or roles of failed security verification tests.
Examine security plan, information system design documentation, or other relevant documents for evidence that the information system shuts the information system down and/or restarts the information system, and/or performs an organization-defined alternative action when anomalies are discovered.
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required.
Test the security function verification capability; conducting testing for evidence that these mechanisms are operating as intended.  
Examine documentation describing the current configuration settings for a sample of the safeguards for evidence that these mechanisms are configured as required.
[bookmark: _Toc389558309]SI-7
Examine security plan, information system design documentation, or other relevant documents for the safeguards and their configuration settings to be employed to detect unauthorized changes to organization-defined software, firmware, and information.  
Examine documentation describing the current configuration settings for a sample of the safeguards for evidence that these mechanisms are configured as required.  
Test the software integrity protection and verification capability; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558310]SI-7 (1)
Examine system and information integrity policy, procedures addressing software and information integrity, security plan, or other relevant documents for evidence that the information system performs an integrity check of organization-defined software, firmware, and information at startup and/or at organization-defined transitional states or security-relevant events, and/or at an organization-defined frequency.[Selection to include security relevant events and at least monthly]
Examine a sample of integrity check results, or other relevant records for evidence that the measures are being applied.  
[bookmark: _Toc389558311]SI-7 (7)
Examine incident response procedures, incident response records, incident response mechanisms, system and information integrity policy, information audit records, or other relevant documents or records evidence that detection of unauthorized organization-defined security-relevant changes to the information is incorporated into the organizational incident response capability.
[bookmark: _Toc389558312]SI-8
Examine security plan, information system design documentation, or other relevant documents for the spam protection mechanisms and their configuration settings to be employed at information system entry and exit points to detect and take action on unsolicited messages.  
Examine documentation describing the current configuration settings for a sample of the safeguards for evidence that these mechanisms are configured as required.
Test the mechanisms implementing spam detection and handling capability; conducting testing for evidence that these mechanisms are operating as intended.  
Examine security plan, information system design documentation, or other relevant documents for the safeguards and their configuration settings to be employed to update spam protection mechanisms when new releases are available in accordance with organizational configuration management policy and procedures.  
Examine documentation describing the current configuration settings for a sample of the  mechanisms for evidence that these mechanisms are configured as required.
[bookmark: _Toc389558313]SI-8 (1)
Examine spam protection procedures, spam protection mechanisms, and other relevant documents or records for evidence that spam protection mechanisms are centrally managed.
Interview a sample of organizational personnel who are responsible for implementing spam protection mechanisms for evidence that spam protection mechanisms are centrally managed
[bookmark: _Toc389558314]SI-8 (2)
Examine spam protection mechanisms configuration settings and documentation to ensure that the mechanisms are configured properly for automatic updates.
[bookmark: _Toc389558315]SI-10
Examine security plan, information system design documentation, or other relevant documents for the safeguards and configuration settings to be employed to check the validity of organization-defined information inputs.  
Examine documentation describing the current configuration settings for a sample of the safeguards for evidence that these mechanisms are configured as required.  
Test the information system capability for checking validity of information inputs; conducting testing for evidence that these mechanisms are operating as intended.  
[bookmark: _Toc389558316]SI-11
Examine security plan, information system design documentation, or other relevant documents for the safeguards and their configuration settings to be employed to generate error messages that provide information necessary for corrective actions without revealing information that could be exploited by adversaries.  
Examine documentation describing the current configuration settings for a sample of the safeguaerds for evidence that these mechanisms are configured as required.
Test the information system error handling capability; conducting testing for evidence that these mechanisms are operating as intended.  
Examine system and information integrity policy, procedures addressing information system error handling, security plan, or other relevant documents for evidence that the information system reveals error messages only to organization-defined personnel or roles.
Examine documentation describing the current configuration settings for a sample of the safeguards for evidence that these mechanisms are configured as required.
[bookmark: _Toc389558317]SI-12
Examine system and information integrity policy, procedures addressing information system output handling and retention, security plan, or other relevant documents for the applicable federal laws, Executive Orders, directives, policies, regulations, standards, and operational requirements for handling both information within and output from the information system.
Examine system and information integrity policy, procedures addressing information system output handling and retention, security plan, or other relevant documents for the measures to be employed to handle both information within and output from the information system in accordance with the applicable federal laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.  
Examine a sample of information handling records, or other relevant documents for evidence that the measures are being applied.
Interview a sample of organizational personnel with output handling and retention responsibilities for further evidence that the measures are being applied.
Examine system and information integrity policy, procedures addressing information system output handling and retention, security plan, or other relevant documents for the applicable federal laws, Executive Orders, directives, policies, regulations, standards, and operational requirements for retaining both information within and output from the information system.
Examine system and information integrity policy, procedures addressing information system output handling and retention, security plan, or other relevant documents for the measures to be employed to retain both information within and output from the information system in accordance with the applicable federal laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.
Examine a sample of information retention records, or other relevant documents for evidence that the measures are being applied.
Interview a sample of organizational personnel with output handling and retention responsibilities for further evidence that the measures iare being applied.
[bookmark: _Toc389558318]SI-16
Examine security plan, information system design documentation, or other relevant documents for the safeguards and their configuration settings for evidence that the information system has organization-defined security safeguards to protect its memory from unauthorized code execution.
Test a sample of the memory protection capability, conducting testing for evidence that the information system protects its memory from unauthorized code execution.
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