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[bookmark: _Toc389736815][bookmark: _Toc413336352]Executive Summary
The FedRAMP Joint Authorization Board (JAB) updated the FedRAMP security controls baseline to align with National Institutes of Standards and Technology (NIST) Special Publication 800-53 (SP 800-53), Security and Privacy Controls for Federal Information Systems and Organizations, Revision 4. The FedRAMP Program Management Office (PMO) updated the FedRAMP baseline security controls, documentation, and templates to reflect the changes in NIST SP 800-53, revision 4, and published the FedRAMP Revision 4 Transition Guide, version 2.0, dated June 6, 2014.
This document provides additional guidance to assist Cloud Security Providers (CSPs), FedRAMP Third-Party Assessment Organizations (3PAOs), and Federal agencies in transitioning to NIST SP 800-53 revision 4, and the new FedRAMP requirements.
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[bookmark: _Toc413336354]About this document
The Federal Risk and Authorization Management Program (FedRAMP) released this document to provide additional guidance for completing security assessments and reports when transitioning from FedRAMP security requirements based on National Institutes of Standards and Technology (NIST) Special Publication 800-53 (SP 800-53), Security and Privacy Controls for Federal Information Systems and Organizations, Revision 3 to FedRAMP security requirements based on NIST SP 800-53, revision 4.
[bookmark: _Toc413336355]Who should use this document?
This document provides guidance to Cloud Service Providers (CSPs) and Federal Agencies with systems currently FedRAMP compliant based on NIST SP 800-53, revision 3, that are now required to be FedRAMP compliant based on NIST SP 800-53, revision 4. This document is also intended to assist 3PAOs in planning and conducting security assessments and reports for those systems transitioning to FedRAMP based on NIST SP 800-53, revision 4. 
This document also includes a security controls selection list that provides a structured approach to assist in the development of the scope for conducting assessments based on FedRAMP continuous monitoring requirements, new FedRAMP NIST SP 800-53, revision 4, requirements, and CSP-specific implementations.   
[bookmark: _Toc413336356]How to contact us
Questions about FedRAMP or this document should be directed to info@fedramp.gov. 
For more information about FedRAMP, visit the website at www.fedramp.gov.
.


1. [bookmark: _Toc413336357]Introduction
The FedRAMP Program Management Office (PMO) published the FedRAMP Revision 4 Transition Guide, version 2.0, dated June 6, 2014, to assist FedRAMP compliant Cloud Service Providers (CSPs) and Federal Agencies in becoming compliant with NIST SP 800-53, Revision 4. This document provides additional guidance to assist FedRAMP compliant CSPs, Federal Agencies, and 3PAOs in completing the required security assessments and reports.
The FedRAMP Revision 4 Transition Guide provides the requirements and timeline for CSPs to transition to the FedRAMP Revision 4 baseline as follows:
[bookmark: _Toc405986249][bookmark: _Toc413336545]Table 1-1 – Category Table
	Categorization Table

	Initiation
	In Process
	Continuous Monitoring

	CSPs applying to FedRAMP or in readiness review process.
	CSPs that kicked off JAB P-ATO review prior to June 1, 2014.
	CSPs in continuous monitoring with a current authorization.

	CSPs that have not yet initiated contract discussions with a Federal agency.
	CSPs in contract discussions with Agencies.
	

	CSPs with a JAB P-ATO kickoff meeting after release of the Revision. 4 baseline and templates.
	CSPs with an agency contract prior to June 6, 2014.
	

	
	CSPs in agency ATO review prior to June 6, 2014.
	

	
	CSPs with demonstrable effort working through the CSP supplied route.
	




[bookmark: _Toc405986250][bookmark: _Toc413336546]Table 1-2 – Transition Action Table
	Transition Action Table

	Initiation
	In Process
	Continuous Monitoring

	Implement new baseline and use updated FedRAMP templates.
	Complete ATO using the Revision. 3 FedRAMP baseline and templates.
	CSPs with an annual assessment completed before June 6, 2014, have one year from the date of their last assessment to complete:
· Implementation of new baseline
· Submit new documents using updated templates
· Testing (as detailed below)

	Test all new Revision 4 controls before receiving authorization.
	Complete JAB P-ATO using the Revision 3 baseline and templates.
	CSPs with an annual assessment scheduled between June 6, 2014 and January 6, 2015 will complete the following at their next scheduled annual assessment in 2015:
· Implementation of new baseline
· Submit new documents using updated templates
· Testing (as detailed below)

	
	Have one year from authorization date to complete:
· Implementation of new baseline
· Submit new documents using updated templates
· Testing (as detailed below)
	


1.1 [bookmark: _Toc413336358][bookmark: _Toc380157078][bookmark: _Toc380159596]Purpose
The purpose of the this document is to facilitate a structured approach to completing security assessments and reports required to meet FedRAMP compliance based on NIST SP 800-53, revision 4, for those CSPs and Federal Agencies that are currently compliant with FedRAMP based on NIST SP 800-53, revision 3, and are in the continuous monitoring phase as defined in Table 1-2 – Transition Action Table.
This document identifies: (i) the tasks required to transition, including a recommended methodology for determining the scope of the assessments and reports, and (ii) a recommended methodology for addressing risks associated with continuing to leverage CSPs (e.g., Infrastructure-as-a-Service (IaaS) and Platform-as-a-Service (PaaS) that have not yet completed transition FedRAMP NIST SP 800-53, revision 4.
[bookmark: _Toc413336359]1.2	Scope
The scope of this document is to provide guidance specifically related to completing transition from compliance with FedRAMP security requirements based on NIST SP 800-53, revision 3, to FedRAMP security requirements based on NIST SP 80-53, revision 4. The scope of the guidance is to assist CSPs, Federal Agencies, and 3PAOs, based on the following:
· The CSP is currently compliant with FedRAMP based on NIST SP 800-53, revision 3
· The CSP, at a minimum, is conducting continuous monitoring in compliance with the FedRAMP Continuous Monitoring and Strategy Guide, version 1.1, dated July 27, 2012
· CSPs providing IaaS services will be transitioning all services and components included in the boundary for authorization for compliance
· CSPs will be required to identify the impact and risks associated with leveraging IaaS and/or PaaS services that have not yet become FedRAMP NIST SP 800-53, revision 4, compliant 
2. [bookmark: _Toc413336360]Tasks Required to Complete the Transition
2.1 [bookmark: _Toc413336361]Develop Schedule 
  Major milestone activities for a schedule to complete the transition include the following:
· [bookmark: h.ii49vk2p02q0]Complete a new System Security Plan (SSP) and attachments
· [bookmark: h.3ddmkqvtk6gy]Complete Annual Assessment Security Assessment Plan (SAP)
· [bookmark: h.om2iez9qohfv]Submit SSP and SAP to FedRAMP PMO or Agency Authorizing Official (AO) for approval
· [bookmark: h.os2ecwx31gfc]Conduct testing
· [bookmark: h.auezjhrwqk7v]Complete Annual Assessment Security Assessment Report (SAR)
· [bookmark: h.44ki0afbyc8t]Submit Annual Assessment SAR, attachments, and updated SSP to FedRAMP PMO or Agency AO
[bookmark: h.jbbczhdplx2j]The schedule must include timeframes and resources to support technical and quality assurance reviews of all deliverables.

[bookmark: _Toc413336362]2.2 	Update Documentation to FedRAMP Revision 4 Templates
FedRAMP PMO has published updated templates for the SSP and supporting documents.  A completely new SSP will need to be completed based on the new template.
Several of the SSP attachments have also been updated (e.g., Contingency Plan Template).  The CSP should review these new templates and update the affected documents as required to address the changes in the template documents.
[bookmark: _Toc413336363]2.3	Determine Scope of Assessment 
The scope of the assessment is based on determining the specific FedRAMP NIST SP 800-53 revision 4 controls that will require testing by the assessor.  Some controls are required to be tested by all CSPs and some controls are selected based on CSP-specific implementations and continuous monitoring activities.
[bookmark: _Toc413336364]2.3.1 Control Selection Process
CSPs utilize the FedRAMP Rev3 to Rev4 Annual Assessment Controls Template to determine which controls are in scope for testing. The template is an Excel Workbook containing four worksheets:  the Rev4 Controls Summary worksheet, the Conditional Controls worksheet, the CSP-Specific Controls worksheet, and the Inherited Controls worksheet.  The CSPs should complete the Conditional Controls worksheet first, to ensure that all required Rev4 controls have been addressed.  
[bookmark: _Toc413336365]2.3.1.1 Worksheet 1:  Rev4 Controls Summary
The Rev4 Controls Summary worksheet has two sections. The top section of the worksheet documents basic system information tracks the headers described in the table below:
[bookmark: _Toc413336547]Table 2- 1 –FedRAMP Rev3 to Rev4 Annual Assessment Controls Template Header Information Description
	Header
	Details

	Date
	Provide the date the template is completed.

	CSP
	The Vendor Name as supplied in any of the documents provided to the AO.

	System Name
	The Information System Name as supplied in any of the documents provided to the AO.

	3PAO 
	The name of the 3PAO completing the assessment.



The bottom section of the Rev4 Controls Summary worksheet is the summary of all controls identified for testing for this assessment and contains the following information:


[bookmark: _Toc413336548]Table 2- 2 –FedRAMP Rev3 to Rev4 Annual Assessment Controls - Column Content Description
	Column Header
	Content Description

	Column A - Item
	This is the item number of the control all CSPs are required to test.

	Column B – Control ID
	This is the NIST SP 800-53 revision 4 unique control identifier for the control all CSPs are required to test.

	Column C - Core
	This column indicates the controls specified for periodic testing in the FedRAMP Continuous Monitoring and Strategy Guide that are required to be tested by all CSPs.

	Column D - New
	This column indicates the additional new FedRAMP NIST SP 800-53 revision 4 baseline controls that all CSPs are required to test.


	Column E - Conditional- Refer to "Conditional Controls" Worksheet for further details
	This column indicates the additional controls that are required to be considered for testing by all CSPs based on the responses to the criteria provided in Worksheet 2:  Conditional Controls.  

	Column F – Divider
	This column divides the group of controls required to be tested or considered for testing by all CSPs from the group of controls that are to be included based on CSP-specific implementations and continuous monitoring activities.

	Column G - Item
	This is the item number of the control selected for testing based on CSP-specific implementations and continuous monitoring activities.

	Column H - Control ID - CSP-Specific - Refer to "Conditional Controls" Worksheet for further details
	Specify the NIST SP 800-53 revision 4 unique control identifier for the controls listed in Worksheet 2 with a final determination of “No” based on the analysis performed by the 3PAO.

	Column I – Control ID - CSP-Specific-Refer to "CSP-Specific Controls" Worksheet for further details
	Specify the NIST SP 800-53 revision 4 unique control identifier for the controls selected for testing based on the rationale defined in Worksheet 3:  CSP-Specific Controls. 

	Column J - Control ID - CSP Specific - Refer to "Inherited Controls" Worksheet for further details
	Specify the NIST SP 800-53 revision 4 unique control identifier for the controls selected for testing based on the rationale defined in Worksheet 4:  Inherited Controls.



[bookmark: _Toc413336366]2.3.1.2 Worksheet 2:  Conditional Controls
The Conditional Controls worksheet lists the FedRAMP NIST SP 800-53 revision 4 controls that all CSPs are required to consider for testing.  The 3PAO performs and analysis to determine whether all the requirements in the control have been tested as part of the assessment completed for the initial P-ATO or ATO or tested within the required timeframes specified in the FedRAMP Continuous Monitoring and Strategy Guide.  The 3PAO provides a description of the analysis performed and provides the artifacts that support the analysis. 
[bookmark: _Toc413336549]Table 2- 3 –FedRAMP Rev3 to Rev4 Annual Assessment Controls – Conditional Controls Column Content Description
	Column Header
	Content Description

	Column A - Item
	This is the item number of the control all CSPs are required to consider for testing.

	Column B – Control ID
	This is the NIST SP 800-53 revision 4 unique control identifier for the control all CSPs are required to consider for testing 

	Column C - Condition
	This column specifies some criteria (conditions) to assist in determining whether the control is required to be included for testing in this assessment.

	Column D - Answers (Yes/No) -
 A "Yes" answer indicates that the control was tested.
	This column indicates the results of the analysis performed by the 3PAO based on the criteria (conditions) provided in Column C and a complete analysis of all the requirements specified in the control.  Specify “Yes” in this column if the control has been tested as part of the assessment completed for the initial P-ATO or ATO or within the required timeframes specified in the FedRAMP Continuous Monitoring and Strategy Guide.  Specify “No” in this column if the answer to any of the criteria (conditions) or any control requirements have not been tested as required.


	Column E - Analysis - Describe how the 3PAO determined that the control was previously assessed (E.g. "Reviewed ABC.doc section 1.2.3 and XYZ_2-4-2013.xls Row 100")
	If “Yes” is specified in Column D, fully describe the analysis performed by the 3PAO that supports a determination that the control has been as part of the assessment completed for the initial P-ATO or ATO or tested within the required timeframes specified in the FedRAMP Continuous Monitoring and Strategy Guide.  Include a description of all artifacts that support the analysis and provide the artifacts as applicable.  



[bookmark: _Toc413336367]2.3.1.3 Worksheet 3:  CSP-Specific Controls
The CSP-Specific worksheet is a list of controls selected by the CSP for testing in this assessment based on CSP implementations and continuous monitoring activities.
[bookmark: _Toc413336550]Table 2- 4 –FedRAMP Rev3 to Rev4 Annual Assessment Controls – CSP-Specific Controls Column Content Description
	Column Header
	Content Description

	Column A - Item
	This is the item number of the control selected for testing by the CSP.

	Column B – Control ID
	This is the NIST SP 800-53 revision 4 unique control identifier for the control selected for testing by the CSP.

	Column C - Indicate Rationale:  POA&M Closure, DR, System Change, Periodic Testing Requirement, Selected by CSP
	Specify the rationale for selecting this control for testing in this assessment.  Indicate one of the following rationale and provide applicable descriptive information:  
· POA&M closure
· DR (Deviation Request)
· System Change
· Periodic Testing Requirement – Testing required as specified in the FedRAMP Continuous Monitoring and Strategy Guide.  Specify applicable requirement.
· Selected by CSP – Controls selected by CSP for testing in this assessment.  Specify rationale for selection.



[bookmark: _Toc413336368]2.3.1.4 Worksheet 4:  Inherited Controls
The Inherited Controls worksheet lists controls that the CSP fully or partially inherited from a leveraged FedRAMP compliant PaaS or IaaS service provider.  


[bookmark: _Toc413336551]Table 2- 5 –FedRAMP Rev3 to Rev4 Annual Assessment Controls – CSP Inherited Controls Column Content Description
	Column Header
	Content Description

	Column A - Item
	This is the item number of the control that is fully or partially inherited from a leveraged FedRAMP compliant PaaS or IaaS service provider.

	Column B – Control ID
	This is the NIST SP 800-53 revision 4 unique control identifier for the control that is fully or partially inherited from a leveraged FedRAMP compliant PaaS or IaaS service provider.

	Column C - Inherited Control - Indicate NIST SP 800-53 revision 3/ NIST SP 800-53 revision 4
	Specify if the inherited control is a FedRAMP NIST SP 800-53, revision 3, control or a FedRAMP NIST SP 800-53, revision 4, control.  

	Column D – Inherited Control – Rev3 to Rev4 Transition (Yes/No)
	Specify whether the inherited control is required for testing as part of the FedRAMP Rev3 to Rev4 transition.  Indicate “Yes” or “No.”

	Column E - Indicate Partially/Fully Inherited
	Specify if the control requirements are fully inherited or partially inherited.  

   

	Column F - Required for Testing in this Assessment (Yes/No)
	If the control is partially inherited and the results of Column D indicate “Yes,” the CSP is required to include the control in this assessment for testing of those portions of the control that are provided by the CSP.

If the control is partially inherited and results of Column D indicate “No,” the CSP determines whether the control is required for testing based on the CSP-Specific rationale defined in Worksheet 3. 



[bookmark: _Toc413336369]2.4	Complete Security Assessment 
Completion of the security assessment for a FedRAMP Revision 4 Transition is conducted following the same processes and procedures for completing a FedRAMP annual assessment.  The scope of the assessment will be based on the results of the control selection process and the testing will utilize the FedRAMP Revision 4 Test Cases (Refer to Section 6, FedRAMP Revision 4 Test Cases) and the requirements specified in the FedRAMP Continuous Monitoring and Strategy Guide. 
[bookmark: _Toc413336370]2.4.1 Security Assessment Plan (SAP)
The 3PAO prepares and submits the Security Assessment Plan (SAP) utilizing the FedRAMP revision 4 Security Assessment Plan Template for Annual Assessments. The SAP clearly defines the process, procedures, and methodologies for testing.  The scope of controls to be tested is based on the control selection process defined in this document. Include only those test cases for selected controls.  Some test cases may need to be modified to address CSP-specific implementations as described in the SSP and other supporting documentation.
[bookmark: _Toc413336371]2.4.2 Security Assessment Report (SAR)
The 3PAO prepares and submits the Security Assessment Report (SAR) utilizing the FedRAMP revision 4 Security Assessment Report Template for Annual Assessments. The SAR clearly defines the process, procedures, and methodologies utilized for testing as required and documents all the results of the testing conducted.  
The SAR clearly identifies what was tested and what was not tested as part of this assessment, especially related to inherited controls from leveraged PaaS and IaaS systems as applicable.
The SAR clearly identifies known risks associated with leveraged systems, if applicable. 
The JAB and/or AO determine whether the overall risk posture of the system, as defined in the SAR, is acceptable. 
[bookmark: _Toc413336372]2.4.2.1 SECURITY ASSESSMENT Test Cases
The 3PAO prepares and submits the FedRAMP Security Assessment Test Cases as part of the SAR.  The test cases contain all the FedRAMP NIST SP 800-53, revision 4, control requirements with associated required test methods.
The 3PAO completes the observations and evidence, implementation status, findings, and risk exposure information.  
[bookmark: _Toc413336373]2.4.2.1.1 Worksheet 1:  System
This System worksheet provides system and CSP general information.

[bookmark: _Toc413336552]Table 2- 6 –FedRAMP Security Assessment Test Cases – System Content Description
	Column A
	Column B

	System
	This is the name of the system.

	CSP Name
	This is the name of the CSP.

	Sensitivity Level
	This is the security impact level of the system (Moderate/Low).




[bookmark: _Toc413336374]2.4.2.1.1 Worksheet 2:  CTRLSummary
The CtrlSummary worksheet provides the test results summary of all the test cases. 
[bookmark: _Toc413336553]Table 2- 7 – FedRAMP Security Assessment Test Cases – Control Summary Column Content Description
	Column Header
	Content Description

	Column A - ID
	This is the NIST SP 800-53 revision 4 unique control identifier.

	Column B – CONTROL TITLE   (NIST SP 800-53 Rev 4)
	This is the NIST SP 800-53 revision 4 control title.

	Column C –Control Baseline – Low
	This lists the FedRAMP NIST SP 800-53 revision 4 baseline controls at the low impact level.

	Column D –Control Baseline – Moderate
	This lists the FedRAMP NIST SP 800-53 revision 4 baseline controls at the moderate impact level.

	Column E – Implementation Status
	Specify the implementation status of the control at the completion of testing [implemented/partially implemented/ planned/ alternative implementation/not applicable].

	Column F – Findings
	Specify the status of the control at the completion of testing [satisfied/other than satisfied].

	Column G – Risk Exposure
	Specify the risk exposure to the system if the vulnerability associated with this control is exploited [high/moderate/low].

	Column H – Prior Findings
	Specify the status of the prior finding associated with this control.

	Column I – Prior Risk
	Specify the risk exposure to the system if the vulnerability associated with this control is exploited.  [high/moderate/low].



[bookmark: _Toc413336375]2.4.2.1.1 Worksheets 3 -19:  Controls “AC” through “SI”
The FedRAMP Security Assessment Test Cases workbook contains a separate worksheet for documenting the tests conducted for each of the 17 control families in the FedRAMP NIST SP 800-63 revision 4 baseline.



[bookmark: _Toc413336554]Table 2- 8 – FedRAMP Security Assessment Test Cases – Controls “AC” through “SI” Column Content Description
	Column Header
	Content Description

	Column A - ID
	This is the NIST SP 800-53 revision 4 unique control identifier.

	Column B – Title
	This is the NIST SP 800-53 revision 4 control title.

	Column C –Decision
	This specifies each of the security control requirements to be tested.

	Column D –Examine
	This specifies what is required to be examined to determine the implementation of the control requirement.

	Column E – Test
	This specifies what is required to be tested to determine the implementation of the control requirement.

	Column F – Interview
	This specifies the interview requirements to determine the implementation of the control requirement.

	Column G – Observations and Evidence
	Specify and fully describe the testing and observations from the testing, including references to artifacts utilized as evidence to support the observations. Specify full document references [title, version, date, page numbers] for all documentation artifacts.   Specify full names, roles, and dates of interviews.  Specify the tests conducted at a level of detail that enables them to be replicated.

	Column H – Implementation Status
	Specify the implementation status of the control at the completion of testing [implemented/partially implemented/ planned/ alternative implementation/not applicable].

	Column I – Findings
	Specify the status of the control at the completion of testing [satisfied/other than satisfied].

	Column J – Likelihood
	Specify the likelihood a threat will exploit the vulnerability identified [high/moderate/low].

	Column K – Impact
	Specify the impact to the system if the threat successfully exploits the vulnerability [high/moderate/low].

	Column L – Risk Exposure
	Specify the risk exposure to the system if the vulnerability associated with this control is exploited [high/moderate/low].

	Column M – Risk Description
	Fully describe the details of the risks to this specific system if the vulnerability is exploited.

	Column N - Recommendation for Mitigation
	Fully describe the recommendation for remediation of the risk associated with this control.

	Column O – Assessor POC
	Specify the assessor name and contact information [e.g., email, phone] for each test.

	Column P – Prior Findings
	Specify the status of a prior finding associated with this control. [satisfied/other than satisfied].

	Column Q – Prior Risk
	Specify the risk exposure to the system if the vulnerability associated with this control is exploited.  [high/moderate/low].



[bookmark: _Toc413336376]2.5	Complete PLan of Action and Milestones (POA&M)
The CSP prepares and submits the Plan of Action and Milestones (POA&M) utilizing the FedRAMP Plan of Action and Milestone (POA&M) Template Completion Guide.  The CSP documents all residual risks identified in the SAR and defines a plan for remediation of those risks in the template provided.  
The CSP includes known risks identified by the 3PAO that are associated with leveraging PaaS and IaaS systems in the POA&M.  
3. [bookmark: _Toc413336377]Methodology for Managing Risks associated with Inherited Controls
3.1 [bookmark: _Toc413336378]Methodology for Testing Inherited Controls
The methodology for testing controls inherited from a FedRAMP compliant PaaS or IaaS service (Leveraged CSP) is explicitly based on how the requirement is described in the SSP. The SSP for the CSP leveraging Leveraged CSP clearly defines the roles and responsibilities for each and every control requirement. For example, a Physical and Environmental (PE) control might be fully inherited from the Leveraged CSP. The CSP describes “how” the PE control requirement is implemented by stating it is fully inherited from the Leveraged CSP. There is a subsection in the control implementation description that states “what” the Leveraged CSP is providing to meet the requirement but not “how” the Leveraged CSP meets the requirement. The Leveraged CSP SSP will describe “how” the control is implemented.  
In another example, a control requirement might be a “shared” control, where the CSP and the Leveraged CSP implement portions of a requirement in order to fully meet the requirement. In this case, the CSP would define “what” and “how” the CSP is implementing the portion they are responsible for and there would be a subsection in the implementation description where the “what” being provided by the Leveraged CSP is described. However, the description of “how” the Leveraged CSP implements their portion of the control would be found in the Leveraged CSP SSP.
The scope of testing for the CSP leveraging a FedRAMP compliant Leveraged CSP includes only control requirements that the CSP is responsible for implementing. The 3PAO tests only the control requirements implemented by the CSP and assumes that the Leveraged CSP is compliant with the requirements based on their initial and continued P-ATO or ATO status.  The scope of testing does not include “testing” of the implementation by the Leveraged CSP. If the Leveraged CSP provides a service such as auditing/logging or trouble ticketing, the 3PAO must collect evidence from only the CSP that the Leveraged CSP is providing those services (e.g., audit logs/reports).
3.2 [bookmark: _Toc413336379]Methodology for Reporting and Managing Risks Associated with Inherited Controls
The 3PAO may have identified some known risks associated with the PaaS or IaaS system leveraged by the CSP. These risks may be due to a “gap” in implementation of all the requirements in a control between the CSP and the leveraged system. These risks may be due to the CSP not having fully implemented a requirement that they are responsible for implementing or the leveraged system may not have fully implemented and tested the FedRAMP NIST SP 800-53, revision 4, baseline requirements.  
The 3PAO must include these known risks in the SAR and the CSP must to include these known risks in the POA&M and track and report the status of those risks as part of continuous monitoring activities. For example, the CSP indicates in the POA&M that they have communicated with the leveraged CSP to determine the current status of remediation of those risks at least every 30 days and/or provides evidence of the leveraged system’s timeline for remediation.  
4. [bookmark: _Toc413336380]General Requirements
· Use latest version for all FedRAMP document templates, such as SSP, CP, SAP, and SAR.
· Ensure that all transition requirements are addressed and documented completely. Identify specifically what was included in the scope of the transition and what was excluded, including the rationale for both.
· Ensure there are enough resources to complete the required tasks in the timeframes defined.
· Develop and implement a schedule that supports completion of testing prior to anniversary date of P-ATO or ATO.
· Develop and implement a schedule that provides for revisions and updates to draft documents based on ISSO and JAB technical reviews.
· Ensure that all findings are included in the SAR and POA&M.

5. [bookmark: _Ref410222336][bookmark: _Toc413336381]Control Selection Workbook
The FedRAMP Rev4 Annual Assessment Controls workbook is provided here.


6. [bookmark: _Toc413336382]FedRAMP Revision 4 Test Cases 
The FedRAMP Revision 4 Test Cases v 1.0 workbook is provided here.



[bookmark: _Toc413336383]
Appendix A – FedRAMP Acronyms
	Acronym
	Description

	3PAO
	Third Party Assessment Organization

	AO
	Authorizing Official

	CIS
	Control Information Summary

	CP
	Contingency Plan

	CSP
	Cloud Service Provider

	FedRAMP
	Federal Risk and Authorization Management Program

	IaaS
	Infrastructure as a Service

	NIST
	National Institute of Standards and Technology

	PaaS
	Platform as a Service

	SaaS
	Software as a Service

	SAP
	Security Assessment Plan

	SAR
	Security Assessment Report

	SSP
	System Security Plan
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		FedRAMP Rev3 to Rev4 Annual Assessment Controls - Summary

		Item		Control ID		Core		New		Conditional- Refer to "Conditional Controls" Worksheet for further details				Item		Control ID - CSP-Specific - Refer to "Conditional Controls" Worksheet for further details		Control ID - CSP-Specific-Refer to "CSP-Specific Controls" Worksheet for further details		Control ID - CSP Inherited Controls - Refer to "Inherited Controls" Worksheet for further details

		1		AC-1		1								1

		2		AC-2		1								2

		3		AC-2(2)		1								3

		4		AC-2(3)  		1								4

		5		AC-2 (5)				1						5

		6		AC-2 (9)						1				6

		7		AC-2(10)						1				7

		8		AC-2 (12)				1						8

		9		AC-3						1				9

		10		AC-4 (21)						1				10

		11		AC-6 (5)						1				11

		12		AC-6 (10)						1				12

		13		AC-12						1				13

		14		AC-17						1				14

		15		AC-17 (9)						1				15

		16		AC-18						1				16

		17		AC-19						1				17

		18		AC-19 (5)						1				18

		19		AC-21				1						19

		20		AC-22		1								20

		21		AT-1		1								21

		22		AT-2		1								22

		23		AT-2 (2)						1				23

		24		AT-3		1								24

		25		AT-4		1								25

		26		AU-1		1								26

		27		AU-2		1								27

		28		AU-2 (3)		1								28

		29		AU-4						1				29

		30		AU-6		1								30

		31		AU-6 (1)						1				31

		32		AU-7						1				32

		33		AU-7 (1)						1				33

		34		AU-8						1				34

		35		AU-8 (1)						1				35

		36		AU-9 (2)						1				36

		37		AU-9 (4)						1				37

		38		CA-1		1								38

		39		CA-2		1								39

		40		CA-2 (2) 		1								40

		41		CA-2 (3)				1						41

		42		CA-3						1				42

		43		CA-3 (3)						1				43

		44		CA-3 (5)				1						44

		45		CA-5		1								45

		46		CA-6		1								46

		47		CA-7		1								47

		48		CA-8, 		1								48

		49		CA-8 (1)		1								49

		50		CA-9				1						50

		51		CM-1		1								51

		52		CM-2(1)		1								52

		53		CM-2(2)						1				53

		54		CM-3						1				54

		55		CM-5(5)		1								55

		56		CM-7(1)		1								56

		57		CM-7 (2)						1				57

		58		CM-7 (5)						1				58

		59		CM-8						1				59

		60		CM-8(3)		1								60

		61		CM-9		1								61

		62		CM-10 (1)				1						62

		63		CM-11						1				63

		64		CP-1		1								64

		65		CP-2		1								65

		66		CP-2 (3)						1				66

		67		CP-2 (8)						1				67

		68		CP-3		1								68

		69		CP-4		1								69

		70		CP-6						1				70

		71		CP-7						1				71

		72		CP-8						1				72

		73		CP-9(1)		1								73

		74		IA-1		1								74

		75		IA-2 (5)				1						75

		76		IA-2 (11)						1				76

		77		IA-2 (12)						1				77

		78		IA-3						1				78

		79		IA-4		1								79																1

		80		IA-5		1								80

		81		IA-5 (1)						1				81

		82		IA-5 (2)						1				82

		83		IA-5 (3)						1				83

		84		IA-5 (4)						1				84

		85		IA-5 (11)				1						85

		86		IA-8 (1)				1						86

		87		IA-8 (2)				1						87

		88		IA-8 (3)				1						88

		89		IA-8 (4)				1						89

		90		IR-1		1								90

		91		IR-2		1								91

		92		IR-3		1								92

		93		IR-3 (2)						1				93

		94		IR-6		1								94

		95		IR-8		1								95

		96		IR-9				1						96

		97		IR-9 (1)				1						97

		98		IR-9 (2)				1						98

		99		IR-9 (3)				1						99

		100		IR-9 (4)				1						100

		101		MA-1		1								101

		102		MA-2						1				102

		103		MA-3 (1)						1				103

		104		MA-4						1				104

		105		MA-4 (2)						1				105

		106		MA-5 (1)				1						106

		107		MP-1		1								107

		108		MP-5						1				108

		109		MP-5 (4)						1				109

		110		MP-6						1				110

		111		MP-6 (2)				1						111

		112		MP-7						1				112

		113		PE-1		1								113

		114		PE-2		1								114

		115		PE-3		1								115

		116		PE-6		1								116

		117		PE-8		1								117

		118		PE-14		1								118

		119		PE-14 (2)				1						119

		120		PL-1		1								120

		121		PL-2		1								121

		122		PL-4						1				122

		123		PL-4 (1)						1				123

		124		PL-8				1						124

		125		PS-1		1								125

		126		PS-2		1								126

		127		PS-3		1								127

		128		PS-3 (3)						1				128

		129		PS-6		1								129

		130		PS-7						1				130

		131		PS-8						1				131

		132		RA-1		1								132

		133		RA-3		1								133

		134		RA-5		1								134

		135		RA-5(2)		1								135

		136		RA-5 (8)				1						136

		137		SA-1		1								137

		138		SA-3						1				138

		139		SA-4(1)						1				139

		140		SA-4 (8)				1						140

		141		SA-4(9)						1				141

		142		SA-4(10)						1				142

		143		SA-9						1				143

		144		SA-9(2)						1				144

		145		SA-9 (4)				1						145

		146		SA-9 (5)				1						146

		147		SA-10 (1)						1				147

		148		SA-11(2)						1				148

		149		SA-11 (8)				1						149

		150		SC-1		1								150

		151		SC-6						1				151

		152		SC-7(4)		1								152

		153		SC-7(12)						1				153

		154		SC-12						1				154

		155		SC-12(3)						1				155

		156		SC-28(1)						1				156

		157		SC-39				1						157

		158		SI-1		1								158

		159		SI-2		1								159

		160		SI-2(2)		1								160

		161		SI-2 (3)				1						161

		162		SI-3						1				162

		163		SI-3 (7)				1						163

		164		SI-4		1								164

		165		SI-4 (1)				1						165

		166		SI-4(4)						1				166

		167		SI-4(5)						1				167

		168		SI-4(14)		1								168

		169		SI-4 (16)				1						169

		170		SI-4 (23)				1						170

		171		SI-6		1								171

		172		SI-7(1)		1								172

		173		SI-7(7)						1				173

		174		SI-8 (1)				1						174

		175		SI-8(2)						1				175

		176		SI-16				1						176

				Total		68		35		73





Conditional Controls

		FedRAMP Rev3 to Rev4 Annual Assessment Controls - Conditional Controls

						If the answer to all of the questions for a given control is "yes" and it has been previously tested, then the control does not need to be tested again.  However, the analysis must be provided.

		Item		Control		Condition		Answers (Yes/No) -
 A "Yes" answer indicates that the control was tested.		Analysis - Describe how the 3PAO determined that the control was previously assessed (E.g. "Reviewed ABC.doc section 1.2.3 and XYZ_2-4-2013.xls Row 100")

		1		AC-2 (9)		Have shared/group accounts been appropriately identified with the organization requirements defined and validated in AC-2?

		2		AC-2(10)		Has a process for reissuing shared/group accounts credentials been defined and validated in AC-2?

		3		AC-3		Have approved authorizations been defined for logical access to system resources in access control policies?

		4		AC-4 (21)		Based on organization defined mechanisms that were previously tested as part of AC-4, does the organization separate information flows logically or physically?

		5		AC-6 (5)		Does the organization restrict privileged accounts to defined personnel or roles?

		6		AC-6 (10)		Does the system restrict non-privileged users from executing privileged functions, including disabling, circumventing or altering implemented security safeguards/counter measures?

		7		AC-12		Does the system automatically terminate a user session after defined conditions or trigger events occur?

		8		AC-17		Has the organization established and documented usage restrictions, configuration/connection requirements, and implementation guidance for each type of remote access allowed?

		9		AC-17 (9)		Does the organization have the  capability to expeditiously disconnect or disable remote access to the system within a predefined time period?

		10		AC-18		Have configuration/connection requirements for wireless access been established?

		11		AC-19		Have configuration and connection requirements been established for organization controlled mobile devices?

		12		AC-19 (5)		Does the organization employ encryption to protect the confidentiality and integrity of defined mobile devices?

		13		AT-2 (2)		Has the organization included  security awareness training on recognizing and reporting potential indicators of insider threat?

		14		AU-4		Has the organization defined audit record storage requirements and are they used in the allocation of storage capacity?

		15		AU-6 (1)		Does the organization employ automated mechanisms to integrate audit review, analysis, and reporting processes into support processes for investigation and response to suspicious activities?

		16		AU-7		Does the audit reduction and report generation capability:

a. Support on-demand audit review, analysis, and reporting requirements and after-the-fact investigations of security incidents?
AND
b. Does not alter the original content or time ordering of audit records?

		17		AU-7 (1)		Has the organization previously defined audit fields within audit records?

		18		AU-8		a. Does the information system record time stamps for audit records that can be mapped to Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT)?

b. Has the organization defined the granularity of time measurement that the system must meet?

c. Does the information system currently meet the defined time measurement granularity?

		19		AU-8 (1)		a. Does the system compare the internal system clock on a defined frequency with an authorized time source?

b. Does the system  synchronize the internal system clock with the authorized time source when the difference is greater the  organization defined time period?

		20		AU-9 (2)		Does the system backup to a physically different system or system component than the system or component being audited?

		21		AU-9 (4)		Does the organization authorize access to audit management functionality to only a defined subset of privileged users?

		22		CA-3		Does the organization review and update ISAs annually?

		23		CA-3 (3)		The CSP has firewalls in place to protect its boundary.  Has the customer tested this control to determine if direct connections are made?

		24		CM-2(2)		Does the organization employ automated mechanisms to maintain an up-to-date, complete, accurate, and readily available baseline configuration of the information system?

		25		CM-3		Does the organization:
a.  Review proposed configuration control changes prior to approval?
b.  Implement approved configuration control changes to the system?
c.   Are change records retained based on an approved time period?
d.  Are review activities associated with configuration control changes?

		26		CM-7 (2)		Does the information system prevent program execution in accordance with defined policies/rules authorizing the terms and conditions of software program usage?

		27		CM-7 (5)		Does the organization review and update the list of authorized software programs annually?

		28		CM-8		Is the information system component inventory reviewed and updated on a monthly basis?

		29		CM-11		Does the organization monitor defined user-installed software policy compliance continuously?

		30		CP-2 (3)		Has the organization planned for the resumption of essential missions and business functions with a predefined time period  of contingency plan activation?

		31		CP-2 (8)		Has the organization identified critical information system assets supporting essential missions and business functions?

		32		CP-6		Does the alternative storage site  have the same security safeguards as the primary storage site?

		33		CP-7		Does the alternate processing site: 

a. Permit the transfer and resumption of system operations based on the recovery point objective?

b. Provide information security safeguards equivalent to the primary site?

		34		CP-8		Have alternate telecommunication services, including necessary agreements to permit resumption of defined information system operations for essential missions and business functions when the primary telecommunication capabilities are unavailable, been established for the alternate processing or storage sites?

		35		IA-2 (11)		Has the information system implemented multifactor authentication for remote access to privileged and non-privileged accounts such that one of the factors is provided by a device separate from the system gaining access and the device meets organization-defined strength of mechanism requirements?

		36		IA-2 (12)		Does the information system accept and electronically verify PIV credentials?

		37		IA-3		If remote is selected as a parameter, does the information system uniquely identify and authenticate defined devices before establishing a remote connection?

		38		IA-5 (1)		For password based authentication, does the information system allow the use of a temporary password for system logins with an immediate change to a permanent password?

		39		IA-5 (2)		For PKI based authentication, does the information system:

a. Validate certificates by verifying a certification path to an accepted trust anchor including checking certificate status information?

b. Implement a local cache of revocation data to support path discovery and validation in case of inability to access revocation information via the network?

		40		IA-5 (3)		If the registration process is not carried out in-person, but rather by a trusted third-party, has this process been tested?

		41		IA-5 (4)		Does the organization employ automated tools to determine if password authentication is sufficiently strong to satisfy defined requirements?

		42		IR-3 (2)		Does the organization coordinate incident response testing with organizational elements responsible for related plans?

		43		MA-2		Does the organization:

a. Approve and monitor all maintenance activities whether performed on-site or remotely and whether the equipment is serviced on-site or removed to another location?

b. Include defined maintenance related information in organizational maintenance records?

		44		MA-3 (1)		Does the organization inspect the maintenance tools carried into a facility by maintenance personnel for unauthorized modifications?

		45		MA-4		Does the organization employ strong authenticators in the establishment of nonlocal maintenance and diagnostic sessions?

		46		MA-4 (2)		Has the organization documented in the SSP the policies and procedures for establishing and using nonlocal maintenance and diagnostic connections?

		47		MP-5		Most SSP's outline the media transport process in order to satisfy MP-5 control requirements.  If the SSP (MP-5) outlines the activities associated with the transport of information system media this control does not require retesting.

		48		MP-5 (4)		Is encryption used for media transport?

		49		MP-6		Has the organization defined information system media?

Has the organization defined sanitization techniques and procedures?

Are the techniques and procedures in accordance with applicable federal and organizational standards and policies?

		50		MP-7		Have security safeguards been defined and tested as part of AC-19 (1) and (2), Revision 3?

		51		PL-4		Have all users signed the most up-to-date version of the RoB?

Has the most up-to-date RoB been updated within the last 3 years?

		52		PL-4 (1)		Does the organization include explicit restrictions on the use of social media/networking sites and posting organizational information on public websites in their Rules of Behavior (RoB)?

		53		PS-3 (3)		Are there valid access authorizations that are demonstrated to meet FedRAMP personnel screening criteria?

		54		PS-7		Are third-party personnel security policies commensurate with organizational policies?  This includes notification policy / procedures compliant with FedRAMP Parameter.

		55		PS-8		Does the CSP / Agency Personnel Security Policy include a notification parameter for personnel sanctions?

		56		SA-3		Is the current SDLC model compliant with FedRAMP with the inclusion of organizational risk management into the SDLC parameter?

		57		SA-4 (1)		Does the description defined by the developer for the information system, system component, or information system service include the functional properties of the security controls to be employed?

Note: Rev. 4 requires the developer to provide security function documents rather than rely solely on the acquisition process.

		58		SA-4 (9)		Does the SDLC require developers to define ports, protocols, and services early in the development stages?

		59		SA-4 (10)		If the system implements FIPS 201 approved devices as defined in IA-2, have the devices been verified as FIPS 201 approved?

		60		SA-9		Has the CSP's current implementation been verified to include new defined parameters?

		61		SA-9 (2)		Are the ports, protocols, and services outlined as part of the SDLC?

		62		SA-10 (1)		Is integrity verification of software and firmware components enabled?

		63		SA-11 (2)		Is Threat and Vulnerability assessment included as part of Development and configuration management?

		64		SC-6		Where resources mapped to quota and safeguard and verified?

Note: Rev. 3 did not require defining parameters. Therefore, parameters may not have been evaluated.

		65		SC-7 (12)		Control requires mapping host based protection to specific hosts.  Does the SSP incorporate this mapping?

		66		SC-12		Are policy and procedures for key generation, distribution, storage, access, and destruction defined in SC-1 for this control?

		67		SC-12 (3)		Does the organization produce, control, and distribute:

a. Asymmetric cryptographic keys using NSA-approved key management technology and processes?

 b. Approved PKI Class 3 certificates or prepositioned keying material?

 c. Approved PKI Class 3 or Class 4 certificates and hardware security tokens that protect the user’s private key? 

		68		SC-28 (1)		Is cryptography used to protect information at rest?

		69		SI-3		Section C is applicable if the system downloads, opens, or executes files.  Is an artifact collected to validate scanning of endpoints for malicious files?

		70		SI-4 (4)		Do testing artifacts validate the implementation of the parameter specific to inbound and outbound traffic?

Note: This Parameter was not tested in Rev. 3.

		71		SI-4 (5)		Is there evidence that supports a list of defined personnel are alerted in the event of compromise?

Note: Control Requires defining compromise indicators.

		72		SI-7 (7)		a. Does AU-2 include the detection of unauthorized security-relevant changes?

b. Are included incident handling procedures addressed IR-4?

		73		SI-8 (2)		Is SPAM protection configured to automatically update this control?







CSP-Specific Controls

		FedRAMP Rev3 to Rev4 Annual Assessment Controls - CSP-Specific Controls
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Inherited Controls

		FedRAMP Rev3 to Rev4 Annual Assessment Controls - CSP Inherited Controls
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CtrlSummary

		ID		CONTROL TITLE   (NIST SP 800-53 Rev 4)		CONTROL BASELINE				Implementation Status		Findings		Risk Exposure		Prior Findings		Prior Risk

						Low		Moderate

		Access Control (AC)

		AC-1		Access Control Policy and Procedures		X		X

		AC-2		Account Management		X		X

		AC-2 (1)		Account Management | Automated System Account Management				X

		AC-2 (2)		Account Management | Removal of Temporary / Emergency Accounts				X

		AC-2 (3)		Account Management | Disable Inactive Accounts				X

		AC-2 (4)		Account Management | Automated Audit Actions				X

		AC-2 (5)		Account Management | Inactivity Logout				X

		AC-2 (7)		Account Management | Role-Based Schemes				X

		AC-2 (9)		Account Management | Restrictions on Use of Shared Groups / Accounts				X

		AC-2 (10)		Account Management | Shared / Group Account Credential Termination				X

		AC-2 (12)		Account Management | Account Monitoring / Atypical Usage				X

		AC-3		Access Enforcement		X		X

		AC-4		Information Flow Enforcement				X

		AC-4 (21)		Information Flow Enforcement | Physical / Logical Separation of Information Flows				X

		AC-5		Separation of Duties				X

		AC-6		Least Privilege				X

		AC-6 (1)		Least Privilege | Authorize Access to Security Functions				X

		AC-6 (2)		Least Privilege | Non-Privileged Access For No security Functions				X

		AC-6 (5)		Least Privilege | Privileged Accounts				X

		AC-6 (9)		Least Privilege | Auditing Use of Privileged Functions				X

		AC-6 (10)		Least Privilege | Prohibit Non-privileged Users from Executing Privileged Functions				X

		AC-7		Unsuccessful Logon Attempts		X		X

		AC-8		System Use Notification		X		X

		AC-10		Concurrent Session Control				X

		AC-11		Session Lock				X

		AC-11 (1)		Session Lock | Pattern-Hiding Displays				X

		AC-12		Session Termination				X

		AC-14		Permitted Actions Without Identification or Authentication		X		X

		AC-17		Remote Access		X		X

		AC-17 (1)		Remote Access | Automated Monitoring / Control				X

		AC-17 (2)		Remote Access | Protection of Confidentiality / Integrity Using Encryption				X

		AC-17 (3)		Remote Access | Managed Access Control Points				X

		AC-17 (4)		Remote Access | Privileged Commands / Access				X

		AC-17 (9)		Remote Access | Disconnect / Disable Access				X

		AC-18		Wireless Access		X		X

		AC-18 (1)		Wireless Access | Authentication and Encryption				X

		AC-19		Access Control For Mobile Devices		X		X

		AC-19 (5)		Access Control For Mobile Devices | Full Device / Container-Based Encryption				X

		AC-20		Use of External Information Systems		X		X

		AC-20 (1)		Use of External Information Systems | Limits on Authorized Use				X

		AC-20 (2)		Use of External Information Systems | Portable Storage Devices				X

		AC-21		Information Sharing				X

		AC-22		Publicly Accessible Content		X		X

		Awareness and Training (AT)

		AT-1		Security Awareness and Training Policy and Procedures		X		X

		AT-2		Security Awareness Training		X		X

		AT-2 (2)		Security Awareness | Insider Threat				X

		AT-3		Role-Based Security Training		X		X

		AT-4		Security Training Records		X		X

		Audit and Accountability (AU)

		AU-1		Audit and Accountability Policy and Procedures		X		X

		AU-2		Audit Events		X		X

		AU-2 (3)		Audit Events | Reviews and Updates				X

		AU-3		Content of Audit Records		X		X

		AU-3 (1)		Content of Audit Records | Additional Audit Information				X

		AU-4		Audit Storage Capacity		X		X

		AU-5		Response to Audit Processing Failures		X		X

		AU-6		Audit Review, Analysis, and Reporting		X		X

		AU-6 (1)		Audit Review, Analysis, and Reporting | Process Integration				X

		AU-6 (3)		Audit Review, Analysis, and Reporting | Correlate Audit Repositories				X

		AU-7		Audit Reduction and Report Generation				X

		AU-7 (1)		Audit Reduction and Report Generation | Automatic Processing				X

		AU-8		Time Stamps		X		X

		AU-8 (1)		Time Stamps | Synchronization With Authoritative Time Source				X

		AU-9		Protection of Audit Information		X		X

		AU-9 (2)		Protection of Audit Information | Audit Backup on Separate Physical Systems / Components				X

		AU-9 (4)		Protection of Audit Information | Access by Subset of Privileged Users				X

		AU-11		Audit Record Retention		X		X

		AU-12		Audit Generation		X		X

		Security Assessment and Authorization (CA)

		CA-1		Security Assessment and Authorization Policies and Procedures		X		X

		CA-2		Security Assessments		X		X

		CA-2 (1)		Security Assessments | Independent Assessors		X		X

		CA-2 (2)		Security Assessments | Specialized Assessments				X

		CA-2 (3)		Security Assessments | External Organizations				X

		CA-3		System Interconnections		X		X

		CA-3 (3)		System Interconnections | Unclassified Non-National Security System Connections				X

		CA-3 (5)		System Interconnections | Restrictions on External Network Connections				X

		CA-5		Plan of Action and Milestones		X		X

		CA-6		Security Authorization		X		X

		CA-7		Continuous Monitoring		X		X

		CA-7 (1)		Continuous Monitoring | Independent Assessment				X

		CA-8		Penetration Testing				X

		CA-8 (1)		Penetration Testing | Independent Penetration Agent or Team				X

		CA-9		Internal System Connections		X		X

		Configuration Management (CM)

		CM-1		Configuration Management Policy and Procedures		X		X

		CM-2		Baseline Configuration		X		X

		CM-2 (1)		Baseline Configuration | Reviews and Updates				X

		CM-2 (2)		Baseline Configuration | Automation Support For Accuracy / Currency 				X

		CM-2 (3)		Baseline Configuration | Retention of Previous Configurations				X

		CM-2 (7)		Baseline Configuration | Configure Systems, Components, or Devices for High-Risk Areas				X

		CM-3		Configuration Change Control				X

		CM-4		Security Impact Analysis		X		X

		CM-5		Access Restrictions For Change				X

		CM-5 (1)		Access Restrictions For Change | Automated Access Enforcement / Auditing				X

		CM-5 (3)		Access Restrictions For Change | Signed Components				X

		CM-5 (5)		Access Restrictions For Change | Limit Production / Operational Privileges				X

		CM-6		Configuration Settings		X		X

		CM-6 (1)		Configuration Settings | Automated Central Management / Application / Verification				X

		CM-7		Least Functionality		X		X

		CM-7 (1)		Least Functionality | Periodic Review				X

		CM-7 (2)		Least Functionality | Prevent Program Execution				X

		CM-7 (5)		Least Functionality | Authorized Software / Whitelisting				X

		CM-8		Information System Component Inventory		X		X

		CM-8 (1)		Information System Component Inventory | Updates During Installations / Removals				X

		CM-8 (3)		Information System Component Inventory | Automated Unauthorized Component Detection				X

		CM-8 (5)		Information System Component Inventory | No Duplicate Accounting of Components				X

		CM-9		Configuration Management Plan				X

		CM-10		Software Usage Restrictions		X		X

		CM-10 (1)		Software Usage Restrictions | Open Source Software				X

		CM-11		User-Installed Software		X		X

		Contingency Planning (CP)

		CP-1		Contingency Planning Policy and Procedures		X		X

		CP-2		Contingency Plan		X		X

		CP-2 (1)		Contingency Plan | Coordinate With Related Plans				X

		CP-2 (2)		Contingency Plan | Capacity Planning				X

		CP-2 (3)		Contingency Plan | Resume Essential Missions / Business Functions				X

		CP-2 (8)		Contingency Plan | Identify Critical Assets				X

		CP-3		Contingency Training		X		X

		CP-4		Contingency Plan Testing		X		X

		CP-4 (1)		Contingency Plan Testing | Coordinate With Related Plans				X

		CP-6		Alternate Storage Site				X

		CP-6 (1)		Alternate Storage Site | Separation From Primary Site				X

		CP-6 (3)		Alternate Storage Site | Accessibility				X

		CP-7		Alternate Processing Site				X

		CP-7 (1)		Alternate Processing Site | Separation From Primary Site				X

		CP-7 (2)		Alternate Processing Site | Accessibility				X

		CP-7 (3)		Alternate Processing Site | Priority of Service				X

		CP-8		Telecommunications Services				X

		CP-8 (1)		Telecommunications Services | Priority of Service Provisions				X

		CP-8 (2)		Telecommunications Services | Single Points of Failure				X

		CP-9		Information System Backup		X		X

		CP-9 (1)		Information System Backup | Testing For Reliability / Integrity				X

		CP-9 (3)		Information System Backup | Separate Storage for Critical Information				X

		CP-10		Information System Recovery and Reconstitution		X		X

		CP-10 (2)		Information System Recovery and Reconstitution | Transaction Recovery				X

		Identification and Authentication (IA)

		IA-1		Identification and Authentication Policy and Procedures		X		X

		IA-2		Identification and Authentication (Organizational Users)		X		X

		IA-2 (1)		Identification and Authentication (Organizational Users) | Network Access to Privileged Accounts		X		X

		IA-2 (2)		Identification and Authentication (Organizational Users) | Network Access to Non-Privileged Accounts				X

		IA-2 (3)		Identification and Authentication (Organizational Users) | Local Access to Privileged Accounts				X

		IA-2 (5)		Identification and Authentication (Organizational Users) | Group Authentication				X

		IA-2 (8)		Identification and Authentication (Organizational Users) | Network Access to Privileged Accounts - Replay Resistant				X

		IA-2 (11)		Identification and Authentication (Organizational Users) | Remote Access - Separate Device				X

		IA-2 (12)		Identification and Authentication (Organizational Users) | Acceptance of PIV Credentials		X		X

		IA-3		Device Identification and Authentication				X

		IA-4		Identifier Management		X		X

		IA-4 (4)		Identifier Management | Identify User Status				X

		IA-5		Authenticator Management		X		X

		IA-5 (1)		Authenticator Management | Password-Based Authentication		X		X

		IA-5 (2)		Authenticator Management | PKI-Based Authentication				X

		IA-5 (3)		Authenticator Management | In-Person or Trusted Third-Party Registration				X

		IA-5 (4)		Authenticator Management | Automated Support for Password Strength Determination				X

		IA-5 (6)		Authenticator Management | Protection of Authenticators				X

		IA-5 (7)		Authenticator Management | No Embedded Unencrypted Static Authenticators				X

		IA-5 (11)		Authenticator Management | Hardware Token-Based Authentication		X		X

		IA-6		Authenticator Feedback		X		X

		IA-7		Cryptographic Module Authentication		X		X

		IA-8		Identification and Authentication (Non-Organizational Users)		X		X

		IA-8 (1)		Identification and Authentication (Non-Organizational Users) | Acceptance of PIV Credentials from Other Agencies		X		X

		IA-8 (2)		Identification and Authentication (Non-Organizational Users) | Acceptance of Third-Party Credentials		X		X

		IA-8 (3)		Identification and Authentication (Non-Organizational Users) | Use of FICAM-Approved Products		X		X

		IA-8 (4)		Identification and Authentication (Non-Organizational Users) | Use of FICAM-Issued Profiles		X		X

		Incident Response (IR)

		IR-1		Incident Response Policy and Procedures		X		X

		IR-2		Incident Response Training		X		X

		IR-3		Incident Response Testing				X

		IR-3 (2)		Incident Response Testing | Coordination With Related Plans				X

		IR-4		Incident Handling		X		X

		IR-4 (1)		Incident Handling | Automated Incident Handling Processes				X

		IR-5		Incident Monitoring		X		X

		IR-6		Incident Reporting		X		X

		IR-6 (1)		Incident Reporting | Automated Reporting				X

		IR-7		Incident Response Assistance		X		X

		IR-7 (1)		Incident Response Assistance | Automation Support For Availability of Information / Support				X

		IR-7 (2)		Incident Response Assistance | Coordination With External Providers				X

		IR-8		Incident Response Plan		X		X

		IR-9		Information Spillage Response				X

		IR-9 (1)		Information Spillage Response | Responsible Personnel				X

		IR-9 (2)		Information Spillage Response | Training				X

		IR-9 (3)		Information Spillage Response | Post-Spill Operations				X

		IR-9 (4)		Information Spillage Response | Exposure to Unauthorized Personnel				X

		Maintenance (MA)

		MA-1		System Maintenance Policy and Procedures		X		X

		MA-2		Controlled Maintenance		X		X

		MA-3		Maintenance Tools				X

		MA-3 (1)		Maintenance Tools | Inspect Tools				X

		MA-3 (2)		Maintenance Tools | Inspect Media				X

		MA-3 (3)		Maintenance Tools | Prevent Unauthorized Removal				X

		MA-4		Nonlocal Maintenance		X		X

		MA-4 (2)		Nonlocal Maintenance | Document Nonlocal Maintenance				X

		MA-5		Maintenance Personnel		X		X

		MA-5 (1)		Maintenance Personnel | Individuals Without Appropriate Access				X

		MA-6		Timely Maintenance				X

		Media Protection (MP)

		MP-1		Media Protection Policy and Procedures		X		X

		MP-2		Media Access		X		X

		MP-3		Media Marking				X

		MP-4		Media Storage				X

		MP-5		Media Transport				X

		MP-5 (4)		Media Transport | Cryptographic Protection				X

		MP-6		Media Sanitization		X		X

		MP-6 (2)		Media Sanitization | Equipment Testing				X

		MP-7		Media Use		X		X

		MP-7 (1)		Media Use | Prohibit Use without Owner				X

		Physical and Environmental Protection (PE)

		PE-1		Physical and Environmental Protection Policy and Procedures		X		X

		PE-2		Physical Access Authorizations		X		X

		PE-3		Physical Access Control		X		X

		PE-4		Access Control For Transmission Medium				X

		PE-5		Access Control For Output Devices				X

		PE-6		Monitoring Physical Access		X		X

		PE-6 (1)		Monitoring Physical Access | Intrusion Alarms / Surveillance Equipment				X

		PE-8		Visitor Access Records		X		X

		PE-9		Power Equipment and Cabling				X

		PE-10		Emergency Shutoff				X

		PE-11		Emergency Power				X

		PE-12		Emergency Lighting		X		X

		PE-13		Fire Protection		X		X

		PE-13 (2)		Fire Protection | Suppression Devices / Systems				X

		PE-13 (3)		Fire Protection | Automatic Fire Suppression				X

		PE-14		Temperature and Humidity Controls		X		X

		PE-14 (2)		Temperature and Humidity Controls | Monitoring With Alarms / Notifications				X

		PE-15		Water Damage Protection		X		X

		PE-16		Delivery and Removal		X		X

		PE-17		Alternate Work Site				X

		Planning (PL)

		PL-1		Security Planning Policy and Procedures		X		X

		PL-2		System Security Plan		X		X

		PL-2 (3)		System Security Plan | Plan / Coordinate With Other Organizational Entities				X

		PL-4		Rules of Behavior		X		X

		PL-4 (1)		Rules of Behavior | Social Media and Networking Restrictions				X

		PL-8		Information Security Architecture				X

		Personnel Security (PS)

		PS-1		Personnel Security Policy and Procedures		X		X

		PS-2		Position Risk Designation		X		X

		PS-3		Personnel Screening		X		X

		PS-3 (3)		Personnel Screening | Information With Special Protection Measures				X

		PS-4		Personnel Termination		X		X

		PS-5		Personnel Transfer		X		X

		PS-6		Access Agreements		X		X

		PS-7		Third-Party Personnel Security		X		X

		PS-8		Personnel Sanctions		X		X

		Risk Assessment (RA)

		RA-1		Risk Assessment Policy and Procedures		X		X

		RA-2		Security Categorization		X		X

		RA-3		Risk Assessment		X		X

		RA-5		Vulnerability Scanning		X		X

		RA-5 (1)		Vulnerability Scanning | Update Tool Capability				X

		RA-5 (2)		Vulnerability Scanning | Update by Frequency / Prior to New Scan / When Identified				X

		RA-5 (3)		Vulnerability Scanning | Breadth / Depth of Coverage				X

		RA-5 (5)		Vulnerability Scanning | Privileged Access				X

		RA-5 (6)		Vulnerability Scanning | Automated Trend Analyses				X

		RA-5 (8)		Vulnerability Scanning | Review Historic Audit Logs				X

		System and Services Acquisition (SA)

		SA-1		System and Services Acquisition Policy and Procedures		X		X

		SA-2		Allocation of Resources		X		X

		SA-3		System Development Life Cycle		X		X

		SA-4		Acquisition Process		X		X

		SA-4 (1)		Acquisition Process | Functional Properties of Security Controls				X

		SA-4 (2)		Acquisition Process | Design / Implementation Information for Security Controls				X

		SA-4 (8)		Acquisition Process | Continuous Monitoring Plan				X

		SA-4 (9)		Acquisition Process | Functions / Ports / Protocols / Services in Use				X

		SA-4 (10)		Acquisition Process | Use of Approved PIV Products		X		X

		SA-5		Information System Documentation		X		X

		SA-8		Security Engineering Principles				X

		SA-9		External Information System Services		X		X

		SA-9 (1)		External Information Systems | Risk Assessments / Organizational Approvals				X

		SA-9 (2)		External Information Systems | Identification of Functions / Ports / Protocols / Services				X

		SA-9 (4)		External Information Systems | Consistent Interests of Consumers and Providers				X

		SA-9 (5)		External Information Systems | Processing, Storage, and Service Location				X

		SA-10		Developer Configuration Management				X

		SA-10 (1)		Developer Configuration Management | Software / Firmware Integrity Verification				X

		SA-11		Developer Security Testing and Evaluation				X

		SA-11 (1)		Developer Security Testing and Evaluation | Static Code Analysis				X

		SA-11 (2)		Developer Security Testing and Evaluation | Threat and Vulnerability Analyses				X

		SA-11 (8)		Developer Security Testing and Evaluation | Dynamic Code Analysis				X

		System and Communications Protection (SC)

		SC-1		System and Communications Protection Policy and Procedures		X		X

		SC-2		Application Partitioning				X

		SC-4		Information In Shared Resources				X

		SC-5		Denial of Service Protection		X		X

		SC-6		Resource Availability				X

		SC-7		Boundary Protection		X		X

		SC-7 (3)		Boundary Protection | Access Points				X

		SC-7 (4)		Boundary Protection | External Telecommunications Services				X

		SC-7 (5)		Boundary Protection | Deny by Default / Allow by Exception				X

		SC-7 (7)		Boundary Protection | Prevent Split Tunneling for Remote Devices				X

		SC-7 (8)		Boundary Protection | Route Traffic to Authenticated Proxy Servers				X

		SC-7 (12)		Boundary Protection | Host-Based Protection				X

		SC-7 (13)		Boundary Protection | Isolation of Security Tools / Mechanisms / Support Components				X

		SC-7 (18)		Boundary Protection | Fail Secure				X

		SC-8		Transmission Confidentiality and Integrity				X

		SC-8 (1)		Transmission Confidentiality and Integrity | Cryptographic or Alternate Physical Protection				X

		SC-10		Network Disconnect				X

		SC-12		Cryptographic Key Establishment and Management		X		X

		SC-12 (2)		Cryptographic Key Establishment and Management | Symmetric Keys				X

		SC-12 (3)		Cryptographic Key Establishment and Management | Asymmetric Keys				X

		SC-13		Cryptographic Protection		X		X

		SC-15		Collaborative Computing Devices		X		X

		SC-17		Public Key Infrastructure Certificates				X

		SC-18		Mobile Code				X

		SC-19		Voice Over Internet Protocol				X

		SC-20		Secure Name / Address Resolution Service (Authoritative Source)		X		X

		SC-21		Secure Name / Address Resolution Service (Recursive or Caching Resolver)		X		X

		SC-22		Architecture and Provisioning for Name / Address Resolution Service		X		X

		SC-23		Session Authenticity				X

		SC-28		Protection of Information At Rest				X

		SC-28 (1)		Protection Of Information At Rest | Cryptographic Protection				X

		SC-39		Process Isolation		X		X

		System and Information Integrity (SI)

		SI-1		System and Information Integrity Policy and Procedures		X		X

		SI-2		Flaw Remediation		X		X

		SI-2 (2)		Flaw Remediation | Automated Flaw Remediation Status				X

		SI-2 (3)		Flaw Remediation | Time to Remediate Flaws / Benchmarks for Corrective Actions				X

		SI-3		Malicious Code Protection		X		X

		SI-3 (1)		Malicious Code Protection | Central Management				X

		SI-3 (2)		Malicious Code Protection | Automatic Updates				X

		SI-3 (7)		Malicious Code Protection | Nonsignature-Based Detection				X

		SI-4		Information System Monitoring		X		X

		SI-4 (1)		Information System Monitoring | System-Wide Intrusion Detection System				X

		SI-4 (2)		Information System Monitoring | Automated Tools For Real-Time Analysis				X

		SI-4 (4)		Information System Monitoring | Inbound and Outbound Communications Traffic				X

		SI-4 (5)		Information System Monitoring | System-Generated Alerts				X

		SI-4(14)		Information System Monitoring | Wireless Intrusion Detection				X

		SI-4 (16)		Information System Monitoring | Correlate Monitoring Information				X

		SI-4 (23)		Information System Monitoring | Host-Based Devices				X

		SI-5		Security Alerts, Advisories, and Directives		X		X

		SI-6		Security Function Verification				X

		SI-7		Software, Firmware, and Information Integrity				X

		SI-7 (1)		Software, Firmware, and Information Integrity | Integrity Checks				X

		SI-7 (7)		Software, Firmware, and Information Integrity | Integration of Detection and Response				X

		SI-8		Spam Protection				X

		SI-8 (1)		Spam Protection | Central Management				X

		SI-8 (2)		Spam Protection | Automatic Updates				X

		SI-10		Information Input Validation				X

		SI-11		Error Handling				X

		SI-12		Information Handling and Retention		X		X

		SI-16		Memory Protection				X





AC Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		AC-1		ACCESS CONTROL POLICY AND PROCEDURES		Determine if the organization:		Access control policy and procedures;other relevant documents or records				Organizational personnel with access control responsibilities;organizational personnel with information security responsibilities																																				Low

		AC-1(a)(1)																																														Moderate

		AC-1(a)(1)[1]				develops and documents an access control policy that addresses:																																										High

		AC-1(a)(1)[1][a]				purpose;																		

		AC-1(a)(1)[1][b]				scope;																		

		AC-1(a)(1)[1][c]				roles;																		

		AC-1(a)(1)[1][d]				responsibilities;																		

		AC-1(a)(1)[1][e]				management commitment;																		

		AC-1(a)(1)[1][f]				coordination among organizational entities;																		

		AC-1(a)(1)[1][g]				compliance;																		

		AC-1(a)(1)[2]				defines personnel or roles to whom the access control policy are to be disseminated;																		

		AC-1(a)(1)[3]				disseminates the access control policy to organization-defined personnel or roles;																		

		AC-1(a)(2)																						

		AC-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the access control policy and associated access control controls;																		

		AC-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		AC-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		AC-1(b)(1)																						

		AC-1(b)(1)[1]				defines the frequency to review and update the current access control policy;																		

		AC-1(b)(1)[2]				reviews and updates the current access control policy with the organization-defined frequency;																		

		AC-1(b)(2)																						

		AC-1(b)(2)[1]				defines the frequency to review and update the current access control procedures; and																		

		AC-1(b)(2)[2]				reviews and updates the current access control procedures with the organization-defined frequency.																		

		AC-2		ACCOUNT MANAGEMENT		Determine if the organization:		Access control policy;procedures addressing account management;security plan;information system design documentation;information system configuration settings and associated documentation;list of active system accounts along with the name of the individual associated with each account;list of conditions for group and role membership;notifications or records of recently transferred, separated, or terminated employees;list of recently disabled information system accounts along with the name of the individual associated with each account;access authorization records;account management compliance reviews;information system monitoring records;information system audit records;other relevant documents or records		Organizational processes account management on the information system;automated mechanisms for implementing account management		Organizational personnel with account management responsibilities;system/network administrators;organizational personnel with information security responsibilities												

		AC-2(a)																						

		AC-2(a)[1]				defines information system account types to be identified and selected to support organizational missions/business functions;																		

		AC-2(a)[2]				identifies and selects organization-defined information system account types to support organizational missions/business functions;																		

		AC-2(b)				assigns account managers for information system accounts;																		

		AC-2(c)				establishes conditions for group and role membership;																		

		AC-2(d)				specifies for each account (as required):																		

		AC-2(d)[1]				authorized users of the information system;																		

		AC-2(d)[2]				group and role membership;																		

		AC-2(d)[3]				access authorizations (i.e., privileges);																		

		AC-2(d)[4]				other attributes;																		

		AC-2(e)																						

		AC-2(e)[1]				defines personnel or roles required to approve requests to create information system accounts;																		

		AC-2(e)[2]				requires approvals by organization-defined personnel or roles for requests to create information system accounts;																		

		AC-2(f)																						

		AC-2(f)[1]				defines procedures or conditions to:																		

		AC-2(f)[1][a]				create information system accounts;																		

		AC-2(f)[1][b]				enable information system accounts;																		

		AC-2(f)[1][c]				modify information system accounts;																		

		AC-2(f)[1][d]				disable information system accounts;																		

		AC-2(f)[1][e]				remove information system accounts;																		

		AC-2(f)[2]				in accordance with organization-defined procedures or conditions:																		

		AC-2(f)[2][a]				creates information system accounts;																		

		AC-2(f)[2][b]				enables information system accounts;																		

		AC-2(f)[2][c]				modifies information system accounts;																		

		AC-2(f)[2][d]				disables information system accounts;																		

		AC-2(f)[2][e]				removes information system accounts;																		

		AC-2(g)				monitors the use of information system accounts;																		

		AC-2(h)				notifies account managers:																		

		AC-2(h)(1)				when accounts are no longer required;																		

		AC-2(h)(2)				when users are terminated or transferred;																		

		AC-2(h)(3)				when individual information system usage or need to know changes;																		

		AC-2(i)				authorizes access to the information system based on;																		

		AC-2(i)(1)				a valid access authorization;																		

		AC-2(i)(2)				intended system usage;																		

		AC-2(i)(3)				other attributes as required by the organization or associated missions/business functions;																		

		AC-2(j)																						

		AC-2(j)[1]				defines the frequency to review accounts for compliance with account management requirements;																		

		AC-2(j)[2]				reviews accounts for compliance with account management requirements with the organization-defined frequency; and																		

		AC-2(k)				establishes a process for reissuing shared/group account credentials (if deployed) when individuals are removed from the group.																		

		AC-2(1)		AUTOMATED SYSTEM ACCOUNT MANAGEMENT		Determine if the organization employs automated mechanisms to support the management of information system accounts.		Access control policy;procedures addressing account management;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing account management functions		Organizational personnel with account management responsibilities;system/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-2(2)		REMOVAL OF TEMPORARY/EMERGENCY ACCOUNTS		Determine if:		Access control policy;procedures addressing account management;security plan;information system design documentation;information system configuration settings and associated documentation;information system-generated list of temporary accounts removed and/or disabled;information system-generated list of emergency accounts removed and/or disabled;information system audit records;other relevant documents or records		Automated mechanisms implementing account management functions		Organizational personnel with account management responsibilities;system/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-2(2)[1]				the organization defines the time period after which the information system automatically removes or disables temporary and emergency accounts; and																		

		AC-2(2)[2]				the information system automatically removes or disables temporary and emergency accounts after the organization-defined time period for each type of account.																		

		AC-2(3)		DISABLE INACTIVE ACCOUNTS		Determine if:		Access control policy;procedures addressing account management;security plan;information system design documentation;information system configuration settings and associated documentation;information system-generated list of temporary accounts removed and/or disabled;information system-generated list of emergency accounts removed and/or disabled;information system audit records;other relevant documents or records		Automated mechanisms implementing account management functions		Organizational personnel with account management responsibilities;system/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-2(3)[1]				the organization defines the time period after which the information system automatically disables inactive accounts; and																		

		AC-2(3)[2]				the information system automatically disables inactive accounts after the organization-defined time period.																		

		AC-2(4)		AUTOMATED AUDIT ACTIONS		Determine if:		Access control policy;procedures addressing account management;information system design documentation;information system configuration settings and associated documentation;notifications/alerts of account creation, modification, enabling, disabling, and removal actions;information system audit records;other relevant documents or records		Automated mechanisms implementing account management functions		Organizational personnel with account management responsibilities;system/network administrators;organizational personnel with information security responsibilities												

		AC-2(4)[1]				the information system automatically audits the following account actions:																		

		AC-2(4)[1][a]				creation;																		

		AC-2(4)[1][b]				modification;																		

		AC-2(4)[1][c]				enabling;																		

		AC-2(4)[1][d]				disabling;																		

		AC-2(4)[1][e]				removal;																		

		AC-2(4)[2]				the organization defines personnel or roles to be notified of the following account actions:																		

		AC-2(4)[2][a]				creation;																		

		AC-2(4)[2][b]				modification;																		

		AC-2(4)[2][c]				enabling;																		

		AC-2(4)[2][d]				disabling;																		

		AC-2(4)[2][e]				removal;																		

		AC-2(4)[3]				the information system notifies organization-defined personnel or roles of the following account actions:																		

		AC-2(4)[3][a]				creation;																		

		AC-2(4)[3][b]				modification;																		

		AC-2(4)[3][c]				enabling;																		

		AC-2(4)[3][d]				disabling; and																		

		AC-2(4)[3][e]				removal.																		

		AC-2(5)		INACTIVITY LOGOUT		Determine if the organization:		Access control policy;procedures addressing account management;security plan;information system design documentation;information system configuration settings and associated documentation;security violation reports;information system audit records;other relevant documents or records				Organizational personnel with account management responsibilities;system/network administrators;organizational personnel with information security responsibilities;users that must comply with inactivity logout policy												

		AC-2(5)[1]				defines either the time period of expected inactivity that requires users to log out or the description of when users are required to log out; and																		

		AC-2(5)[2]				requires that users log out when the organization-defined time period of inactivity is reached or in accordance with organization-defined description of when to log out.																		

		AC-2(7)		ROLE-BASED SCHEMES		Determine if the organization:		Access control policy;procedures addressing account management;information system design documentation;information system configuration settings and associated documentation;information system-generated list of privileged user accounts and associated role;records of actions taken when privileged role assignments are no longer appropriate;information system audit records;audit tracking and monitoring reports;information system monitoring records;other relevant documents or records		Automated mechanisms implementing account management functions;automated mechanisms monitoring privileged role assignments		Organizational personnel with account management responsibilities;system/network administrators;organizational personnel with information security responsibilities												

		AC-2(7)(a)				establishes and administers privileged user accounts in accordance with a role-based access scheme that organizes allowed information system access and privileges into roles;																		

		AC-2(7)(b)				monitors privileged role assignments;																		

		AC-2(7)(c)																						

		AC-2(7)(c)[1]				defines actions to be taken when privileged role assignments are no longer appropriate; and																		

		AC-2(7)(c)[2]				takes organization-defined actions when privileged role assignments are no longer appropriate.																		

		AC-2(9)		RESTRICTIONS ON USE OF SHARED / GROUP ACCOUNTS		Determine if the organization:		Access control policy;procedures addressing account management;information system design documentation;information system configuration settings and associated documentation;system-generated list of shared/group accounts and associated role;information system audit records;other relevant documents or records		Automated mechanisms implementing management of shared/group accounts		Organizational personnel with account management responsibilities;system/network administrators;organizational personnel with information security responsibilities												

		AC-2(9)[1]				defines conditions for establishing shared/group accounts; and																		

		AC-2(9)[2]				only permits the use of shared/group accounts that meet organization-defined conditions for establishing shared/group accounts.																		

		AC-2(10)		SHARED / GROUP ACCOUNT CREDENTIAL TERMINATION		Determine if the information system terminates shared/group account credentials when members leave the group.		Access control policy;procedures addressing account management;information system design documentation;information system configuration settings and associated documentation;account access termination records;information system audit records;other relevant documents or records		Automated mechanisms implementing account management functions		Organizational personnel with account management responsibilities;system/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-2(12)		ACCOUNT MONITORING / ATYPICAL USAGE		Determine if the organization:		Access control policy;procedures addressing account management;information system design documentation;information system configuration settings and associated documentation;information system monitoring records;information system audit records;audit tracking and monitoring reports;other relevant documents or records		Automated mechanisms implementing account management functions		Organizational personnel with account management responsibilities;system/network administrators;organizational personnel with information security responsibilities												

		AC-2(12)(a)																						

		AC-2(12)(a)[1]				defines atypical usage to be monitored for information system accounts;																		

		AC-2(12)(a)[2]				monitors information system accounts for organization-defined atypical usage;																		

		AC-2(12)(b)																						

		AC-2(12)(b)[1]				defines personnel or roles to whom atypical usage of information system accounts are to be reported; and																		

		AC-2(12)(b)[2]				reports atypical usage of information system accounts to organization-defined personnel or roles.																		

		AC-3		ACCESS ENFORCEMENT		Determine if the information system enforces approved authorizations for logical access to information and system resources in accordance with applicable access control policies.		Access control policy;procedures addressing access enforcement;information system design documentation;information system configuration settings and associated documentation;list of approved authorizations (user privileges);information system audit records;other relevant documents or records		Automated mechanisms implementing access control policy		Organizational personnel with access enforcement responsibilities;system/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-4		INFORMATION FLOW ENFORCEMENT		Determine if:		Access control policy;information flow control policies;procedures addressing information flow enforcement;information system design documentation;information system configuration settings and associated documentation;information system baseline configuration;list of information flow authorizations;information system audit records;other relevant documents or records		Automated mechanisms implementing information flow enforcement policy		System/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-4[1]				the organization defines information flow control policies to control the flow of information within the system and between interconnected systems; and																		

		AC-4[2]				the information system enforces approved authorizations for controlling the flow of information within the system and between interconnected systems based on organization-defined information flow control policies.																		

		AC-4(21)		PHYSICAL / LOGICAL SEPARATION OF INFORMATION FLOWS		Determine if: 		Information flow enforcement policy;information flow control policies;procedures addressing information flow enforcement;information system design documentation;information system configuration settings and associated documentation;list of required separation of information flows by information types;list of mechanisms and/or techniques used to logically or physically separate information flows;information system audit records;other relevant documents or records		Automated mechanisms implementing information flow enforcement functions		Organizational personnel with information flow enforcement responsibilities;system/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-4(21)[1]				the organization defines the required separations of information flows by types of information;																		

		AC-4(21)[2]				the organization defines the mechanisms and/or techniques to be used to separate information flows logically or physically; and																		

		AC-4(21)[3]				the information system separates information flows logically or physically using organization-defined mechanisms and/or techniques to accomplish organization-defined required separations by types of information.																		

		AC-5		SEPARATION OF DUTIES		Determine if the organization:		Access control policy;procedures addressing divisions of responsibility and separation of duties;information system configuration settings and associated documentation;list of divisions of responsibility and separation of duties;information system access authorizations;information system audit records;other relevant documents or records		Automated mechanisms implementing separation of duties policy		Organizational personnel with responsibilities for defining appropriate divisions of responsibility and separation of duties;organizational personnel with information security responsibilities;system/network administrators												

		AC-5(a)																						

		AC-5(a)[1]				defines duties of individuals to be separated;																		

		AC-5(a)[2]				separates organization-defined duties of individuals;																		

		AC-5(b)				documents separation of duties; and																		

		AC-5(c)				defines information system access authorizations to support separation of duties.																		

		AC-6		LEAST PRIVILEGE		Determine if the organization employs the principle of least privilege, allowing only authorized access for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions. 		Access control policy;procedures addressing least privilege;list of assigned access authorizations (user privileges);information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing least privilege functions		Organizational personnel with responsibilities for defining least privileges necessary to accomplish specified tasks;organizational personnel with information security responsibilities;system/network administrators												

		AC-6(1)		AUTHORIZE ACCESS TO SECURITY FUNCTIONS		Determine if the organization: 		Access control policy;procedures addressing least privilege;list of security functions (deployed in hardware, software, and firmware) and security-relevant information for which access must be explicitly authorized;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing least privilege functions		Organizational personnel with responsibilities for defining least privileges necessary to accomplish specified tasks;organizational personnel with information security responsibilities;system/network administrators												

		AC-6(1)[1]				defines security-relevant information for which access must be explicitly authorized;																		

		AC-6(1)[2]				defines security functions deployed in:																		

		AC-6(1)[2][a]				hardware;																		

		AC-6(1)[2][b]				software;																		

		AC-6(1)[2][c]				firmware;																		

		AC-6(1)[3]				explicitly authorizes access to:																		

		AC-6(1)[3][a]				organization-defined security functions; and																		

		AC-6(1)[3][b]				security-relevant information.																		

		AC-6(2)		NON-PRIVILEGED ACCESS FOR NONSECURITY FUNCTIONS		Determine if the organization:		Access control policy;procedures addressing least privilege;list of system-generated security functions or security-relevant information assigned to information system accounts or roles;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing least privilege functions		Organizational personnel with responsibilities for defining least privileges necessary to accomplish specified tasks;organizational personnel with information security responsibilities;system/network administrators												

		AC-6(2)[1]				defines security functions or security-relevant information  to which users of information system accounts, or roles, have access; and																		

		AC-6(2)[2]				requires that users of information system accounts, or roles, with access to organization-defined security functions or security-relevant information, use non-privileged accounts, or roles, when accessing nonsecurity functions.																		

		AC-6(5)		PRIVILEGED ACCOUNTS		Determine if the organization:		Access control policy;procedures addressing least privilege;list of system-generated privileged accounts;list of system administration personnel;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing least privilege functions		Organizational personnel with responsibilities for defining least privileges necessary to accomplish specified tasks;organizational personnel with information security responsibilities;system/network administrators												

		AC-6(5)[1]				defines personnel or roles for which privileged accounts on the information system are to be restricted; and																		

		AC-6(5)[2]				restricts privileged accounts on the information system to organization-defined personnel or roles.																		

		AC-6(9)		AUDITING USE OF PRIVILEGED FUNCTIONS		Determine if the information system audits the execution of privileged functions. 		Access control policy;procedures addressing least privilege;information system design documentation;information system configuration settings and associated documentation;list of privileged functions to be audited;list of audited events;information system audit records;other relevant documents or records		Automated mechanisms auditing the execution of least privilege functions		Organizational personnel with responsibilities for reviewing least privileges necessary to accomplish specified tasks;organizational personnel with information security responsibilities;system/network administrators;system developers												

		AC-6(10)		PROHIBIT NON-PRIVILEGED USERS FROM EXECUTING PRIVILEGED FUNCTIONS		Determine if the information system prevents non-privileged users from executing privileged functions to include:		Access control policy;procedures addressing least privilege;information system design documentation;information system configuration settings and associated documentation;list of privileged functions and associated user account assignments;information system audit records;other relevant documents or records		Automated mechanisms implementing least privilege functions for non-privileged users		Organizational personnel with responsibilities for defining least privileges necessary to accomplish specified tasks;organizational personnel with information security responsibilities;system developers												

		AC-6(10)[1]				disabling implemented security safeguards/countermeasures;																		

		AC-6(10)[2]				circumventing security safeguards/countermeasures; or																		

		AC-6(10)[3]				altering implemented security safeguards/countermeasures.																		

		AC-7		UNSUCCESSFUL LOGIN ATTEMPTS		Determine if: 		Access control policy;procedures addressing unsuccessful logon attempts;security plan;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing access control policy for unsuccessful logon attempts		Organizational personnel with information security responsibilities;system developers;system/network administrators												

		AC-7(a)																						

		AC-7(a)[1]				the organization defines the number of consecutive invalid logon attempts allowed to the information system by a user during an organization-defined time period;																		

		AC-7(a)[2]				the organization defines the time period allowed by a user of  the information system for an organization-defined number of consecutive invalid logon attempts;																		

		AC-7(a)[3]				the information system enforces a limit of organization-defined number of consecutive invalid logon attempts by a user during an organization-defined time period;																		

		AC-7(b)																						

		AC-7(b)[1]				the organization defines account/node lockout time period or logon delay algorithm to be automatically enforced by the information system when the maximum number of unsuccessful logon attempts is exceeded;																		

		AC-7(b)[2]				the information system, when the maximum number of unsuccessful logon attempts is exceeded, automatically:																		

		AC-7(b)[2][a]				locks the account/node for the organization-defined time period;																		

		AC-7(b)[2][b]				locks the account/node until released by an administrator; or																		

		AC-7(b)[2][c]				delays next logon prompt according to the organization-defined delay algorithm.																		

		AC-8		SYSTEM USE NOTIFICATION		Determine if:		Access control policy;privacy and security policies, procedures addressing system use notification;documented approval of information system use notification messages or banners;information system audit records;user acknowledgements of notification message or banner;information system design documentation;information system configuration settings and associated documentation;information system use notification messages;other relevant documents or records		Automated mechanisms implementing system use notification		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with responsibility for providing legal advice;system developers												

		AC-8(a)																						

		AC-8(a)[1]				the organization defines a system use notification message or banner to be displayed by the information system to users before granting access to the system;																		

		AC-8(a)[2]				the information system displays to users the organization-defined  system use notification message or banner before granting access to the information system that provides privacy and security notices consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance, and states that:																		

		AC-8(a)[2](1)				users are accessing a U.S. Government information system;																		

		AC-8(a)[2](2)				information system usage may be monitored, recorded, and subject to audit;																		

		AC-8(a)[2](3)				unauthorized use of the information system is prohibited and subject to criminal and civil penalties;																		

		AC-8(a)[2](4)				use of the information system indicates consent to monitoring and recording;																		

		AC-8(b)				the information system retains the notification message or banner on the screen until users acknowledge the usage conditions and take explicit actions to log on to or further access the information system;																		

		AC-8(c)				for publicly accessible systems:																		

		AC-8(c)(1)																						

		AC-8(c)(1)[1]				the organization defines conditions for system use to be displayed by the information system before granting further access;																		

		AC-8(c)(1)[2]				the information system displays organization-defined conditions before granting further access;																		

		AC-8(c)(2)				the information system displays references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such systems that generally prohibit those activities; and																		

		AC-8(c)(3)				the information system includes a description of the authorized uses of the system.																		

		AC-10		CONCURRENT SESSION CONTROL		 Determine if:		Access control policy;procedures addressing concurrent session control;information system design documentation;information system configuration settings and associated documentation;security plan;other relevant documents or records		Automated mechanisms implementing access control policy for concurrent session control		System/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-10[1]				the organization defines account and/or account types for the information system;																		

		AC-10[2]				the organization defines the number of concurrent sessions to be allowed for each organization-defined account and/or account type; and																		

		AC-10[3]				the information system limits the number of concurrent sessions for each organization-defined account and/or account type to the organization-defined number of concurrent sessions allowed.																		

		AC-11		SESSION LOCK		 Determine if:		Access control policy;procedures addressing session lock;procedures addressing identification and authentication;information system design documentation;information system configuration settings and associated documentation;security plan;other relevant documents or records		Automated mechanisms implementing access control policy for session lock		System/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-11(a)																						

		AC-11(a)[1]				the organization defines the time period of user inactivity after which the information system initiates a session lock;																		

		AC-11(a)[2]				the information system prevents further access to the system by initiating a session lock after organization-defined time period of user inactivity or upon receiving a request from a user; and																		

		AC-11(b)				the information system retains the session lock until the user reestablishes access using established identification and authentication procedures.																		

		AC-11(1)		PATTERN-HIDING DISPLAYS		Determine if the information system conceals, via the session lock, information previously visible on the display with a publicly viewable image.		Access control policy;procedures addressing session lock;display screen with session lock activated;information system design documentation;information system configuration settings and associated documentation;other relevant documents or records		Information system session lock mechanisms		System/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-12		SESSION TERMINATION		Determine if:		Access control policy;procedures addressing session termination;information system design documentation;information system configuration settings and associated documentation;list of conditions or trigger events requiring session disconnect;information system audit records;other relevant documents or records		Automated mechanisms implementing user session termination		System/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-12[1]				the organization defines conditions or trigger events requiring session disconnect; and																		

		AC-12[2]				the information system automatically terminates a user session after organization-defined conditions or trigger events requiring session disconnect occurs.																		

		AC-12(1)		USER-INITIATED LOGOUTS/MESSAGE DISPLAYS		Determine if:		Access control policy;procedures addressing session termination;user logout messages;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Information system session lock mechanisms		System/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-12(1)(a)																						

		AC-12(1)(a)[1]				the organization defines information resources for which user authentication is required to gain access to such resources;																		

		AC-14		PERMITTED ACTIONS WITHOUT IDENTIFICATION OR AUTHENTICATION		Determine if the organization:		Access control policy;procedures addressing permitted actions without identification or authentication;information system configuration settings and associated documentation;security plan;list of user actions that can be performed without identification or authentication;information system audit records;other relevant documents or records				System/network administrators;organizational personnel with information security responsibilities												

		AC-14(a)																						

		AC-14(a)[1]				defines user actions that can be performed on the information system without identification or authentication consistent with organizational missions/business functions;																		

		AC-14(a)[2]				identifies organization-defined user actions that can be performed on the information system without identification or authentication consistent with organizational missions/business functions; and																		

		AC-14(b)				documents and provides supporting rationale in the security plan for the information system, user actions not requiring identification or authentication.																		

		AC-17		REMOTE ACCESS		Determine if the organization:		Access control policy;procedures addressing remote access implementation and usage (including restrictions);configuration management plan;security plan;information system configuration settings and associated documentation;remote access authorizations;information system audit records;other relevant documents or records		Remote access management capability for the information system		Organizational personnel with responsibilities for managing remote access connections;system/network administrators;organizational personnel with information security responsibilities												

		AC-17(a)																						

		AC-17(a)[1]				identifies the types of remote access allowed to the information system;																		

		AC-17(a)[2]				establishes for each type of remote access allowed:																		

		AC-17(a)[2][a]				usage restrictions;																		

		AC-17(a)[2][b]				configuration/connection requirements;																		

		AC-17(a)[2][c]				implementation guidance;																		

		AC-17(a)[3]				documents for each type of remote access allowed:																		

		AC-17(a)[3][a]				usage restrictions;																		

		AC-17(a)[3][b]				configuration/connection requirements;																		

		AC-17(a)[3][c]				implementation guidance; and																		

		AC-17(b)				authorizes remote access to the information system prior to allowing such connections.																		

		AC-17(1)		AUTOMATED MONITORING/CONTROL		Determine if the information system monitors and controls remote access methods. 		Access control policy;procedures addressing remote access to the information system;information system design documentation;information system configuration settings and associated documentation;information system audit records;information system monitoring records;other relevant documents or records		Automated mechanisms monitoring and controlling remote access methods		System/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-17(2)		PROTECTION OF CONFIDENTIALITY/INTEGRITY USING ENCRYPTION		Determine if the information system implements cryptographic mechanisms to protect the confidentiality and integrity of remote access sessions. 		Access control policy;procedures addressing remote access to the information system;information system design documentation;information system configuration settings and associated documentation;cryptographic mechanisms and associated configuration documentation;information system audit records;other relevant documents or records		Cryptographic mechanisms protecting confidentiality and integrity of remote access sessions		System/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-17(3)		MANAGED ACCESS CONTROL POINTS		Determine if:		Access control policy;procedures addressing remote access to the information system;information system design documentation;list of all managed network access control points;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms routing all remote accesses through managed network access control points		System/network administrators;organizational personnel with information security responsibilities												

		AC-17(3)[1]				the organization defines the number of managed network access control points through which all remote accesses are to be routed; and																		

		AC-17(3)[2]				the information system routes all remote accesses through the organization-defined number of managed network access control points.																		

		AC-17(4)		PRIVILEGED COMMANDS / ACCESS		Determine if the organization:		Access control policy;procedures addressing remote access to the information system;information system configuration settings and associated documentation;security plan;information system audit records;other relevant documents or records		Automated mechanisms implementing remote access management		System/network administrators;organizational personnel with information security responsibilities												

		AC-17(4)(a)																						

		AC-17(4)(a)[1]				defines needs to authorize the execution of privileged commands and access to security-relevant information via remote access;																		

		AC-17(4)(a)[2]				authorizes the execution of privileged commands and access to security-relevant information via remote access only for organization-defined needs; and																		

		AC-17(4)(b)				documents the rationale for such access in the information system security plan.																		

		AC-17(9)		DISCONNECT/DISABLE ACCESS		Determine if the organization:		Access control policy;procedures addressing disconnecting or disabling remote access to the information system;information system design documentation;information system configuration settings and associated documentation;security plan, information system audit records;other relevant documents or records		Automated mechanisms implementing capability to disconnect or disable remote access to information system		System/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-17(9)[1]				defines the time period within which to expeditiously disconnect or disable remote access to the information system; and																		

		AC-17(9)[2]				provides the capability to expeditiously disconnect or disable remote access to the information system within the organization-defined time period.																		

		AC-18		WIRELESS ACCESS		Determine if the organization:		Access control policy;procedures addressing wireless access implementation and usage (including restrictions);configuration management plan;security plan;information system design documentation;information system configuration settings and associated documentation;wireless access authorizations;information system audit records;other relevant documents or records		Wireless access management capability for the information system		Organizational personnel with responsibilities for managing wireless access connections;organizational personnel with information security responsibilities												

		AC-18(a)				establishes for wireless access:																		

		AC-18(a)[1]				usage restrictions;																		

		AC-18(a)[2]				configuration/connection requirement;																		

		AC-18(a)[3]				implementation guidance; and																		

		AC-18(b)				authorizes wireless access to the information system prior to allowing such connections.																		

		AC-18(1)		AUTHENTICATION AND ENCRYPTION		Determine if the information system protects wireless access to the system using encryption and one or more of the following:		Access control policy;procedures addressing wireless implementation and usage (including restrictions);information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing wireless access protections to the information system		System/network administrators;organizational personnel with information security responsibilities;system developers												

		AC-18(1)[1]				authentication of users; and/or																		

		AC-18(1)[2]				authentication of devices.																		

		AC-19		ACCESS CONTROL FOR MOBILE DEVICES		 Determine if the organization:		Access control policy;procedures addressing access control for mobile device usage (including restrictions);configuration management plan;security plan;information system design documentation;information system configuration settings and associated documentation;authorizations for mobile device connections to organizational information systems;information system audit records;other relevant documents or records		Access control capability authorizing mobile device connections to organizational information systems		Organizational personnel using mobile devices to access organizational information systems;system/network administrators;organizational personnel with information security responsibilities												

		AC-19(a)				establishes for organization-controlled mobile devices:																		

		AC-19(a)[1]				usage restrictions;																		

		AC-19(a)[2]				configuration/connection requirement;																		

		AC-19(a)[3]				implementation guidance; and																		

		AC-19(b)				authorizes the connection of mobile devices to organizational information systems.																		

		AC-19(5)		FULL DEVICE / CONTAINER-BASED  ENCRYPTION		Determine if the organization:		Access control policy;procedures addressing access control for mobile devices;information system design documentation;information system configuration settings and associated documentation;encryption mechanism s and associated configuration documentation;information system audit records;other relevant documents or records		Encryption mechanisms protecting confidentiality and integrity of information on mobile devices		Organizational personnel with access control responsibilities for mobile devices;system/network administrators;organizational personnel with information security responsibilities												

		AC-19(5)[1]				defines mobile devices for which full-device encryption or container encryption is required to protect the confidentiality and integrity of information on such devices; and																		

		AC-19(5)[2]				employs full-device encryption or container encryption to protect the confidentiality and integrity of information on organization-defined mobile devices.																		

		AC-20		USE OF EXTERNAL INFORMATION  SYSTEMS		Determine if the organization establishes terms and conditions, consistent with any trust relationships established with other organizations owning, operating, and/or maintaining external information systems, allowing authorized individuals to: 		Access control policy;procedures addressing the use of external information systems;external information systems terms and conditions;list of types of applications accessible from external information systems;maximum security categorization for information processed, stored, or transmitted on external information systems;information system configuration settings and associated documentation;other relevant documents or records		Automated mechanisms implementing terms and conditions on use of external information systems		Organizational personnel with responsibilities for defining terms and conditions for use of external information systems to access organizational systems;system/network administrators;organizational personnel with information security responsibilities												

		AC-20(a)				access the information system from the external information systems; and																		

		AC-20(b)				process, store, or transmit organization-controlled information using external information systems.																		

		AC-20(1)		LIMITS ON AUTHORIZED USE		Determine if the organization permits authorized individuals to use an external information system to access the information system or to process, store, or transmit organization-controlled information only when the organization: 		Access control policy;procedures addressing the use of external information systems;security plan;information system connection or processing agreements;account management documents;other relevant documents or records		Automated mechanisms implementing limits on use of external information systems		System/network administrators;organizational personnel with information security responsibilities												

		AC-20(1)(a)				verifies the implementation of required security controls on the external system as specified in the organizationΓÇÖs information security policy and security plan; or																		

		AC-20(1)(b)				retains approved information system connection or processing agreements with the organizational entity hosting the external information system.																		

		AC-20(2)		PORTABLE STORAGE DEVICES		Determine if the organization restricts or prohibits the use of organization-controlled portable storage devices by authorized individuals on external information systems. 		Access control policy;procedures addressing the use of external information systems;security plan;information system configuration settings and associated documentation;information system connection or processing agreements;account management documents;other relevant documents or records		Automated mechanisms implementing restrictions on use of portable storage devices		Organizational personnel with responsibilities for restricting or prohibiting use of organization-controlled storage devices on external information systems;system/network administrators;organizational personnel with information security responsibilities												

		AC-21		INFORMATION SHARING		Determine if the organization: 		Access control policy;procedures addressing user-based collaboration and information sharing (including restrictions);information system design documentation;information system configuration settings and associated documentation;list of users authorized to make information sharing/collaboration decisions;list of information sharing circumstances requiring user discretion;other relevant documents or records		Automated mechanisms or manual process implementing access authorizations supporting information sharing/user collaboration decisions		Organizational personnel responsible for making information sharing/collaboration decisions;system/network administrators;organizational personnel with information security responsibilities												

		AC-21(a)																						

		AC-21(a)[1]				defines information sharing circumstances where user discretion is required;																		

		AC-21(a)[2]				facilitates information sharing by enabling authorized users to determine whether access authorizations assigned to the sharing partner match the access restrictions on the information for organization-defined information sharing circumstances;																		

		AC-21(b)																						

		AC-21(b)[1]				defines automated mechanisms or manual processes to be employed to assist users in making information sharing/collaboration decisions; and																		

		AC-21(b)[2]				employs organization-defined automated mechanisms or manual processes to assist users in making information sharing/collaboration decisions.																		

		AC-22		PUBLICLY ACCESSIBLE CONTENT		Determine if the organization: 		Access control policy;procedures addressing publicly accessible content;list of users authorized to post publicly accessible content on organizational information systems;training materials and/or records;records of publicly accessible information reviews;records of response to nonpublic information on public websites;system audit logs;security awareness training records;other relevant documents or records		Automated mechanisms implementing management of publicly accessible content		Organizational personnel with responsibilities for managing publicly accessible information posted on organizational information systems;organizational personnel with information security responsibilities												

		AC-22(a)				designates individuals authorized to post information onto a  publicly accessible information system;																		

		AC-22(b)				trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information;																		

		AC-22(c)				reviews the proposed content of information prior to posting onto the publicly accessible information system to ensure that nonpublic information is not included;																		

		AC-22(d)																						

		AC-22(d)[1]				defines the frequency to review the content on the publicly accessible information system for nonpublic information;																		

		AC-22(d)[2]				reviews the content on the publicly accessible information system for nonpublic information with the organization-defined frequency; and																		

		AC-22(d)[3]				removes nonpublic information from the publicly accessible information system, if discovered.																		





WPAC1

		Assessment case

		AC-1		ACCESS CONTROL POLICY AND PROCEDURES



				Control: The organization develops, disseminates, and reviews/updates [Annually].

				a.     A formal, documented access control policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and

				b.     Formal, documented procedures to facilitate the implementation of the access control policy and associated access controls.



		ASSESSMENT – Base Control, Part 1 of 2

		Assessment Information from SP 800-53A R1

		AC-1.1		assessment objective:

				Determine if:

		AC-1.1.1		(i)          the organization develops and formally documents access control policy;

		AC-1.1.2		(ii)        the organization access control policy addresses:
             - purpose;
             - scope;
             - roles and responsibilities;
             - management commitment;
             - coordination among organizational entities; and
             - compliance;

		AC-1.1.3		(iii)        the organization disseminates formal documented access control policy to elements within the organization having associated access control roles and responsibilities;

		AC-1.1.4		(iv)       the organization develops and formally documents access control procedures;

		AC-1.1.5		(v)        the organization access control procedures facilitate implementation of the access control policy and associated access controls; and

		AC-1.1.6		(vi)       the organization disseminates formal documented access control procedures to elements within the organization having associated access control roles and responsibilities.

				potential assessment methods and objects:

				Examine: [select from: Access control policy and procedures; information security program documentation; other relevant documents or records].
Interview: [SELECT FROM: Organizational personnel with access control responsibilities].



						potential assessment sequencing:

						precursor controls: PM-9

						concurrent controls:  None

						successor controls: All other Controls in this family

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating
(NS, PS, FS, or N/A)

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by:
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.

		AC-1.1.1.1				Examine information security program documentation; [reviewing] for the organization access control policy.



		AC-1.1.2.1

AC-1.1.2.1.a
AC-1.1.2.1.b
AC-1.1.2.1.c
AC-1.1.2.1.d
AC-1.1.2.1.e
AC-1.1.2.1.f				Examine organization access control policy; [reviewing] for evidence that the policy addresses:
- purpose;
- scope;
- roles and responsibilities;
- management commitment;
- coordination among organizational entities;  and
- compliance.  


		AC-1.1.3.1				Examine organization access control policy and procedures, or other relevant documents; [reviewing] for the organization elements having associated access control roles and responsibilities and to which the access control policy is to be disseminated or otherwise made available.

		AC-1.1.3.2				Interview an agreed-upon [basic] sample of key organizational personnel within the organization elements identified in AC-1.1.3.1; conducting [basic] discussions for evidence that the access control policy identified in AC-1.1.1.1 was disseminated to the organizational elements identified in AC-1.1.3.1.

		AC-1.1.4.1				Examine information security program documentation; [reviewing] for the organization   access control procedures.

		AC-1.1.5.1				Examine organization access control procedures; [reviewing] for evidence that the procedures facilitate implementation of the access control policy and associated access control controls.

		AC-1.1.6.1				Examine organization access control policy and procedures, or other relevant documents; [reviewing] for the organization elements having associated access control roles and responsibilities and to which the access control procedures are to be disseminated or otherwise made available.

		AC-1.1.6.2				Interview an agreed-upon [basic] sample of key organizational personnel within the organization elements identified in AC-1.1.6.1; conducting [basic] discussions for evidence that the access control procedures identified in AC-1.1.4.1 were disseminated to the organizational elements identified in AC-1.1.6.1..

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Base Control, Part 2 of 2

		Assessment Information from SP 800-53A R1

		AC-1.2		assessment objective:

				Determine if:

		AC-1.2.1		(i)         the organization defines the frequency of access control policy reviews/updates;

		AC-1.2.2		(ii)        tthe organization reviews/updates access control policy in accordance with organization-defined frequency;

		AC-1.2.3		(iii)      tthe organization defines the frequency of access control procedure reviews/updates; and

		AC-1.2.4		(iv)      the organization reviews/updates access control procedures in accordance with organization-defined frequency.

				potential assessment methods and objects:

				Examine: [select from: Access control policy and procedures; other relevant documents or records].
Interview: [SELECT FROM: Organizational personnel with access control responsibilities].



						potential assessment sequencing:

						precursor controls:  PM-9

						concurrent controls:  None

						successor controls: All other controls in this family

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating
(NS, PS, FS, or N/A)

		AC-1.2.1.1				Examine organization access control policy and procedures, or other relevant documents; [reviewing] for the frequency for access control policy reviews and updates. Annually.

		AC-1.2.2.1				Examine change control records or other relevant records for organization access control policy reviews and updates; [reviewing] for evidence that the access control policy identified in AC-1.1.1.1 is reviewed and updated in accordance with the frequency identified in AC-1.2.1.1.


		AC-1.2.3.1				Examine organization access control policy and procedures, or other relevant documents; [reviewing] for the frequency for access control procedure reviews and updates.

		AC-1.2.4.1				Examine change control records or other relevant records for an agreed-upon [basic] sample of access control procedure reviews and updates; [reviewing] for evidence that the access control procedures identified in AC-1.1.4.1 are reviewed and updated in accordance with the frequency identified in AC-1.2.3.1. (at least annually).


		Assessor Signature: 

		Assessment Date: 





AC2

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization manages information system accounts, including:                                                                                                                                  a. Identifying account types (i.e., individual, group, system, application, guest/anonymous, and temporary);
b. Establishing conditions for group membership;
c. Identifying authorized users of the information system and specifying access privileges;
d. Requiring appropriate approvals for requests to establish accounts;
e. Establishing, activating, modifying, disabling, and removing accounts;
f. Specifically authorizing and monitoring the use of guest/anonymous and temporary accounts;
g. Notifying account managers when temporary accounts are no longer required and when information system users are terminated, transferred, or information system usage or need-to know/need-to-share changes;
h. Deactivating: (i) temporary accounts that are no longer required; and (ii) accounts of terminated or transferred users;
i. Granting access to the system based on: (i) a valid access authorization; (ii) intended system usage; and (iii) other attributes as required by the organization or associated missions/business functions; and
j. Reviewing accounts [Assignment: organization-defined frequency].(At least Annually)

		Supplemental Guidance Associated with Security Control or Control Enhancement

		The identification of authorized users of the information system and the specification of access privileges is consistent with the requirements in other security controls in the security plan. Users requiring administrative privileges on information system accounts receive additional scrutiny by organizational officials responsible for approving such accounts and privileged access. Related controls: AC-3, AC-4, AC-5, AC-6, AC-10, AC-17, AC-19, AC-20, AU-9, IA-4, IA-5, CM-5, CM-6, MA-3, MA-4, MA-5, SA-7, SC-13, SI-9.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-2.1

		Determination Statements				Finding
(S/O)

		(i)         the organization manages information system accounts, including;
            - identifying account types (i.e., individual, group, system, application, guest/anonymous, and temporary);
            - establishing conditions for group membership;
            - identifying authorized users of the information system and specifying access privileges;
            - requiring appropriate approvals for requests to establish accounts;
            - establishing, activating, modifying, disabling, and removing accounts;
            - specifically authorizing and monitoring the use of guest/anonymous and temporary accounts;
            - notifying account managers when temporary accounts are no longer required and when information system users are terminated, transferred, or information system usage or need-to-know/need-to-share changes;
            - deactivating: i) temporary accounts that are no longer required; and 
                                 ii) accounts of terminated or transferred users; and
            - granting access to the system based on:
                    - a valid access authorization;
                    - intended system usage; and
                    - other attributes as required by the organization or associated missions/business functions; and

		(ii)        the organization defines the frequency of information system account reviews; and

		(iii)       the organization reviews information system accounts in accordance with organization-defined frequency.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC2(1)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization employs automated mechanisms to support the management of information system accounts.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		None

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-2.1.1

		Determination Statements				Finding
(S/O)

		Determine if the organization employs automated mechanisms to support information system account management functions.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC2(2)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system automatically terminates temporary and emergency accounts after no more than 90 days . 

		Supplemental Guidance Associated with Security Control or Control Enhancement

		None

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-2.2.1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines a time period for each type of account after which the information system terminates temporary and emergency accounts; and

		(ii)        the information system automatically terminates temporary and emergency accounts after organization-defined time period [no more than 90 days] for each type of account.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







GT_Custom

		C1		Custom 1

		C2		Custom 2

		C3		Custom 3

		C4		Custom 4

		C5		Custom 5

		C6		Custom 6

		C7		Custom 7

		C8		Custom 8





AC2(3)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system automatically disables inactive accounts after 90 days for user level accounts . 
Requirement: The service provider defines the time period for non-user accounts (e.g. accounts associated with devices). The time periods are approved and accepted by the JAB.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		None

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-2.3.1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines in a time period [no more than 90 days for temporary and emergency accounts] after which the information system disables inactive accounts; and

		(ii)        the information system automatically disables inactive accounts after organization defined time period [90 days for user accounts and service provider defines time period for non-user accounts (accounts associated with devices, token, smart cards, etc)].

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC2(4)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system automatically audits account creation, modification, disabling, and termination actions and notifies, as required, appropriate individuals.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		None

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-2.4.1

		Determination Statements				Finding
(S/O)

		(i)         the information system automatically audits:
             - account creation;
             - modification;
             - disabling; and
             - termination actions; and

		(ii)        the information system notifies, as required, appropriate individuals.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC2(7)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization:
(a) Establishes and administers privileged user accounts in accordance with a role-based access scheme that organizes information system and network privileges into roles; and
(b) Tracks and monitors privileged role assignments.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Privileged roles include, for example, key management, network and system administration, database administration, web administration.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-2.7.1

		Determination Statements				Finding
(S/O)

		(i)         the organization establishes and administers privileged user accounts in accordance with a role-based access scheme that organizes information system and network privileges into roles; and

		(ii)        the organization tracks and monitors privileged role assignments.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC2

		assessment case

		AC-2		ACCOUNT MANAGEMENT

				Control: The organization manages information system accounts, including:

				a. Identifying account types (i.e., individual, group, system, application, guest/anonymous, and temporary);

				b. Establishing conditions for group membership;

				c. Identifying authorized users of the information system and specifying access privileges;

				d. Requiring appropriate approvals for requests to establish accounts;

				e. Establishing, activating, modifying, disabling, and removing accounts;

				f. Specifically authorizing and monitoring the use of guest/anonymous and temporary accounts;

				g. Notifying account managers when temporary accounts are no longer required and when information system users are terminated, transferred, or information system usage or need-to-know/need-to-share changes;

				h. Deactivating: (i) temporary accounts that are no longer required; and (ii) accounts of terminated or transferred users;

				i. Granting access to the system based on: (i) a valid access authorization; (ii) intended system usage; and (iii) other attributes as required by the organization or associated missions/business functions; and

				j. Reviewing accounts [at least annually].



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-2.1		Determine if 
      

		AC-2.1.1		       (i) the organization manages information system accounts, including:

		AC-2.1.1a		        -   Identifying account types (i.e., individual, group, system, application, guest/anonymous, and temporary);

		AC-2.1.1b		        -   Establishing conditions for group membership;

		AC-2.1.1c		        -   Identifying authorized users of the information system and specifying access privileges.

		AC-2.1.1d		        -   Requiring appropriate approvals for requests to establish accounts;

		AC-2.1.1e		        -   Establishing, activating, modifying, disabling, and removing accounts;

		AC-2.1.1f		        -   Specifically authorizing and monitoring the use of guest/anonymous and temporary accounts;

		AC-2.1.1g		        -   Notifying account managers when temporary accounts are no longer required and when information system users are terminated, transferred, or information system usage or need-to-know/need-to-share changes;

		AC-2.1.1h		        -   Deactivating: (i) temporary accounts that are no longer required; and 
                                   (ii) accounts of terminated or transferred users;

		AC-2.1.1i		        -   Granting access to the system based on: 
             -       a valid access authorization; 
             -       intended system usage; and 
             -       other attributes as required by the organization or associated missions/business functions; and

		AC-2.1.2		(ii) the organization defines the frequency of information system account reviews; and

		AC-2.1.3		(iii) the organization reviews information system accounts in accordance with organization-defined frequency. [annually].

				potential assessment methods and objects:

				Examine: [select from: Access control policy; procedures addressing account management; security plan; list of active system accounts along with the name of the individual associated with each account; lists of recently transferred, separated, or terminated employees; list of recently disabled information system accounts along with the name of the individual associated with each account; system-generated records with user IDs and last login date; other relevant documents or records].

				Interview: [select from: Organizational personnel with account management responsibilities].



						potential assessment sequencing:

						precursor controls:  PL-2

						concurrent controls:  IA-2, IA-4, IA-5, CM-6

						successor controls: AC-3, AC-4, AC-5, AC-6, AC-7, AC-9, AC-10, AC-13

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence 
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-2.1.1.1




AC-2.1.1.1.a

AC-2.1.1.1.b
AC-2.1.1.1.c
AC-2.1.1.1.d
AC-2.1.1.1.e
AC-2.1.1.1.f


AC-2.1.1.1.g



AC-2.1.1.1.h


AC-2.1.1.1.i
				Examine access control policy, account management procedures, security plan, or other relevant documents; [reviewing] for the measures to be employed in managing information system accounts, including:
- identifying account types (i.e., individual, group, system, application, guest/anonymous, and temporary); 
- establishing conditions for group membership; 
- identifying authorized users of the information system and specifying access privileges; 
- requiring appropriate approvals for requests to establish accounts; 
- establishing, activating, modifying, disabling, and removing accounts; 
- specifically authorizing and monitoring the use of guest/anonymous and temporary accounts; 
- notifying account managers when temporary accounts are no longer required and when information system users are terminated, transferred, or information system usage or need-to-know/need-to-share changes; 
- deactivating: i) temporary accounts that are no longer required; and ii) accounts of terminated or transferred users; and 
- granting access to the system based on:
        - a valid access authorization; 
        -  intended system usage; and 
        - other attributes as required by the organization or associated missions/business functions.


		AC-2.1.1.2				Examine an agreed-upon [basic] sample of records of account management actions for an agreed-upon [basic] sample of active information system accounts; [reviewing] for evidence that the measures identified in AC-2.1.1.1.a  are being applied to identify system account types. 

		AC-2.1.1.3				Examine an agreed-upon [basic] sample of records of active group accounts, along with the name of the individual associated with each account; [reviewing] for evidence that the measures identified in AC-2.1.1.1.b  are being applied to establish conditions for group membership.

		AC-2.1.1.4				Examine records of user access authorizations and associated privileges for an agreed-upon [basic] sample of employees with active information system accounts; [reviewing] for evidence that the measures identified in AC-2.1.1.1.c  are being applied to identify authorized users of the information system and specify access privileges.

		AC-2.1.1.5				Examine records of user access approvals and authorizations for an agreed-upon [basic] sample of system accounts, along with the name of the individual associated with each account; [reviewing] for evidence that the measures identified in AC-2.1.1.1.d  are being applied to require appropriate approvals for requests to establish information system accounts. 

		AC-2.1.1.6				Examine an agreed-upon [basic] sample of records of account maintenance actions for an agreed-upon [basic] sample of active information system accounts, along with the name of the individual associated with each account; [reviewing] for evidence that the measures identified in AC-2.1.1.1.e are being applied to establish, activate, or modify information system accounts.



		AC-2.1.1.7				Examine records of account disabling or removal actions for information system accounts associated with an agreed-upon [basic] sample of recently transferred, separated, or terminated employees; [reviewing] for evidence that the measures identified in AC-2.1.1.1.e  are being applied to disable and remove information system accounts as appropriate.

		AC-2.1.1.8				Examine an agreed-upon [basic] sample of records of authorizing or monitoring actions associated with the use of an agreed-upon [basic] sample of guest/anonymous or temporary accounts; [reviewing] for evidence that the measures identified in AC-2.1.1.1.f  are being applied to specifically authorize and monitor the use of guest/anonymous and temporary accounts. 

		AC-2.1.1.9				Examine an agreed-upon [basic] sample of records associated with the process for notifying account managers when temporary accounts are no longer required; [reviewing] for evidence that the measures identified in AC-2.1.1.1.g  are being applied to notify account managers when temporary accounts are no longer required.

		AC-2.1.1.10				Examine an agreed-upon [basic] sample of records associated with the process for notifying account managers when information system users are terminated or transferred; [reviewing] for evidence that the measures identified in AC-2.1.1.1.g  are being applied to notify account managers when information system users are terminated or transferred.

		AC-2.1.1.11				Examine an agreed-upon [basic] sample of records associated with the process for notifying account managers when information system usage, need-to-know, or need-to-share changes; [reviewing] for evidence that the measures identified in AC-2.1.1.1.g are being applied to notify account managers when information system usage or need-to-know/need-to-share changes.

		AC-2.1.1.12				Examine agreed-upon [basic] sample of records associated with the process for deactivating temporary accounts; [reviewing] for evidence that the measures identified in AC-2.1.1.1.h are being applied to deactivate temporary accounts that are no longer required.

		AC-2.1.1.13				Examine an agreed-upon [basic] sample of records associated with the process for deactivating accounts of terminated or transferred employees; [reviewing] for evidence that the measures identified in AC-2.1.1.1.h are being applied to deactivate accounts of terminated or transferred users.

		AC-2.1.1.14				Examine an agreed-upon [basic] sample of records associated with the process for granting access to the information system based on valid access authorization, intended system usage, other organizational attributes or associated missions/business functions; [reviewing] for evidence that the measures identified in AC-2.1.1.1.i  are being applied.

		AC-2.1.1.15				Interview an agreed-upon [basic] sample of organizational personnel with account management responsibilities; conducting [basic] discussions for further evidence that the measures identified in AC-2.1.1.1.a are being applied to identify account types.

		AC-2.1.1.16				Interview an agreed-upon [basic] sample of organizational personnel with account management responsibilities; conducting [basic] discussions for further evidence that the measures identified in AC-2.1.1.1.a are being applied to identify account types.

		AC-2.1.1.17				Interview an agreed-upon [basic] sample of organizational personnel with account management responsibilities; conducting [basic] discussions for further evidence that the measures identified in AC-2.1.1.1.b are being applied to establish conditions for group membership.

		AC-2.1.1.18				Interview an agreed-upon [basic] sample of organizational personnel with account management responsibilities; conducting [basic] discussions for further evidence that the measures identified in AC-2.1.1.1.b are being applied to establish conditions for group membership.

		AC-2.1.1.19				Interview an agreed-upon [basic] sample of organizational personnel with account management responsibilities; conducting [basic] discussions for further evidence that the measures identified in AC-2.1.1.1.d are being applied to require appropriate approvals for requests to establish accounts.

		AC-2.1.1.20				Interview an agreed-upon [basic] sample of organizational personnel with account management responsibilities; conducting [basic] discussions for further evidence that the measures identified in AC-2.1.1.1.a are being applied to identify account types.

		AC-2.1.1.21				Interview an agreed-upon [basic] sample of organizational personnel with account management responsibilities; conducting [basic] discussions for further evidence that the measures identified in AC-2.1.1.1.e are being applied to establish, activate, modify, disable, and remove accounts.

		AC-2.1.1.22				Interview an agreed-upon [basic] sample of organizational personnel with account management responsibilities; conducting [basic] discussions for further evidence that the measures identified in AC-2.1.1.1.f are being applied to specifically authorize and monitor the use of guest/anonymous and temporary accounts.

		AC-2.1.1.23				Interview an agreed-upon [basic] sample of organizational personnel with account management responsibilities; conducting [basic] discussions for further evidence that the measures identified in AC-2.1.1.1.g are being applied to notify account managers when temporary accounts are no longer required and when information system users are terminated, transferred, or information system usage or need-to-know/need-to-share changes.

		AC-2.1.1.24				Interview an agreed-upon [basic] sample of organizational personnel with account management responsibilities; conducting [basic] discussions for further evidence that the measures identified in AC-2.1.1.1.h are being applied to deactivate: i) temporary accounts that are no longer needed, and ii) accounts of terminated or transferred users.

		AC-2.1.1.25				Interview an agreed-upon [basic] sample of organizational personnel with account management responsibilities; conducting [basic] discussions for further evidence that the measures identified in AC-2.1.1.1.i are being applied to grant access to the system based on a valid access authorization, intended system usage, and other attributes as required by the organization or associated mission/business functions.

		AC-2.1.2.1				Examine security plan; [reviewing] for the frequency of information system account reviews.

		AC-2.1.3.1				Examine documentation for an agreed-upon [basic] sample of information system account reviews; [reviewing] for evidence that information system accounts are reviewed in accordance with the frequency identified in AC-2.1.2.1.

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 1



		(1) The organization employs automated mechanisms to support the management of information system accounts.

		Assessment Information from SP 800-53A R1

		AC-2(1).1		assessment objective:

		AC-2(1).1.1		Determine if the organization employs automated mechanisms to support information system account management functions.

				potential assessment methods and objects:

				Examine: [select from: Procedures addressing account management; information system design documentation; information system configuration settings and associated documentation; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing account management functions].



				potential assessment sequencing:

				precursor controls:  PL-2

				concurrent controls:  IA-2, IA-4, IA-5, CM-6

				successor controls: AC-3, AC-4, AC-5, AC-6, AC-7, AC-9, AC-10, AC-13

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-2(1).1.1.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to support information system account management functions.

		AC-2(1).1.1.2				Examine documentation describing the current configuration settings for an agreed-upon [basic]  sample of the automated mechanisms identified in AC-2(1).1.1.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-2(1).1.1.1.

		AC-2(1).1.1.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-2(1).1.1.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 2



		(2) The information system automatically terminates temporary and emergency accounts after [No more than 90 days].

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-2(2).1		Determine if:

		AC-2(2).1.1		(i)         the organization defines a time period for each type of account after which the information system terminates temporary and emergency accounts; and

		AC-2(2).1.2		(ii)        the information system automatically terminates temporary and emergency accounts after organization-defined time period for each type of account.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Security plan; information system design documentation; information system configuration settings and associated documentation; information system-generated list of active accounts; information system audit records; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing account management functions].



				potential assessment sequencing:

				precursor controls:  PL-2

				concurrent controls:  IA-2, IA-4, IA-5, CM-6

				successor controls: AC-3, AC-4, AC-5, AC-6, AC-7, AC-9, AC-10, AC-13

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-2(2).1.1.1				Examine Examine security plan; [reviewing] for the time period after which the information system terminates temporary and emergency accounts for each type of account.

		AC-2(2).1.2.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to automatically terminate temporary and emergency accounts after the time period identified in AC-2(2).1.1.1 for each type of account.

		AC-2(2).1.2.2				Examine documentation describing the current configuration settings for an agreed-upon [basic]  sample of the automated mechanisms identified in AC-2(2).1.2.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-2(2).1.2.1.

		AC-2(2).1.2.3				 Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-2(2)1.2.1; conducting [basic] testing for evidence that these mechanisms are operating as intended.

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 3



		(3) The information system automatically disables inactive accounts after [90 Days for User Accounts – as pre contractor system determination for non-user level accounts (device, token, smart cards, etc.].
Requirement: The service provider defines the time period for non-user accounts (e.g. accounts associated with devices). The time periods are approved and accepted by the JAB.

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-2(3).1		Determine if:

		AC-2(3).1.1		(i)         the organization defines in a time period [no more than 90 days for temporary and emergency accounts] after which the information system disables inactive accounts; and

		AC-2(3).1.2		(ii)        the information system automatically disables inactive accounts after organization defined time period [90 days for user accounts and service provider defines time period for non-user accounts (accounts associated with devices, token, smart cards, etc)].

				potential assessment methods and objects:

				Examine: [SELECT FROM: Procedures addressing account management; security plan; information system design documentation; information system configuration settings and associated documentation; information system-generated list of last login dates; information system-generated list of active accounts; information system audit records; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing account management functions].




				potential assessment sequencing:

				precursor controls:  PL-2

				concurrent controls:  IA-2, IA-4, IA-5, CM-6

				successor controls: AC-3, AC-4, AC-5, AC-6, AC-7, AC-9, AC-10, AC-13

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-2(3).1.1.1				Examine security plan; [reviewing] for the time period after which the information system disables inactive accounts.

		AC-2(3).1.2.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to automatically disable inactive accounts after the time period identified in AC-2(3).1.1.1.

		AC-2(3).1.2.2				Examine documentation describing the current configuration settings for an agreed-upon [basic]  sample of the automated mechanisms identified in AC-2(3).1.2.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-2(3).1.2.1.

		AC-2(3).1.2.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-2(3)1.2.1; conducting [basic] testing for evidence that these mechanisms are operating as intended.

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 4

		(4)  The information system automatically audits account creation, modification, disabling, and termination actions and notifies, as required, appropriate individuals.

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-2(4).1		Determine if:

		AC-2(4).1.1		(i)         the information system automatically audits:
             - account creation;
             - modification;
             - disabling; and
             - termination actions; and

		AC-2(4).1.2		(ii)        the information system notifies, as required, appropriate individuals.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Procedures addressing account management; information system design documentation; information system configuration settings and associated documentation; information system audit records; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing account management functions].




				potential assessment sequencing:

				precursor controls:  PL-2

				concurrent controls:  AU-2,AU-3,AU-6,AU-7,CM-6

				successor controls: AC-3, AC-4, AC-5, AC-6, AC-7, AC-9, AC-10, AC-13

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence    (Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-2(4).1.1.1



AC-2(4).1.1.1.a
AC-2(4).1.1.1.b
AC-2(4).1.1.1.c
AC-2(4).1.1.1.d 
				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to automatically audit account:
- creation;
- modification;
- disabling; and
- termination actions


		AC-2(4).1.1.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-2(4).1.1.1.a; [reviewing] for evidence that these mechanisms are configured as identified in AC-2(4).1.1.1.a to audit account creation actions.

		AC-2(4).1.1.3				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-2(4).1.1.1.b; [reviewing] for evidence that these mechanisms are configured as identified in AC-2(4).1.1.1.b to audit account modification actions.

		AC-2(4).1.1.4				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-2(4).1.1.1.c; [reviewing] for evidence that these mechanisms are configured as identified in AC-2(4).1.1.1.c to audit account disabling actions. 

		AC-2(4).1.1.5				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-2(4).1.1.1.d; [reviewing] for evidence that these mechanisms are configured as identified in AC-2(4).1.1.1.d to audit account termination actions.

		AC-2(4).1.1.6				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-2(4).1.1.1.a; conducting [basic] testing for evidence that these mechanisms are operating as intended in AC-2(4).1.1.1.a to audit account creation actions

		AC-2(4).1.1.7				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-2(4).1.1.1.b; conducting [basic] testing for evidence that these mechanisms are operating as intended in AC-2(4).1.1.1.b to audit account modification actions.

		AC-2(4).1.1.8				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-2(4).1.1.1.c; conducting [basic] testing for evidence that these mechanisms are operating as intended in AC-2(4).1.1.1.c to audit account disabling actions.

		AC-2(4).1.1.9				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-2(4).1.1.1.d; conducting [basic] testing for evidence that these mechanisms are operating as intended in AC-2(4).1.1.1.d to audit account termination actions.

		AC-2(4).1.2.1				Examine account management policy, procedures addressing account management, security plan, or other relevant documents; [reviewing] for the notifications deemed required by the organization with regard to account management actions and for the individuals deemed appropriate by the organization to receive these notifications.
Note to assessor: The identification of when notification is required and to whom the notification should be provided need only be specific enough to enable determination of whether the organizational intent is being achieved; for example, the individuals need not be called out by name but may be defined by the positions or roles that need to receive the notification.


		AC-2(4).1.2.2				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to accomplish the notifications identified in AC-2(4).1.2.1. 

		AC-2(4).1.2.3				Examine documentation describing the current configuration settings for an agreed-upon [basic]  sample of the automated mechanisms identified in AC-2(4).1.2.2; [reviewing] for evidence that these mechanisms are configured as identified in AC-2(4).1.2.2.

		AC-2(4).1.2.4				Interview an agreed-upon [basic] sample of organizational personnel identified in AC-2(4).1.2.1 with account management responsibilities; conducting [basic] discussions for further evidence that the mechanisms and configurations identified in AC-2(4).1.2.2 are being applied.

		AC-2(4).1.2.5				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-2(4).1.2.2; conducting [basic] testing for evidence that these mechanisms are operating as intended.

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 7

		(7)  The organization:
(a) Establishes and administers privileged user accounts in accordance with a role-based access scheme that organizes information system and network privileges into roles; and
(b) Tracks and monitors privileged role assignments.

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-2(7).1		Determine if:

		AC-2(7).1.1		(i) the organization establishes and administers privileged user accounts in accordance with a role-based access scheme that organizes information system and network
privileges into roles; and

		AC-2(7).1.2		(ii) the organization tracks and monitors privileged role assignments.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Procedures addressing account management; information system design documentation; information system configuration settings and associated documentation; information system-generated list of privileged user accounts and associated role; information system audit records; audit tracking and monitoring reports; other relevant documents or records].
Interview: [SELECT FROM: Organizational personnel with account management responsibilities].




				potential assessment sequencing:

				precursor controls: PL-2

				concurrent controls:  CM-6, IA-2, IA-4, IA-5

				successor controls:  AC-3, AC-4, AC-5, AC-6, AC-7, AC-9, AC-10, AC-13

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           (Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-2(7).1.1.1				Examine access control policy, procedures addressing account management, security plan, or other relevant documents; [reviewing] for the role-based access scheme to be employed to organize information system and network privileges into roles.

		AC-2(7).1.1.2				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to establish and administer privileged user accounts in accordance with the role-based access scheme identified in AC-2(7).1.1.1.

		AC-2(7).1.1.3				Examine documentation describing the current configuration settings for an agreed-upon [basic]  sample of the automated mechanisms identified in AC-2(7).1.1.2; [reviewing] for evidence that these mechanisms are configured as identified in AC-2(7).1.1.2.

		AC-2(7).1.1.4				Interview an agreed-upon [basic] sample of organizational personnel with account management responsibilities; conducting [basic] discussions for further evidence that the role-based access scheme identified in AC-2(7).1.1.1 is being applied to organize information system and network privileges into roles using the mechanisms identified in AC-2(7).1.1.2.

		AC-2(7).1.1.5				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-2(7).1.1.2; conducting [basic] testing for evidence that these mechanisms are operating as intended.

		AC-2(7).1.2.1				Examine access control policy, procedures addressing account management, security plan, information system design documentation, or other relevant documents; [reviewing] for the measures (including automated mechanisms and their configuration settings) to be employed to track and monitor privileged role assignments.

		AC-2(7).1.2.2				Examine documentation describing the current configuration settings for an agreed upon [basic] sample of the automated mechanisms identified in AC-2(7).1.2.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-2(7).1.2.1.

		AC-2(7).1.2.3				Examine an agreed-upon [basic] sample of information system audit records, audit tracking and monitoring reports, or other relevant documents associated with an information system-generated list of current privileged user accounts and related roles; [reviewing] for evidence that the measures identified in AC-2(7).1.2.1  are being applied.

		AC-2(7).1.2.4				Interview an agreed-upon [basic] sample of organizational personnel responsible for tracking and monitoring privileged role assignments; conducting [basic] discussions for further evidence that the measures identified in AC-2(7).1.2.1 are being applied.

		AC-2(7).1.2.5				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-2(7).1.2.1; conducting [basic] testing for evidence that these mechanisms are operating as intended.

		Assessor Signature:

		Assessment Date: 





AC3

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system enforces approved authorizations for logical access to the system in accordance with applicable policy. 

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Access control policies (e.g., identity-based policies, role-based policies, attribute-based policies) and access enforcement mechanisms (e.g., access control lists, access control matrices, cryptography) are employed by organizations to control access between users (or
processes acting on behalf of users) and objects (e.g., devices, files, records, processes, programs, domains) in the information system. In addition to enforcing authorized access at the information system level, access enforcement mechanisms are employed at the application level, when necessary, to provide increased information security for the organization. Consideration is given to the implementation of an audited, explicit override of automated mechanisms in the event of emergencies or other serious events. If encryption of stored information is employed as an access enforcement mechanism, the cryptography used is FIPS 140-2 (as amended) compliant. For classified information, the cryptography used is largely dependent on the classification level of the information and the clearances of the individuals having access to the information. Mechanisms implemented by AC-3 are configured to enforce authorizations determined by other security controls. Related controls: AC-2, AC-4, AC-5, AC-6, AC-16, AC-17, AC-18, AC-19, AC-20, AC-21, AC-22, AU-9, CM-5, CM-6, MA-3, MA-4, MA-5, SA-7, SC-13, SI-9.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-3.1

		Determination Statements				Finding
(S/O)

		Determine if the information system enforces approved authorizations for logical access to the system in accordance with applicable policy.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC3 (3)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION (FedRAMP Proposed)

		Security Control or Control Enhancement (FedRAMP Proposed)

		The information system enforces [Assignment: organization-defined nondiscretionary access control policies, Parameter: [role-based access control] over [Assignment: organization-defined set of users and resources, Parameter: [all users and resources]  where the policy rule set for each policy specifies:
(a) Access control information (i.e., attributes) employed by the policy rule set (e.g., position, nationality, age, project, time of day); and
(b) Required relationships among the access control information to permit access.
Requirement: The service provider: 
a. Assigns user accounts and authenticators in accordance within service provider's role-based access control policies; 
b. Configures the information system to request user ID and authenticator prior to system access; and
c. Configures the databases containing federal information in accordance with service provider's security administration guide to provide role-based access controls enforcing assigned privileges and permissions at the file, table, row, column, or cell level, as appropriate.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Nondiscretionary access control policies that may be implemented by organizations include, for example, Attribute-Based Access Control,
Mandatory Access Control, and Originator Controlled Access Control. Nondiscretionary access control policies may be employed by organizations in addition to the employment of discretionary access control policies.
For Mandatory Access Control (MAC): Policy establishes coverage over all subjects and objects under its control to ensure that each user receives only that information to which the user is authorized access based on classification of the information, and on user clearance and
formal access authorization. The information system assigns appropriate security attributes (e.g., labels/security domains/types) to subjects and objects, and uses these attributes as the basis for MAC decisions. The Bell-LaPadula security model defines allowed access with
regard to an organization-defined set of strictly hierarchical security levels as follows: A subject can read an object only if the security level of the subject dominates the security level of the object and a subject can write to an object only if two conditions are met: the security
level of the object dominates the security level of the subject, and the security level of the user’s clearance dominates the security level of the object (no read up, no write down).
For Role-Based Access Control (RBAC): Policy establishes coverage over all users and resources to ensure that access rights are grouped by role name, and access to resources is restricted to users who have been authorized to assume the associated role.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-3.3.1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines the users and resources over which the information system is to enforce nondiscretionary access control policies;

		(ii)        the organization defines nondiscretionary access control policies to be enforced over the organization-defined set of users and resources, where the rule set for each policy specifies:
            - access control information (i.e., attributes) employed by the policy rule set (e.g., position, nationality, age, project, time of day); and
            - required relationships among the access control information to permit access; and

		(iii)       the information system enforces organization-defined nondiscretionary access control policies over the organization-defined set of users and resources.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC3

		assessment case

		AC-3		ACCESS enforcement

				Control: The information system enforces approved authorizations for logical access to the system in accordance with applicable policy.



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

		AC-3.1		assessment objective:

				Determine if:

		AC-3.1.1		the information system enforces approved authorizations for logical access to the system in accordance with applicable policy.



				potential assessment methods and objects:

				Examine: [select from: Access control policy; procedures addressing access enforcement; information system configuration settings and associated documentation; list of assigned authorizations (user privileges); information system audit records; other relevant documents or records]. 

				Test: [select from: Automated mechanisms implementing access enforcement policy]. 



						potential assessment sequencing:

						precursor controls: AC-2, AC-5, AC-6, AC-16, AC-17, AC-18, AC-19, AC-20, AC-21, AC-22, AU-9, CM-5, IA-2, IA-4, IA-5, MA-3, MA-4, MA-5, MP-2, SA-7, SI-9


						SA-7, SI-9

						concurrent controls:  AC-4 , CM-6

						successor controls: None

						General note to assessor for AC-3:

						The focus of this control is the information system having mechanisms (1)  with the capability to enforce access authorizations (access restrictions), and that (2) are configured in compliance with the intended user authorizations (assigned authorizations).

						General note to assessor for assessing AC-3:

						In order for AC-3.1.1 to receive a satisfied determination, it cannot be completed unless AC-3.1.2 is also satisfied.  In the context of this assessment case, “assigned authorizations” is synonymous with “applicable policy”.

						Documented user (and process) authorizations may also be found in concurrent controls.

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating
(NS, PS, FS, or N/A)

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.


		AC-3.1.1.1				Examine access control policy, procedures addressing access enforcement, security plan, information system design documentation, or other relevant documents; [reviewing] for the measures (including automated mechanisms and their configuration settings) to be employed to enforce approved authorizations for logical access to the system in accordance with applicable policy.

		AC-3.1.1.2				Examine documentation describing the current configuration settings for an agreed-upon [basic]  sample of the automated mechanisms identified in AC-3.1.1.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-3.1.1.1.

		AC-3.1.1.3				Examine documentation describing the current user privileges on the information system for an agreed-upon [basic] sample of information system users, along with the list of approved authorizations (user privileges); [reviewing] for evidence that the user privileges on the information system are consistent with the approved user authorizations.

		AC-3.1.1.4				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-3.1.1.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 3 (FedRAMP Proposed)



		(3) The information system enforces [Assignment: organization-defined nondiscretionary access
control policies, Parameter: [role-based access control] over [Assignment: organization-defined set of users and resources, Parameter: [all users and resources]  where the
policy rule set for each policy specifies:
(a) Access control information (i.e., attributes) employed by the policy rule set (e.g., position,
nationality, age, project, time of day); and
(b) Required relationships among the access control information to permit access.
Requirement: The service provider: 
a. Assigns user accounts and authenticators in accordance within service provider's role-based access control policies; 
b. Configures the information system to request user ID and authenticator prior to system access; and
c. Configures the databases containing federal information in accordance with service provider's security administration guide to provide role-based access controls enforcing assigned privileges and permissions at the file, table, row, column, or cell level, as appropriate.



				assessment objective:

		AC-3(3).1		Determine if:

		AC-3(3).1.1		(i)         the organization defines the users and resources over which the information system is to enforce nondiscretionary access control policies;

		AC-3(3).1.2

AC-3(3).1.2a
AC-3(3).1.2b		(ii)        the organization defines nondiscretionary access control policies to be enforced over the organization-defined set of users and resources, where the rule set for each
policy specifies:
- access control information (i.e., attributes) employed by the policy rule set (e.g., position, nationality, age, project, time of day); and
- required relationships among the access control information to permit access; and



		AC-3(3).1.3		(iii)        the information system enforces organization-defined nondiscretionary access control policies over the organization-defined set of users and resources.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; nondiscretionary access control policies; procedures addressing access enforcement; security plan; information system design documentation; information system configuration settings and associated documentation; list of users and resources requiring enforcement of nondiscretionary access control policies; other relevant documents or records].
Interview: [SELECT FROM: Organizational personnel with access enforcement responsibilities].
Test: [SELECT FROM: Automated mechanisms implementing nondiscretionary access control policy].

		Assessment Information from SP 800-53A R1

				potential assessment sequencing:

				precursor controls: AC-2, IA-2, IA-4, IA-5

				concurrent controls:  CM-6

				successor controls:None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-3(3).1.1.1				Examine access control policy, nondiscretionary access control policies, procedures addressing access enforcement, security plan, or other relevant documents; [reviewing] for the list of users and resources over which the information system is to enforce nondiscretionary access control policies.

		AC-3(3).1.2.1



AC-3(3).1.2.1a

AC-3(3).1.2.1b				Examine access control policy, nondiscretionary access control policies, procedures addressing access enforcement, security plan, or other relevant documents; [reviewing] for the access control policies to be enforced over the user and resources identified in AC-3(3).1.1.1, that specifies:
- access control information (i.e., attributes) employed by the policy rule set (e.g., position, nationality, age, project, time of day); and
- required relationships among the access control information to permit access.


		AC-3(3).1.3.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to enforce the nondiscretionary access control policies identified in AC-3(3).1.2.1 over the users and resources identified in AC-3(3).1.1.1.

		AC-3(3).1.3.2				Examine documentation describing the current configuration settings for an agreed-upon [basic]  sample of the automated mechanisms identified in AC-3(3).1.3.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-3(3).1.3.1.

		AC-3(3).1.3.3				Test: an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-3(3).1.3.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 







AC4

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system enforces approved authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Information flow control regulates where information is allowed to travel within an information system and between information systems (as opposed to who is allowed to access the information) and without explicit regard to subsequent accesses to that information. A few examples of flow control restrictions include: keeping export controlled information from being transmitted in the clear to the Internet, blocking outside traffic that claims to be from within the organization, and not passing any web requests to the Internet that are not from the internal web proxy. Information flow control policies and enforcement mechanisms are commonly employed by organizations to control the flow of information between designated sources and destinations (e.g., networks, individuals, devices) within information systems and between interconnected systems. Flow control is based on the characteristics of the information and/or the information path. Specific examples of flow control enforcement can be found in boundary protection devices (e.g., proxies, gateways, guards, encrypted tunnels, firewalls, and routers) that employ rule sets or establish configuration settings that restrict information system services, provide a packet-filtering capability based on header information, or message-filtering capability based on content (e.g., using key word searches or document characteristics). Mechanisms implemented by AC-4 are configured to enforce authorizations determined by other security controls. Related controls: AC-17, AC-19, AC-21, CM-7, SA-8, SC-2, SC-5, SC-7, SC-18.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-4.1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines applicable policy for controlling the flow of information within the system and between interconnected systems;

		(ii)        the organization defines approved authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy; and

		(iii)       the information system enforces approved authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC4

		assessment case

		AC-4		Information flow enforcement

				Control: The information system enforces approved authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.



		ASSESSMENT – Base Control, Part 1 of 3

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-4.1		Determine if 

		AC-4.1.1		(i)         the organization defines applicable policy for controlling the flow of information within the system and between interconnected systems;

		AC-4.1.2		(ii)        the organization defines approved authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy; and 

		AC-4.1.3		(iii)       the information system enforces approved authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing information flow enforcement; information system design documentation; information system configuration settings and associated documentation; information system baseline configuration; list of information flow authorizations; information system audit records; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing information flow enforcement policy].




						potential assessment sequencing:

						precursor controls: AC-2, CA-3, CM-2, IA-2, SA-8

						concurrent controls:  AC-3, AC-17, AC-18, AC-19, AC-21, CM-6, CM-7, SC-2, SC-5, SC-7,  SC-18


						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating
(NS, PS, FS, or N/A)

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by:
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.


		AC-4.1.1.1				Examine access control policy, procedures addressing information flow enforcement, security plan, or other relevant documents; [reviewing] for the applicable policy for controlling the flow of information within the system and between interconnected systems.

		AC-4.1.2.1				Examine access control policy, procedures addressing information flow enforcement, security plan, or other relevant documents; [reviewing] for the approved authorizations for controlling the flow of information within the system and between interconnected systems in accordance with the applicable policy identified in AC-4.1.1.1.

		AC-4.1.3.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to enforce the approved authorizations identified in AC-4.1.2.1 within the system and between interconnected systems in accordance with the applicable policy identified in AC-4.1.1.1.

		AC-4.1.3.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-4.1.3.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-4.1.3.1.

		AC-4.1.3.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-4.1.3.1; conducting [basic] testing for evidence that these mechanisms are operating as intended.

		Assessor Signature:

		Assessment Date: 









































































AC5

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization:
a. Separates duties of individuals as necessary, to prevent malevolent activity without collusion;
b. Documents separation of duties; and
c. Implements separation of duties through assigned information system access authorizations.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Examples of separation of duties include: (i) mission functions and distinct information system support functions are divided among different individuals/roles; (ii) different individuals perform information system support functions (e.g., system management, systems programming, configuration management, quality assurance and testing, network security); (iii) security personnel who administer access control functions do not administer audit functions; and (iv) different administrator accounts for different roles. Access authorizations defined in this control are implemented by control AC-3. Related controls: AC-3.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-5.1

		Determination Statements				Finding
(S/O)

		(i)         the organization separates duties of individuals as necessary, to prevent malevolent activity without collusion;

		(ii)        the organization documents separation of duties; and

		(iii)       the organization implements separation of duties through assigned information system access authorizations.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC5

		assessment case

		AC-5		Separation of duties

				Control: The organization:

				a.     Separates duties of individuals as necessary, to prevent malevolent activity without collusion;

				b.     Documents separation of duties; and

				c.     Implements separation of duties through assigned information system access authorizations.



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-5.1		Determine if:

		AC-5.1.1		(i)         tthe organization separates duties of individuals as necessary, to prevent malevolent activity without collusion;

		AC-5.1.2		(ii)        tthe organization documents separation of duties; and

		AC-5.1.3		(iii)      the organization implements separation of duties through assigned information system access authorizations.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing divisions of responsibility and separation of duties; information system configuration settings and associated documentation; list of divisions of responsibility and separation of duties; information system audit records; other relevant documents or records].
Interview: [SELECT FROM: Organizational personnel with responsibilities for defining appropriate divisions of responsibility and separation of duties].
Test: [SELECT FROM: Automated mechanisms implementing separation of duties policy].




						potential assessment sequencing:

						precursor controls: AC-2, AC-3, IA-2

						concurrent controls:  AC-6, PS-2, PS-6

						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating
(NS, PS, FS, or N/A)

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.


		AC-5.1.1.1				Examine access control policy, procedures addressing divisions of responsibility and separation of duties, security plan, or other relevant documents; [reviewing] for measures to be employed to separate duties of individuals, as necessary, to prevent malevolent activity without collusion.  

		AC-5.1.1.2				Interview an agreed-upon [basic] sample of organizational personnel with responsibilities for defining appropriate divisions of responsibility and separation of duties for the information system; conducting [basic] discussions for evidence that the measures identified in AC-5.1.1.1 are being applied.

		AC-5.1.2.1				Examine access control policy, procedures addressing divisions of responsibility and separation of duties, security plan, or other relevant documents; [reviewing] for the measures to be employed to document separation of duties for the information system.

		AC-5.1.2.2				Examine job descriptions, position descriptions, or other relevant documents for an agreed-upon [basic] sample of individuals providing information system support functions; [reviewing] for evidence that the measures identified in AC-5.1.2.1 are being applied

		AC-5.1.3.1				Examine access control policy, procedures addressing divisions of responsibility and separation of duties, security plan, information system design documentation, or other relevant documents; [reviewing] for the measures (including automated mechanisms and their configuration settings) to be employed to implement separation of duties through assigned information system access authorizations.

		AC-5.1.3.2				Examine documentation describing the current configuration settings for an agreed-upon [basic]  sample of the automated mechanisms identified in AC-5.1.3.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-5.1.3.1.

		AC-5.1.3.3				Examine access authorizations, access control profiles, and the duties and responsibilities documented for an agreed-upon [basic] sample of information system users; [reviewing] for evidence that the measures identified in AC-5.1.3.1 are being applied. 

		AC-5.1.3.4				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-5.1.3.1; conducting [basic] testing for evidence that these mechanisms are operating as intended.

		Assessor Signature:

		Assessment Date: 





AC6

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization employs the concept of least privilege, allowing only authorized accesses for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		The access authorizations defined in this control are largely implemented by control AC-3. The organization employs the concept of least privilege for specific duties and information systems (including specific ports, protocols, and services) in accordance with risk assessments as necessary to adequately mitigate risk to organizational operations and assets, individuals, other organizations, and the Nation. Related controls: AC-2, AC-3, CM-7.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-6.1

		Determination Statements				Finding
(S/O)

		Determine if the organization employs the concept of least privilege, allowing only authorized accesses for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC6(1)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization explicitly authorizes access to [Assignment: organization-defined list of security functions (deployed in hardware, software, and firmware) and security-relevant information]. 
Requirement: The service provider defines the list of security functions.  The list of functions is approved and accepted by the JAB.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Establishing system accounts, configuring access authorizations (i.e., permissions, privileges), setting events to be audited, and setting intrusion detection parameters are examples of security functions. Explicitly authorized personnel include, for example, security administrators, system and network administrators, system security officers, system maintenance personnel, system programmers, and other privileged users. Related control: AC-17.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-6.1.1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines the security functions (deployed in hardware, software, and firmware) and security-relevant information for which access must be explicitly authorized; and

		(ii)        the organization explicitly authorizes access to the organization-defined security functions and security-relevant information.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC6(2)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization requires that users of information system accounts, or roles, with access to [Assignment: organization-defined list of security functions or security-relevant information], use non-privileged accounts, or roles, when accessing other system functions, and if feasible, audits any use of privileged accounts, or roles, for such functions.  
Guidance: Examples of security functions include but are not limited to:  establishing system accounts, configuring access authorizations (i.e., permissions, privileges), setting events to be audited, and setting intrusion detection parameters, system programming, system and security administration,  other privileged functions.   

		Supplemental Guidance Associated with Security Control or Control Enhancement

		This control enhancement is intended to limit exposure due to operating from within a privileged account or role. The inclusion of role is intended to address those situations where an access control policy such as Role Based Access Control (RBAC) is being implemented and where a change of role provides the same degree of assurance in the change of access authorizations for both the user and all processes acting on behalf of the user as would be provided by a change between a privileged and non-privileged account. Audit of privileged activity may require physical separation employing information systems on which the user does not have privileged access.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-6.2.1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines the security functions or security-relevant information to which users of information system accounts, or roles, have access; and

		(ii)        the organization requires that users of information system accounts, or roles, with access to organization-defined security functions or security-relevant information, use non-privileged accounts, or roles, when accessing other system functions; and

		(iii)       the organization, if deemed feasible, audits any use of privileged accounts, or roles, with access to organization-defined security functions or security-relevant information, when accessing other system functions.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC6

		assessment case

		AC-6		Least Privilege

				Control: The organization employs the concept of least privilege, allowing only authorized accesses for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-6.1		Determine if:

		AC-6.1.1		 the organization employs the concept of least privilege, allowing only authorized accesses for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.



				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing least privilege; list of assigned access authorizations (user privileges); information system configuration settings and associated documentation; information system audit records; other relevant documents or records].
Interview: [SELECT FROM: Organizational personnel with responsibilities for defining least privileges necessary to accomplish specified tasks].




						potential assessment sequencing:

						precursor controls: AC-2, AC-3, IA-2

						concurrent controls: AC-5, CM-6

						successor controls: None

						General note to assessor for AC-6:

						The focus of this control is the organization implementing least privilege by limiting the rights/privileges or accesses assigned to users (or processes acting on behalf of users) to enable performance of specified tasks while adequately mitigating risk to the organization, individuals, other organizations, and the Nation.

						The phrase “most restrictive” in the control text refers to the level of rights and privileges needed to adequately reduce risk to an acceptable level, and not necessarily the minimum set of rights and privileges needed to accomplish specified tasks.

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.


		AC-6.1.1.1				Examine account control policy, procedures addressing least privilege, security plan, information system design documentation, or other relevant documents; [reviewing] for the measures (including automated mechanisms and their configuration settings) to be employed to enforce the concept of least privilege, allowing only authorized access for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions. 

		AC-6.1.1.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-6.1.1.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-6.1.1.1.

		AC-6.1.1.3				Examine assigned access authorizations (user privileges) and required functions necessary to accomplish assigned tasks for an agreed-upon [basic] sample of information system users; [reviewing] for evidence that the measures identified in AC-6.1.1.1 are being applied.

		AC-6.1.1.4				Interview an agreed-upon [basic] sample of organizational personnel with responsibilities for employing the concept of least privilege; conducting [basic] discussions for further evidence that the measures identified in AC-6.1.1.1 are being applied.

		AC-6.1.1.5				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-6.1.1.1; conducting [basic] testing for further evidence that these mechanisms are operating as intended.

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 1

		(1) The organization explicitly authorizes access to [Assignment: organization-defined list of security functions (deployed in hardware, software, and firmware) and security-relevant information]. 
Requirement: The service provider defines the list of security functions.  The list of functions is approved and accepted by the JAB.

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-6(1).1		Determine if:

		AC-6(1).1.1		(i)          the organization defines the security functions (deployed in hardware, software, and firmware) and security-relevant information for which access must be explicitly authorized; and

		AC-6(1).1.2		(ii)        the organization explicitly authorizes access to the organization-defined security functions and security-relevant information

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing least privilege; list of security functions and security-relevant information for which access must be explicitly authorized; information system configuration settings and associated documentation; information system audit records; other relevant documents or records].
Interview: [SELECT FROM: Organizational personnel with responsibilities for defining least privileges necessary to accomplish specified tasks].




		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating
(NS, PS, FS, or N/A)

		AC-6(1).1.1.1				Examine access control policy, procedures addressing least privilege, security plan, or other relevant documents; [reviewing] for the security functions (deployed in hardware, software, and firmware) and security-relevant information for which access must be explicitly authorized. 

		AC-6(1).1.2.1				Examine access control policy, procedures addressing least privilege, security plan, or other relevant documents; [reviewing] for the measures to be employed to explicitly authorize access to the security functions and security-relevant information identified in AC-6(1).1.1.1.

		AC-6(1).1.2.2				Examine access authorization approvals for an agreed-upon [basic] sample of information system accounts with access to the security functions and security-relevant information identified in AC-6(1).1.1.1; [reviewing] for evidence that the measures identified in AC-6(1).1.2.1 are being applied to explicitly authorize access.

		AC-6(1).1.2.3				Interview an agreed-upon [basic] sample of organizational personnel with responsibilities for authorizing access to security functions and security-relevant information; conducting [basic] discussions for further evidence that the measures identified in AC-6(1).1.2.1 are being applied.

		Assessor Signature:

		Assessment Date: 

		ASSESSMENT – Control Enhancement 2



		(2)  The organization requires that users of information system accounts, or roles, with access to [Assignment: organization-defined list of security functions or security-relevant information], use non-privileged accounts, or roles, when accessing other system functions, and if feasible, audits any use of privileged accounts, or roles, for such functions.  
Guidance: Examples of security functions include but are not limited to:  establishing system accounts, configuring access authorizations (i.e., permissions, privileges), setting events to be audited, and setting intrusion detection parameters, system programming, system and security administration,  other privileged functions. 

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-6(2).1		Determine if:

		AC-6(2).1.1		(i)          the organization defines the security functions or security-relevant information to which users of information system accounts, or roles, have access; and

		AC-6(2).1.2		(ii)         the organization requires that users of information system accounts, or roles, with access to organization-defined security functions or security-relevant information, use non-privileged accounts, or roles, when accessing other system functions; and

		AC-6(2).1.3		(iii)        the organization, if deemed feasible, audits any use of privileged accounts, or roles, with access to organization-defined security functions or security-relevant information, when accessing other system functions.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing least privilege; list of system-generated security functions or security-relevant information assigned to information system accounts or roles; information system configuration settings and associated documentation; information system audit records; other relevant documents or records].
Interview: [SELECT FROM: Organizational personnel with responsibilities for defining least privileges necessary to accomplish specified tasks].




		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating
(NS, PS, FS, or N/A)

		AC-6(2).1.1.1				Examine access control policy, procedures addressing least privilege, security plan, or other relevant documents; [reviewing] for the security functions or security-relevant information to which users of information system accounts, or roles, have access. 

		AC-6(2).1.2.1				Examine access control policy, procedures addressing least privilege, security plan, or other relevant documents; [reviewing] for the requirement that users of information system accounts, or roles, with access to the security functions or security-relevant information identified in AC-6(1).1.1.1, use non-privileged accounts when accessing other system functions. 

		AC-6(2).1.3.1				Examine access control policy, procedures addressing least privilege, security plan, or other relevant documents; [reviewing] for the measures to be employed, if deemed feasible, to audit any use of privileged accounts, or roles, with access to the security functions or security-relevant information identified in AC-6(1).1.1.1, when accessing other system functions. 

		AC-6(2).1.3.2				Examine an agreed-upon [basic] sample of information system audit records resulting from the use of privileged accounts or roles with access to the security functions or security-relevant information identified in AC-6(1).1.1.1, when accessing other system functions; [reviewing] for evidence that the measures identified in AC-6(2).1.3.1 are being applied.   

		AC-6(2).1.3.3				Interview an agreed-upon [basic] sample of organizational officials responsible for auditing the use of privileged accounts or roles; conducting [basic] discussions for evidence that the measures identified in AC-6(2).1.3.1 are being applied.

		Assessor Signature:

		Assessment Date: 





AC7

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system: 
(a) Enforces a limit of not more than three (3) failed  consecutive invalid access attempts by a user during a 15 minute  time period; and 
(b) Automatically locks the account/node for 30 minutes or locks the account/node until released by an administrator when the maximum number of unsuccessful attempts is exceeded. The control applies regardless of whether the login occurs via a local or network connection. 

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Due to the potential for denial of service, automatic lockouts initiated by the information system are usually temporary and automatically release after a predetermined time period established by the organization. If a delay algorithm is selected, the organization may chose to employ different algorithms for different information system components based on the capabilities of those components. Response to unsuccessful login attempts may be implemented at both the operating system and the application levels. This control applies to all accesses other than those accesses explicitly identified and documented by the organization in AC-14.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-7.1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines the maximum number of consecutive invalid login attempts to the information system by a user and the time period in which the consecutive invalid attempts occur;

		(ii)        the information system enforces the organization-defined limit of consecutive invalid login attempts by a user during the organization-defined time period;

		(iii)      tthe organization defines action to be taken by the system when the maximum number of unsuccessful login attempts is exceeded as:
           - lock out the account/node for a specified time period;
           - lock out the account/note until released by an administrator; or
           - delay the next login prompt according to organization-defined delay algorithm;

		(iv)       the information system either automatically locks the account/node for the organization-defined time period, locks the account/node until released by an administrator, or delays next login prompt for the organization-defined delay period when the maximum number of unsuccessful login attempts is exceeded; and

		(v)        the information system performs the organization-defined actions when the maximum number of unsuccessful login attempts is exceeded regardless of whether the login occurs via a local or network connection.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC7

		assessment case

		AC-7		unsuccessful login attempts

				Control: The information system:

				a.     enforces a limit of [Not more than three (3)  failed ] access attempts by a  user during a [15 minute  time period]; and

				b.     automatically [Selection: locks the account/node for an [30 minutes]; locks the account/node until released by an administrator; delays next login prompt according to [30 minutes delay algorithm] when the maximum number of unsuccessful attempts is exceeded. The control applies regardless of whether the login occurs via a local or network connection.



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

		AC-7.1		assessment objective:

				Determine if:

		AC-7.1.1		(i)         tthe organization defines the maximum number of consecutive invalid login attempts to the information system by a user and the time period in which the consecutive invalid attempts occur;

		AC-7.1.2		(ii)        the information system enforces the organization-defined limit of consecutive invalid login attempts by a user during the organization-defined time period;

		AC-7.1.3
AC-7.1.3a
AC-7.1.3b
AC-7.1.3c		(iii)      tthe organization defines action to be taken by the system when the maximum number of unsuccessful login attempts is exceeded as:
           - lock out the account/node for a specified time period;
          - lock out the account/note until released by an administrator; or
          - delay the next login prompt according to organization-defined delay algorithm;

		AC-7.1.4		(iv)       the information system either automatically locks the account/node for the organization-defined time period, locks the account/node until released by an
administrator, or delays next login prompt for the organization-defined delay period when the maximum number of unsuccessful login attempts is exceeded; and

		AC-7.1.5		(v)        he information system performs the organization-defined actions when the maximum number of unsuccessful login attempts is exceeded regardless of whether the login occurs via a local or network connection.

				potential assessment methods and objects:

				Examine: [select from: Access control policy; procedures addressing unsuccessful logon attempts; security plan; information system configuration settings and associated documentation; information system audit records; other relevant documents or records].

				Test: [select from: Automated mechanisms implementing the access control policy for unsuccessful login attempts].



						potential assessment sequencing:

						precursor controls: IA-2, IA-3, IA-5, IA-8

						concurrent controls:  IA-6, CM-6

						successor controls: None

						General note to assessor for AC-7:



						The focus of this control is (1) the organization defining the maximum number of consecutive invalid user login attempts, defining the time-period in which the consecutive invalid access attempts occur, and selecting, from the choices provided in SP 800-53, the response to be taken should this maximum number of invalid login attempts occur during the defined time-period; and (2) the information system enforcing this maximum number of invalid attempts over the defined period of time by implementing the defined response..

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           
(NS, PS, FS, or N/A)

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.


		AC-7.1.1.1				Examine access control policy, procedures addressing unsuccessful login attempts, security plan, or other relevant documents; [reviewing] for the maximum number of consecutive invalid login attempts to the information system by a user and the time period in which the consecutive invalid attempts occur. 		Examine the security plan; reviewing for the organization-defined maximum number of consecutive invalid access attempts to the information system by a user and for the organization-defined time period in which the consecutive invalid access attempts are to occur.

Note to assessor: See above for organization defined settings.

		AC-7.1.2.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to enforce the limit of consecutive invalid login attempts identified in AC-7.1.1.1 during the time period identified in AC-7.1.1.1. 		Note to assessor: The maximum number of consecutive invalid access attempts is enforced by the application of the method selected by the organization identified in AC-7.1.4.1, not by separate mechanisms.  Therefore the assessor should apply the finding for AC-7.1.4 as the finding for AC-7.1.2.

		AC-7.1.2.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-7.1.2.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-7.1.2.1.		Examine the security plan; reviewing for the organization-defined time period for lock out mode or delay algorithm following the maximum number of consecutive invalid access attempts identified in AC-7.1.1.1.

		AC-7.1.2.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-7.1.2.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 		Note to assessor: Per the control AC-7, the second choice is a delay ‘algorithm’ not a single delay period.  Only one (time period or algorithm) need be defined according to which method is selected by the organization as identified in AC-7.1.4.1.

		AC-7.1.3.1




AC-7.1.3.1a
AC-7.1.3.1b
AC-7.1.3.1c				Examine access control policy, procedures addressing unsuccessful login attempts, security plan, or other relevant documents; [reviewing] for one of the following selected actions to be taken by the system when the maximum number of unsuccessful login attempts is exceeded: 
- lock out the account/node for a specified time period;
- lock out the account/note until released by an administrator; or
- delay the next login prompt according to organization-defined delay algorithm;
		Examine the security plan; reviewing for the organization-selected method (either a lock out mode for the organization-defined time period or a delay of the next login prompt for the organization-defined delay algorithm) for information system responses to consecutive invalid access attempts.

		AC-7.1.4.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to enforce the action defined in AC-7.1.3.1 when the maximum number of unsuccessful login attempts is exceeded.		Examine the security plan, information system design documentation, or other relevant documents; reviewing for the mechanisms and their configuration settings to be employed to enforce the organization-selected method identified in AC-7.1.4.1.

		AC-7.1.4.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-7.1.4.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-7.1.4.1.

		AC-7.1.4.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-7.1.4.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		AC-7.1.5.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to enforce the action defined in AC-7.1.3.1 when the maximum number of unsuccessful login attempts is exceeded for local and network logins. 

		AC-7.1.5.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-7.1.5.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-7.1.5.1.		Examine documentation describing the current configuration settings for an agreed-upon representative sample of the mechanisms identified in AC-7.1.5.1; reviewing for evidence that these mechanisms are configured as identified in AC-7.1.5.1.

		AC-7.1.5.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-7.1.5.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 





AC8

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system:
a. Displays an approved system use notification message or banner before granting access to the system that provides privacy and security notices consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance and states that: (i) users are accessing a U.S. Government information system; (ii) system usage may be monitored, recorded, and subject to audit; (iii) unauthorized use of the system is prohibited and subject to criminal and civil penalties; and (iv) use of the system indicates consent to
monitoring and recording;
b. Retains the notification message or banner on the screen until users take explicit actions to log on to or further access the information system; and
c. For publicly accessible systems: (i) displays the system use information when appropriate, before granting further access; (ii) displays references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such systems that generally
prohibit those activities; and (iii) includes in the notice given to public users of the information system, a description of the authorized uses of the system.
Requirement: The service provider shall determine elements of the cloud environment that require the System Use Notification control. The elements of the cloud environment that require System Use Notification are approved and accepted by the JAB.
Requirement: The service provider shall determine how System Use Notification is going to be verified and provide appropriate periodicity of the check. The System Use Notification verification and periodicity are approved and accepted by the JAB.
Guidance: If performed as part of a Configuration Baseline check, then the % of items requiring setting that are checked and that pass (or fail) check can be provided.
Requirement: If not performed as part of a Configuration Baseline check, then there must be documented agreement on how to provide results of verification and the necessary periodicity of the verification by the service provider. The documented agreement on how to provide verification of the results are approved and accepted by the JAB.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		System use notification messages can be implemented in the form of warning banners displayed when individuals log in to the information system. System use notification is intended only for information system access that includes an interactive login interface with a human user and is not intended to require notification when an interactive interface does not exist.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-8.1

		Determination Statements				Finding
(S/O)

		(i)         the organization approves the information system use notification message or banner to be displayed by the information system before granting access to the system;

		(ii)        the information system displays the approved system use notification message or banner before granting access to the system that provides privacy and security notices consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance and states that:
            - users are accessing a U.S. Government information system;
            - system usage may be monitored, recorded, and subject to audit;
            - unauthorized use of the system is prohibited and subject to criminal and civil penalties; and
            - use of the system indicates consent to monitoring and recording; and

		(iii)      the information system retains the notification message or banner on the screen until the user takes explicit actions to log on to or further access the information system.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC8

		assessment case

		AC-8		SYSTEM USE NOTIFICATION

				Control: The information system:

				a. Displays an approved system use notification message or banner before granting access to the system that provides privacy and security notices consistent with applicable federal laws,
Executive Orders, directives, policies, regulations, standards, and guidance and states that: (i) users are accessing a U.S. Government information system; (ii) system usage may be
monitored, recorded, and subject to audit; (iii) unauthorized use of the system is prohibited and subject to criminal and civil penalties; and (iv) use of the system indicates consent to
monitoring and recording;

				b. Retains the notification message or banner on the screen until users take explicit actions to log on to or further access the information system; and

				c. For publicly accessible systems: (i) displays the system use information when appropriate, before granting further access; (ii) displays references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such systems that generally prohibit those activities; and (iii) includes in the notice given to public users of the
information system, a description of the authorized uses of the system.


				Requirement: The service provider shall determine elements of the cloud environment that require the System Use Notification control. The elements of the cloud environment that require System Use Notification are approved and accepted by the JAB.
Requirement: The service provider shall determine how System Use Notification is going to be verified and provide appropriate periodicity of the check. The System Use Notification verification and periodicity are approved and accepted by the JAB.
Guidance: If performed as part of a Configuration Baseline check, then the % of items requiring setting that are checked and that pass (or fail) check can be provided.
Requirement: If not performed as part of a Configuration Baseline check, then there must be documented agreement on how to provide results of verification and the necessary periodicity of the verification by the service provider. The documented agreement on how to provide verification of the results are approved and accepted by the JAB.



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-8.1		Determine if:

		AC-8.1.1		(i)         the organization approves the information system use notification message or banner to be displayed by the information system before granting access to the system;

		AC-8.1.2

AC-8.1.2a
AC-8.1.2b
AC-8.1.2c
AC-8.1.2d		(ii)        the information system displays the approved system use notification message or banner before granting access to the system that provides privacy and security notices consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance and states that:
            - users are accessing a U.S. Government information system;
            - system usage may be monitored, recorded, and subject to audit;
            - unauthorized use of the system is prohibited and subject to criminal and civil penalties; and
            - use of the system indicates consent to monitoring and recording; and

		AC-8.1.3		(iii)     the information system retains the notification message or banner on the screen until the user takes explicit actions to log on to or further access the information system.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; privacy and security policies; procedures addressing system use notification; documented approval of information system use notification messages or banners; information system notification messages; information system configuration settings and associated documentation; information system audit records for user acceptance of notification message or banner; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing the access control policy for system use notification].




						potential assessment sequencing:

						precursor controls: None

						concurrent controls: CM-6, PL-4, PS-6, SI-4

						successor controls: None



		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           
(NS, PS, FS, or N/A)

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.


		AC-8.1.1.1				Examine access control policy, privacy and security policy, procedures addressing system use notification, security plan, or other relevant documents; [reviewing] for the measures to be employed to approve the information use notification message or banner to be displayed by the information system before granting access to the system



		AC-8.1.1.2				Examine documented approval of information system use notification message or banner displayed by the information system before granting access to the system; [reviewing] for evidence that the measures identified in AC-8.1.1.1 are being applied. 

		AC-8.1.2.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to display the approved system use notification message or banner before granting access to the system.  

		AC-8.1.2.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-8.1.2.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-8.1.2.1.

		AC-8.1.2.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-8.1.2.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		AC-8.1.2.4				Examine access control policy, privacy and security policy, procedures addressing system use notification, security plan, or other relevant documents; [reviewing] for the applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance that establish the appropriate privacy and security notices to be provided when the information system displays an approved system use notification message or banner before granting access to the system.

		AC-8.1.2.5




AC-8.1.2.5a
AC-8.1.2.5b
AC-8.1.2.5c

AC-8.1.2.5d				Examine information system use notification message or banner; [reviewing] for evidence that the system use notification message or banner provides privacy and security notices consistent with the applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance identified in AC-8.1.2.4, and states that:
- users are accessing a U.S. Government information system;
- system usage may be monitored, recorded, and subject to audit;
- unauthorized use of the system is prohibited and subject to criminal and civil penalties; and
- use of the system indicates consent to monitoring and recording.


		AC8.1.3.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to retain the notification message or banner on the screen until the user takes explicit actions to log on to or further access the information system.  

		AC8.1.3.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-8.1.3.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-8.1.3.1.

		AC8.1.3.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-8.1.3.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 





AC10

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system limits the number of concurrent sessions for each system account to One Concurrent Session.


		Supplemental Guidance Associated with Security Control or Control Enhancement

		The organization may define the maximum number of concurrent sessions for an information system account globally, by account type, by account, or a combination. This control addresses concurrent sessions for a given information system account and does not address
concurrent sessions by a single user via multiple system accounts.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-10.1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines the maximum number of concurrent sessions to be allowed for each system account; and

		(ii)        the information system limits the number of concurrent sessions for each system account to the organization-defined number of sessions.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC10

		assessment case

		AC-10		CONCURRENT SESSION CONTROL

				Control: The information system limits the number of concurrent sessions for each system account to One Concurrent Session.



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-10.1		Determine if:

		AC-10.1.1.1		(i)         the organization defines the maximum number of concurrent sessions to be allowed for each system account; and

		AC-10.1.1.2		(ii)        the information system limits the number of concurrent sessions for each system account to the organization-defined number of sessions.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing concurrent session control; information system design documentation; information system configuration settings and associated documentation; security plan; other relevant documents or records].

				Test: [select from:[SELECT FROM: Automated mechanisms implementing the access control policy for concurrent session control].



						potential assessment sequencing:

						precursor controls: None

						concurrent controls:  AC-2, AC-3, CM-6

						successor controls: None

						General note to assessor for AC-10:

						The focus of this control is the information system having mechanisms (1)  with the capability to enforce access authorizations (access restrictions), and that (2) are configured in compliance with the intended user authorizations (assigned authorizations).

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating
(NS, PS, FS, or N/A)

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.


		AC-10.1.1.1				Examine access control policy, procedures addressing concurrent session control, security plan, or other relevant documents; [reviewing] for the maximum number of concurrent sessions to be allowed for each system account. 

		AC-10.1.2.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to limit the number of concurrent sessions for each system account to the maximum number of sessions identified in AC-10.1.1.1.  

		AC-10.1.2.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-10.1.2.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-10.1.2.1

		AC-10.1.2.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-10.1.2.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 





AC11

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system: 
(a) Prevents further access to the system by initiating a session lock after 15 minutes of inactivity or upon receiving a request from a user; and 
(b) Retains the session lock until the user reestablishes access using established identification and authentication procedures. 

		Supplemental Guidance Associated with Security Control or Control Enhancement

		A session lock is a temporary action taken when a user stops work and moves away from the immediate physical vicinity of the information system but does not want to log out because of the temporary nature of the absence. The session lock is implemented at the point where session activity can be determined. This is typically at the operating system-level, but may be at the application-level. A session lock is not a substitute for logging out of the information system, for example, if the organization requires users to log out at the end of the workday.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-11.1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines the time period of user inactivity after which the information system initiates a session lock;

		(ii)        the information system initiates a session lock after the organization-defined time period of inactivity or upon receiving a request from a user;

		(iii)      the information system retains the session lock until the user reestablishes access using appropriate identification and authentication procedures.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC11(1)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system session lock mechanism, when activated on a device with a display screen, places a publicly viewable pattern onto the associated display, hiding what was previously visible on the screen.
Guidance: For IaaS and PaaS. 

		Supplemental Guidance Associated with Security Control or Control Enhancement

		None

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-11.1

		Determination Statements				Finding
(S/O)

		(i)        if the information system session lock mechanism, when activated on a device with a display screen, places a publicly viewable pattern onto the associated display, hiding what was previously visible on the screen.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC11

		assessment case

		AC-11		Session Lock

				Control: The information  system:

				a.     Prevents further access to the system by initiating a session lock after [Workstation and mobile devices shall initiate a session lock after 15 minutes] of inactivity or upon receiving a request from a user; and

				b.     Retain the session lock until the user reestablishes access using established identification and authentication procedures.



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-11.1		Determine if:

		AC-11.1.1		(i)         tthe organization defines the time period of user inactivity after which the information system initiates a session lock;

		AC-11.1.2		(ii)        the information system initiates a session lock after the organization-defined time period of inactivity or upon receiving a request from a user;

		AC-11.1.3		(iii)       the information system maintains the session lock until the user reestablishes access using appropriate identification and authentication procedures.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing session lock; information system design documentation; information system configuration settings and associated documentation; security plan; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing the access control policy for session lock].




						potential assessment sequencing:

						precursor controls: None

						concurrent controls:  AC-2, CM-6, IA-2, IA-8

						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.

		AC-11.1.1.1				Examine access control policy, procedures addressing session lock, security plan, or other relevant documents; [reviewing] for the time period of user inactivity after which the information system initiates a session lock

		AC-11.1.2.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to initiate a session lock after the time period of inactivity identified in AC-11.1.1.1, or upon receiving a request from a user.  

		AC-11.1.2.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-11.1.2.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-11.1.2.1.

		AC-11.1.2.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-11.1.2.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		AC-11.1.3.1				Examine identification and authentication procedures; [reviewing] for the procedures established for users to reestablish access to the information system when the information system initiates a session lock after the time period of inactivity identified in AC-11.1.1.1, or upon receiving a request from a user.

		AC-11.1.3.2				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to retain the session lock until the user reestablishes access using the established identification and authentication procedures identified in AC-11.1.3.1. 

		AC-11.1.3.3				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-11.1.3.2; [reviewing] for evidence that these mechanisms are configured as identified in AC-11.1.3.2.

		AC-11.1.3.4				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-11.1.3.2; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 

		assessment case

		AC-11(1)		Session Lock

				Control: The information  system:

				session lock mechanism, when activated on a device with a display screen, places a publicly viewable pattern onto the associated display, hiding what was previously
visible on the screen.
Guidance: For IaaS and PaaS.



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-11(1).1		Determine if:

		AC-11(1).1.1		the information system session lock mechanism, when activated on a device with a display screen, places a publicly viewable pattern onto the associated display,
hiding what was previously visible on the screen.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing session lock; display screen with session lock activated; information system design documentation; information system configuration settings and associated documentation; other relevant documents or records].
Test: [SELECT FROM: Information system session lock mechanisms].



						potential assessment sequencing:

						precursor controls: None

						concurrent controls:  CM-6

						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-11(1).1.1.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the information system session lock mechanisms and their configuration settings to be employed that, when activated on a device with a display screen, places a publicly viewable pattern onto the display screen, hiding what was previously visible on the screen. 

		AC-11(1).1.1.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-11(1).1.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-11(1).1.1.

		AC-11(1).1.1.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-11(1).1.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 





AC14

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization:
a. Identifies specific user actions that can be performed on the information system without identification or authentication; and
b. Documents and provides supporting rationale in the security plan for the information system, user actions not requiring identification and authentication.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		This control is intended for those specific instances where an organization determines that no identification and authentication is required; it is not, however, mandating that such instances exist in given information system. The organization may allow a limited number of user actions without identification and authentication (e.g., when individuals access public websites or other publicly accessible federal information systems such as http://www.usa.gov). Organizations also identify any actions that normally require identification or authentication but may under certain circumstances (e.g., emergencies), allow identification or authentication mechanisms to be bypassed. Such bypass may be, for example, via a software-readable physical switch that commands bypass of the login functionality and is protected from accidental or unmonitored use. This control does not apply to situations where identification and authentication have already occurred and are not being repeated, but rather to situations where identification and/or authentication have not yet occurred. Related control: CP-2, IA-2.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-14.1

		Determination Statements				Finding
(S/O)

		(i)         the organization identifies specific user actions that can be performed on the information system without identification or authentication; and

		(ii)        the organization documents and provides supporting rationale in the security plan for the information system, user actions not requiring identification and authentication.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC14(1)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization permits actions to be performed without identification and authentication only to the extent necessary to accomplish mission/business objectives.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		None

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-14.1.1

		Determination Statements				Finding
(S/O)

		Determine if the organization permits actions to be performed without identification and authentication only to the extent necessary to accomplish mission/business objectives.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC14

		assessment case

		AC-14		Permitted actions without identification or authentication



				Control: The organization,

				a.     Identifies specific user actions that can be performed on the information system without identification or authentication; and

				b.     Documents and provides supporting rationale in the security plan for the information system, user actions not requiring identification and authentication.





		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-14.1		Determine if:

		AC-14.1.1		(i)         the organization identifies specific user actions that can be performed on the information system without identification or authentication; and

		AC-14.1.2		(ii)        the organization documents  and provides supporting rationale in the security plan for the information system, user actions not requiring identification and authentication.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing permitted actions without identification and authentication; information system configuration settings and associated documentation; security plan; list of information system actions that can be performed without identification and authentication; information system audit records; other relevant documents or records].



						potential assessment sequencing:

						precursor controls: None

						concurrent controls:  AC-2, AC-3, AC-4, AC-6

						successor controls: IA-2, IA-3, IA-8

						General note to assessor for AC-14:



						The focus of this control is the organization explicitly determining and documenting what a user can do on the information system without identification or authentication.

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           
(NS, PS, FS, or N/A)

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.

		AC-14.1.1.1				Examine access control policy, procedures addressing permitted actions without identification and authentication, security plan, or other relevant documents; [reviewing] for the specific user actions that can be performed on the information system without identification and authentication.

		AC-14.1.2.1				Examine security plan; [reviewing] for the supporting rationale for user actions not requiring identification and authentication.

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 1



		(1)  The organization permits actions to be performed without identification and authentication only to the extent necessary to accomplish mission/business objectives.

		Assessment Information from SP 800-53A R1

		AC-14(1).1		assessment objective:

		AC-14(1).1.1		Determine if the organization permits actions to be performed without identification and authentication only to the extent necessary to accomplish mission/business objectives.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing permitted actions without  identification and authentication; information system configuration settings and associated documentation; security plan; list of information system actions that can be performed without identification and authentication; information system audit records; other relevant documents or records].



						potential assessment sequencing:

						precursor controls: None

						concurrent controls:  AC-2, AC-3, AC-4, AC-6, PM-11, RA-2, RA-3

						successor controls: IA-2, IA-3, IA-8

						General note to assessor for AC-14 (1):



						The focus of this control enhancement is the organization authorizing actions without identification and authentication only to the degree necessary to accomplish mission/business objectives.

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           
(NS, PS, FS, or N/A)

		AC-14(1).1.1.1				Examine access control policy, procedures addressing actions permitted without identification and authentication, security plan, or other relevant documents; [reviewing] for the measures to be employed to ensure that actions performed without identification and authentication are permitted only to the extent necessary to accomplish mission/business objectives.

		AC-14(1).1.1.2				Examine risk assessments or other relevant documents for the information system; [reviewing] for evidence that the measures identified in AC-14(1).1.1 are being applied to ensure actions performed without identification and authentication are permitted only to the extent necessary to accomplish mission/business objectives.

		AC-14(1).1.1.3				Interview an agreed-upon [basic] sample of organizational personnel with responsibilities for defining actions permitted without identification and authentication; conducting [basic] discussions for further evidence that the measures identified in AC-14(1).1.1 are being applied to ensure actions performed without identification and authentication are permitted only to the extent necessary to accomplish mission/business objectives.

		Assessor Signature:

		Assessment Date: 





AC16

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system associates security attributes with information exchanged between information systems.
Requirement: If the service provider offers the capability of defining security attributes, then the security attributes need to be approved and accepted by the JAB.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Security attributes are abstractions representing the basic properties or characteristics of an entity (e.g., subjects and objects) with respect to safeguarding information.  These attributes are typically associated with internal data structures (e.g., records, buffers, files) within the information system and are used to enable the implementation of access control and flow control policies, reflect special dissemination, handling or distribution instructions, or support other aspects of the information security policy. The term security label is often used to associate a set of security attributes with a specific information object as part of the data structure for that object (e.g., user access privileges, nationality, affiliation as contractor). Related controls: AC-3, AC-4, SC-16, MP-3.


		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-16.1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines the security attributes the information system binds to information:
            - in storage;
            - in process; and
            - in transmission; and

		(ii)        the information system supports and maintains the binding of the organizationdefined security attributes to information in storage, in process, and in transmission.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC16

		assessment case

		AC-16		TRANSMISSION OF SECURITY ATTRIBUTES

				Control: 

				The information system associates security attributes with information exchanged between information systems.
Requirement: If the service provider offers the capability of defining security attributes, then the security attributes need to be approved and accepted by the JAB.

				 

				 



		ASSESSMENT – Base Control, Part 1 of 1 (FedRAMP Proposed)

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-16.1		Determine if:

		AC-16.1.1
AC-16.1.1a
AC-16.1.1b
AC-16.1.1c		(i)         the organization defines the security attributes the information system binds to information:
            - in storage;
            - in process; and
            - in transmission; and

		AC-16.1.2		(ii)        the information system supports and maintains the binding of the organization defined security attributes to information in storage, in process, and in transmission.

		 		 

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing the binding of security attributes to information in storage, in process, and in transmission; information system design documentation; information system configuration settings and associated documentation; other relevant documents or records].

				Test: [SELECT FROM: Automated mechanisms supporting and maintaining the binding of security attributes to information in storage, in process, and in transmission].



						potential assessment sequencing:

						precursor controls: None

						concurrent controls: CM-6, MP-3, SC-16

						successor controls: None



		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           
(NS, PS, FS, or N/A)

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.

		AC-16.1.1.1



AC-16.1.1.1a
AC-16.1.1.1b
AC-16.1.1.1c				Examine access control policy, procedures addressing the binding of security attributes to information in storage, in process, and in transmission, security plan, or other relevant documents; [reviewing] for the security attributes the information system binds to information:
- in storage,
- in process, and;
- in transmission
If the service provider offers the capability of defining security attributes, then the security attributes need to be approved and accepted by the JAB.




		 AC-16.1.2.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to support and maintain the binding of the security attributes identified in AC-16.1.1.1 to information in storage, in process, and in transmission.  

		 AC-16.1.2.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-16.1.2.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-16.1.2.1.

		 AC-16.1.2.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-16.1.2.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 





AC17

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization:
a. Documents allowed methods of remote access to the information system;
b. Establishes usage restrictions and implementation guidance for each allowed remote access method;
c. Monitors for unauthorized remote access to the information system;
d. Authorizes remote access to the information system prior to connection; and
e. Enforces requirements for remote connections to the information system.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		This control requires explicit authorization prior to allowing remote access to an information system without specifying a specific format for that authorization. For example, while the organization may deem it appropriate to use a system interconnection agreement to authorize a given remote access, such agreements are not required by this control. Remote access is any access to an organizational information system by a user (or process acting on behalf of a user) communicating through an external network (e.g., the Internet). Examples of remote access methods include dial-up, broadband, and wireless (see AC-18 for wireless access). A virtual private network when adequately provisioned with appropriate security controls, is considered an internal network (i.e., the organization establishes a network connection between organization controlled endpoints in a manner that does not require the organization to depend on external networks to protect the confidentiality or integrity of information transmitted across the network). Remote access controls are applicable to information systems other than public web servers or systems specifically designed for public access. Enforcing access restrictions associated with remote connections is accomplished by control AC-3. Related controls: AC-3, AC-18, AC-20, IA-2, IA-3, IA-8, MA-4.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-17.1

		Determination Statements				Finding
(S/O)

		(i)         the organization documents allowed methods of remote access to the information system;

		(ii)        the organization establishes usage restrictions and implementation guidance for each allowed remote access method;

		(iii)       the organization monitors for unauthorized remote access to the information system;

		(iv)       the organization authorizes remote access to the information system prior to connection; and

		(v)        the organization enforces requirements for remote connections to the information system.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC17(1)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization employs automated mechanisms to facilitate the monitoring and control of remote access methods.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Automated monitoring of remote access sessions allows organizations to audit user activities on a variety of information system components (e.g., servers, workstations, notebook/laptop computers) and to ensure compliance with remote access policy.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-17(1).1

		Determination Statements				Finding
(S/O)

		Determine if the  organization employs automated mechanisms to facilitate the monitoring and control of remote access methods.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC17(2)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization uses cryptography to protect the confidentiality and integrity of remote access sessions.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		The encryption strength of mechanism is selected based on the security categorization of the information. Related controls: SC-8, SC-9, SC-13.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-17(2).1

		Determination Statements				Finding
(S/O)

		Determine if the organization uses cryptography to protect the confidentiality and integrity of remote access sessions.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC17(3)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system routes all remote accesses through a limited number of managed access control points.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Related control: SC-7.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-17(3).1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines a limited number of managed access control points for remote access to the information system; and

		(ii)        the information system routes all remote accesses through managed access control points.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC17(4)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization authorizes the execution of privileged commands and access to security-relevant information via remote access only for compelling operational needs and documents the rationale for such access in the security plan for the information system.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Related control: AC-6.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-17(4).1

		Determination Statements				Finding
(S/O)

		(i)         the organization authorizes the execution of privileged commands and access to security-relevant information via remote access only for compelling operational needs; and

		(ii)        the organization documents the rationale for such access in the security plan for the information system.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC17(5)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization monitors for unauthorized remote connections to the information system [Assignment: organization-defined frequency,[continuously, real time]], and takes appropriate action if an unauthorized connection is discovered. 

		Supplemental Guidance Associated with Security Control or Control Enhancement

		None

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-17(5).1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines the frequency of monitoring for unauthorized remote connections to the information system;

		(ii)        the organization monitors for unauthorized remote connections to the information system in accordance with the organization-defined frequency;

		(iii)       the organization defines the appropriate action(s) to be taken if an unauthorized connection is discovered; and

		(iv)       the organization takes organization-defined appropriate action(s) if an unauthorized connection is discovered.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC17(7)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization ensures that remote sessions for accessing [Assignment: organization-defined list of security functions and security-relevant information] employ [Assignment: organizationdefined additional security measures] and are audited.                                                                                                                                                            Requirement: The service provider defines the list of security functions and security relevant information.  Security functions and the implementation of such functions are approved and accepted by the JAB.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Additional security measures are typically above and beyond standard bulk or session layer encryption (e.g., Secure Shell [SSH], Virtual Private Networking [VPN] with blocking mode enabled). Related controls: SC-8, SC-9.                                                                                                    Guidance: Security functions include but are not limited to: establishing system accounts; configuring access authorizations; performing system administration functions; and auditing system events or accessing event logs; SSH, and VPN.  

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-17(7).1

		Determination Statements				Finding
(S/O)

		(i)         the organization defines the security functions and security-relevant information that can be accessed using remote sessions;

		(ii)        the organization defines the additional security measures to be employed for remote sessions used to access organization-defined security functions and security-relevant information;

		(iii)        the organization employs organization-defined additional security measures for remote sessions used to access organization-defined security functions and securityrelevant information; and

		(iv)        the organization audits remote sessions for accessing organization-defined security functions and security-relevant information.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC17(8)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization disables : [tftp, (trivial ftp); X-Windows, Sun Open Windows; FTP; TELNET; IPX/SPX; NETBIOS; BlueTooth; RPC-services, like NIS or NFS; rlogin, rsh, rexec; SMTP (Simple Mail Transfer Protocol); RIP (Routing Information Protocol); DNS (Domain Name Services); UUCP (Unix-Unix Copy Protocol); NNTP (Network News Transfer Protocol); NTP (Network Time Protocol); Peer-to-Peer] except for explicitly identified components in support of specific operational requirements.                                                                                                                      Requirement: Networking protocols implemented by the service provider are approved and accepted by JAB.  

		Supplemental Guidance Associated with Security Control or Control Enhancement

		The organization can either make a determination of the relative security of the networking protocol or base the security decision on the assessment of other entities. Bluetooth and peer-to-peer networking are examples of less than secure networking protocols.                  Guidance: Exceptions to restricted networking protocols are granted for explicitly identified information system components in support of specific operational requirements.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-17(8).1

		Determination Statements				Finding
(S/O)

		(i) the organization defines the networking protocols within the information system deemed to be nonsecure; and

		(ii)        the organization disables the organization-defined networking protocols within the information system deemed to be nonsecure except for explicitly identified components in support of specific operational requirements.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC17

		assessment case

		AC-17		Remote access

				Control: The organization:

				a.     Documents allowed methods of remote access to the information system;

				b.     Establishes usage restrictions and implementation guidance for each allowed remote access method;

				c.     Monitors for unauthorized remote access to the information system;

				d.     Authorizes remote access to the information system prior to connection; and

				e.     Enforces requirements for remote connections to the information system.



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

		AC-17.1		assessment objective:

				Determine if:

		AC-17.1.1		(i)         the organization documents allowed methods of remote access to the information system;

		AC-17.1.2		(ii)        the organization establishes usage restrictions and implementation guidance for each allowed remote access method;

		AC-17.1.3		(iii)      the organization monitors for unauthorized remote access to the information system;

		AC-17.1.4		(iv)       the organization authorizes remote access to the information system prior to connection; and

		AC-17.1.5		(v)        the organization enforces requirements for remote connections to the information system.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing remote access to the information system; information system configuration settings and associated documentation; information system audit records; other relevant documents or records]. 

				Interview: [select from: Organizational personnel with remote access authorization, monitoring, and control responsibilities].
Test: [SELECT FROM: Remote access methods for the information system].

		Additional Assessment Case Information

		Additional Assessment Case Information				potential assessment sequencing:

						precursor controls: AC-2

						concurrent controls:  AC-3, AC-4, AC-18, AC-20, AU-2, AU-3, AU-6, AU-7, AU-12, AU-14, CM-8, IA-2, IA-3, IA-8, MA-4, SC-7, SI-4 


		Additional Assessment Case Information				successor controls: None

						General note to assessor for AC-17:

						Definition of ‘Remote’ and ‘Local’:

		Additional Assessment Case Information				1. Remote is defined in NIST SP 800-53, AC-17 Supplemental Guidance as “any access to an organizational information system by a user (or an information system) communicating through an external, non-organizational-controlled network (e.g., the Internet)”.  This is the definition that applies to this assessment case. It assumes there is some part of the transmission media that is not under the organization’s control.

						2. Conversely, the concept of local interface is not restricted to geographic location, but rather “not remote” within the definition of remote above.

						Scope:  The scope of this control is all remote access other than wireless which is covered in AC-18 Wireless Access Restrictions.

		Action Steps				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.

		AC-17.1.1.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the allowed methods of remote access to the information system. 

		AC-17.1.2.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the usage restrictions and implementation guidance for each allowed remote access method identified in AC-17.1.1.1.

		AC-17.1.3.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the measures to be employed to monitor for unauthorized remote access to the information system.   

		AC-17.1.3.2				Examine remote access monitoring records for an agreed-upon [basic] sample of allowed remote access methods; [reviewing] for evidence that the measures identified in AC-17.1.3.1 are being applied to monitor unauthorized remote access to the information system.  

		AC-17.1.3.3				Interview an agreed-upon [basic] sample of organizational personnel with remote access monitoring responsibilities; [reviewing] for further evidence that the measures identified in AC-17.1.3.1 are being applied.

		AC-17.1.4.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the measures to be employed to authorize remote access to the information system prior to connection.    

		AC-17.1.4.2				Examine authorization approvals for an agreed-upon [basic] sample of remote access connections to the information system; [reviewing] for evidence that the measures identified in AC-17.1.4.1 are being applied to authorize remote access prior to connection.

		AC-17.1.4.3				Interview an agreed-upon [basic] sample of organizational personnel with remote access authorization responsibilities; [reviewing] for further evidence that the measures identified in AC-17.1.4.1 are being applied.

		AC-17.1.5.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the measures to be employed to enforce requirements for remote connections to the information system.   

		AC-17.1.5.2				Examine configuration settings and associated documentation for an agreed-upon [basic] sample of remote access connections to the information system; [reviewing] for evidence that the measures identified in AC-17.1.5.1 are being applied to enforce requirements for remote connections to the information system. 

		AC-17.1.5.3				Interview an agreed-upon [basic] sample of organizational personnel with remote access control responsibilities; [reviewing] for further evidence that the measures identified in AC-17.1.5.1 are being applied.

		Additional Assessment Case Information

		Assessment Date: 



		ASSESSMENT – Control Enhancement 1

(1) The organization employs automated mechanisms to facilitate the monitoring and control of remote access methods.

		Assessment Information from SP 800-53A R1

		AC-17(1).1		assessment objective:

		AC-17(1).1.1		Determine if the  organization employs automated mechanisms to facilitate the monitoring and control of remote access methods.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing remote access to the information system; information system configuration settings and associated documentation; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing the access control policy for remote access].


		Additional Assessment Case Information

						potential assessment sequencing:

						precursor controls:  AC-2

						concurrent controls:  AC-3, AC-4, AU-2, AU-3, AU-6, AU-7, AU-12, AU-14, CM-6, CM-8, IA-2, IA-8, SC-7, SI-4


						successor controls: None

		Action Steps				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-17(1).1.1.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to facilitate the monitoring and control of remote access methods. 

Note to assessor: An example of an automated control action, in a client-server environment, individual clients are polled (monitored)  by the server and their security status is verified prior to the server granting access.

		AC-17(1).1.1.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-17(1).1.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-17(1).1.1.

		AC-17(1).1.1.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-17(1).1.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 2

		(2) The organization uses cryptography to protect the confidentiality and integrity of remote access sessions.

		Assessment Information from SP 800-53A R1

		Additional Assessment Case Information		assessment objective:

		AC-17(2).1.1		Determine if the organization uses cryptography to protect the confidentiality and integrity of remote access sessions.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing remote access to the information system; information system design documentation; information system configuration settings and associated documentation; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing cryptographic protections for remote access].


		Additional Assessment Case Information

		Additional Assessment Case Information				potential assessment sequencing:

						precursor controls:  None

						concurrent controls:  AC-4, CM-6, IA-2, SC-7, SC-8, SC-9, SC-13

						successor controls: None

		Action Steps				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-17(2).1.1.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to implement cryptography to protect the confidentiality and integrity of remote access sessions.  

		AC-17(2).1.1.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-17(2).1.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-17(2).1.1.

		AC-17(2).1.1.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-17(2).1.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 3

		(3)    The information system routes all remote accesses through a limited number of managed access control points.

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-17(3).1		Determine if:

		AC-17(3).1.1		(i)         the organization defines a limited number of managed access control points for remote access to the information system; and

		AC-17(3).1.2		(ii)        the information system routes all remote accesses through managed access control points.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing remote access to the information system; information system design documentation; list of managed access control points; information system configuration settings and associated documentation; information system audit records; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing the access control policy for remote access].


		Additional Assessment Case Information

						potential assessment sequencing:

						precursor controls:  None

		Additional Assessment Case Information				concurrent controls: AC-3, AC-4, CM-6, SC-7

						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-17(3).1.1.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the managed access control points for remote access to the information system. 

		AC-17(3).1.2.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to route all remote access through the managed access control points identified in AC-17(3).1.1.1.

		AC-17(3).1.2.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-17(3).1.2.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-17(3).1.2.1.

		AC-17(3).1.2.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-17(3).1.2.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 4

		(4)    The organization authorizes the execution of privileged commands and access to security-relevant information via remote access only for compelling operational needs and documents the rationale for such access in the security plan for the information system.

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-17(4).1		Determine if:

		AC-17(4).1.1		(i)         the organization authorizes the execution of privileged commands and access to security-relevant information via remote access only for compelling operational needs; and

		AC-17(4).1.2		(ii)       the organization documents the rationale for such access in the security plan for the information system.

				potential assessment methods and objects:

				Examine: [select from: Access control policy; procedures addressing remote access to the information system; information system configuration settings and associated documentation; security plan; information system audit records; other relevant documents or records].

		Additional Assessment Case Information

						potential assessment sequencing:

						precursor controls:  AC-2

						concurrent controls:  AC-3, AC-4, AC-6, IA-2, MA-4, SC-7

						successor controls: None

		Action Steps				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-17(4).1.1.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the compelling operational needs to authorize remote access to privileged commands and security-relevant information. 

		AC-17(4).1.1.2				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the measures to be employed to authorize the execution of privileged commands and access to security-relevant information via remote access only for the compelling operational needs identified in AC-17(4).1.1.1.   

		AC-17(4).1.1.3				Examine authorization approvals for an agreed-upon [basic] sample of remote access accounts with access to privileged commands and security-relevant information; [reviewing] for evidence that the measures identified in AC-17(4).1.1.2 are being applied.

		AC-17(4).1.1.4				Interview an agreed-upon [basic] sample of organizational personnel with remote access authorization responsibilities; [reviewing] for further evidence that the measures identified in AC-17(4).1.1.2 are being applied.

		AC-17(4).1.2.1				Examine security plan; [reviewing] for the rationale for the execution of privileged commands and access to security-relevant information via remote access.   

		Additional Assessment Case Information

		Assessment Date: 



		ASSESSMENT – Control Enhancement 5

		(5)  The organization monitors for unauthorized remote connections to the information system [[continuously, real time]], and takes appropriate action if an unauthorized connection is discovered.

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-17(5).1		Determine if 

		AC-17(5).1.1		(i)         the organization defines the frequency of monitoring for unauthorized remote connections to the information system;

		AC-17(5).1.2		(ii)       the organization monitors for unauthorized remote connections to the information system in accordance with the organization-defined frequency;

		AC-17(5).1.3		(iii)      the organization defines the appropriate action(s) to be taken if an unauthorized connection is discovered; and

		AC-17(5).1.4		(iv)     the organization takes organization-defined appropriate action(s) if an unauthorized connection is discovered. 

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing remote access to the information system; information system design documentation; information system configuration settings and associated documentation; information system audit records; other relevant documents or records].
Interview: [SELECT FROM: Organizational personnel with responsibilities for monitoring remote connections to the information system].


		Additional Assessment Case Information

						potential assessment sequencing:

						precursor controls:  None

						concurrent controls:  AC-2, AU-2, AU-3, AU-6, AU-7, AU-12, AU-14, CM-8, IA-8, SI-4, SC-7

						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-17(5).1.1.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the frequency of monitoring for unauthorized remote connections to the information system.  

		AC-17(5).1.2.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the measures to be employed to monitor for unauthorized remote access in accordance with the frequency identified in AC-17(5).1.1.1.    

		AC-17(5).1.2.2				Examine an agreed-upon [basic] sample of remote access monitoring records for the information system; [reviewing] for evidence that the measures identified in AC-17(5).1.2.1 are being applied to monitor for unauthorized remote access connections to the information system. 

		AC-17(5).1.2.3				Interview an agreed-upon [basic] sample of organizational personnel with responsibilities for monitoring remote connections to the information system; [reviewing] for further evidence that the measures identified in AC-17(5).1.2.1 are being applied.

		AC-17(5).1.3.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the appropriate action(s) to be taken if an unauthorized connection is discovered

		AC-17(5).1.4.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the measures to be employed to take the appropriate actions identified in AC-17(5).1.3.1 if an unauthorized connection is discovered. 

		AC-17(5).1.4.2				Examine after-action reports for an agreed-upon [basic] sample of unauthorized connections discovered; [reviewing] for evidence that the measures identified in AC-17(5).1.4.1 are being applied.

		AC-17(5).1.4.3				Interview an agreed-upon [basic] sample of organizational personnel with responsibilities for monitoring remote connections to the information system; [reviewing] for further evidence that the measures identified in AC-17(5).1.4.1 are being applied.

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 7
The organization ensures that remote sessions for accessing [Assignment: organization-defined list of security functions and security-relevant information] employ [Assignment: organizationdefined additional security measures] and are audited.                                                                                                                                                           
Requirement: The service provider defines the list of security functions and security relevant information.  Security functions and the implementation of such functions are approved and accepted by the JAB.
Guidance: Security functions include but are not limited to: establishing system accounts; configuring access authorizations; performing system administration functions; and auditing system events or accessing event logs; SSH, and VPN.


		Additional Assessment Case Information

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-17(7).1		Determine if 

		AC-17(7).1.1		(i)           the organization defines the security functions and security-relevant information that can be accessed using remote sessions;

		AC-17(7).1.2		(ii)          the organization defines the additional security measures to be employed for remote sessions used to access organization-defined security functions and security-relevant
information;

		AC-17(7).1.3		(iii)         the organization employs organization-defined additional security measures for remote sessions used to access organization-defined security functions and securityrelevant
information; and

		AC-17(7).1.4		(iv)        the organization audits remote sessions for accessing organization-defined security functions and security-relevant information.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing remote access to the information system; information system design documentation; information system configuration settings and associated documentation; information system audit records; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing the access control policy for remote access].


		Additional Assessment Case Information

						potential assessment sequencing:

						precursor controls:  None

						concurrent controls:  AC-2, AC-3, AC-6, AU-2, AU-3, AU-6, AU-7, AU-12, AU-14, CM-6, SC-7, SC-8, SC-9 


						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-17(7).1.1.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the security functions and security-relevant information that can be accessed using remote sessions.   

		AC-17(7).1.2.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the additional security measures to be employed for remote sessions used to access the security functions and security-relevant information identified in AC-17(7).1.1.1.   

		AC-17(7).1.3.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to enforce the additional security measures identified in AC-17(7).1.2.1. 

		AC-17(7).1.3.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-17(7).1.3.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-17(7).1.3.1.

		AC-17(7).1.3.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-17(7).1.3.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		AC-17(7).1.4.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the measures to be employed to audit remote sessions for accessing the security functions and security-relevant functions identified in AC-17(7).1.1.1.   

		AC-17(7).1.4.2				Examine audit records for an agreed-upon [basic] sample of remote sessions accessing the security functions and security-relevant information identified in AC-17(7).1.1.1; [reviewing] for evidence that the measures identified in AC-17(7).1.4.1 are being applied.

		AC-17(7).1.4.3				Interview an agreed-upon [basic] sample of organizational personnel with responsibilities for auditing remote access sessions; [reviewing] for further evidence that the measures identified in AC-17(7).1.4.1 are being applied.

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 8

		(8)  The organization disables : [tftp, (trivial ftp); X-Windows, Sun Open Windows; FTP; TELNET; IPX/SPX; NETBIOS; BlueTooth; RPC-services, like NIS or NFS; rlogin, rsh, rexec; SMTP (Simple Mail Transfer Protocol); RIP (Routing Information Protocol); DNS (Domain Name Services); UUCP (Unix-Unix Copy Protocol); NNTP (Network News Transfer Protocol); NTP (Network Time Protocol); Peer-to-Peer] except for explicitly identified components in support of specific operational requirements.                                                                                                                                                                                                                                     Requirement: Networking protocols implemented by the service provider are approved and accepted by JAB.                                 
Guidance: Exceptions to restricted networking protocols are granted for explicitly identified information system components in support of specific operational requirements.

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-17(8).1		Determine if 

		AC-17(8).1.1		(i)        the organization defines the networking protocols within the information system deemed to be nonsecure; and

		AC-17(8).1.2		(ii)       the organization disables the organization-defined networking protocols within the information system deemed to be nonsecure except for explicitly identified components in support of specific operational requirements.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing remote access to the information system; information system design documentation; information system configuration settings and associated documentation; security plan; list of networking protocols deemed to be non-secure; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms disabling networking protocols deemed to be non-secure].


		Additional Assessment Case Information

						potential assessment sequencing:

						precursor controls:  None

						concurrent controls:  CM-6, CM-7, CM-8, SC-7


						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A)

		AC-17(8).1.1.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the networking protocols within the information system deemed to be non-secure.   Networking protocols implemented by the service provider are approved and accepted by JAB.  

		AC-17(8).1.2.1				Examine access control policy, procedures addressing remote access to the information system, security plan, or other relevant documents; [reviewing] for the explicit components that support specific operational requirements. 

		AC-17(8).1.2.2				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to disable the networking protocols identified in AC-17(8).1.1.1 deemed to be non-secure except for the explicit components identified in AC-17(8).1.2.1.

		AC-17(8).1.2.3				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-17(8).1.2.2; [reviewing] for evidence that these mechanisms are configured as identified in AC-17(8).1.2.2.

		AC-17(8).1.2.4				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-17(8).1.2.2; conducting [basic] testing for evidence that these mechanisms are operating as intended

		Assessor Signature:

		Assessment Date: 





AC18

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization:
a. Establishes usage restrictions and implementation guidance for wireless access;
b. Monitors for unauthorized wireless access to the information system;
c. Authorizes wireless access to the information system prior to connection; and
d. Enforces requirements for wireless connections to the information system.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Wireless technologies include, but are not limited to, microwave, satellite, packet radio (UHF/VHF), 802.11x, and Bluetooth. Wireless networks use authentication protocols (e.g., EAP/TLS, PEAP), which provide credential protection and mutual authentication. In certain situations, wireless signals may radiate beyond the confines and control of organization controlled facilities. Related controls: AC-3, IA-2, IA-3, IA-8.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-18.1

		Determination Statements				Finding
(S/O)

		(i)         the organization establishes usage restrictions and implementation guidance for wireless access;

		(ii)        the organization monitors for unauthorized wireless access to the information system;

		(iii)       the organization authorizes wireless access to the information system prior to connection; and

		(iv)       the organization enforces requirements for wireless connections to the information system.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC18(1)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The information system protects wireless access to the system using authentication and encryption.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Authentication applies to user, device, or both as necessary. Related control: SC-13.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-18.1.1

		Determination Statements				Finding
(S/O)

		Determine if the information system protects wireless access to the system using authentication and encryption. 

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC18(2)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization monitors for unauthorized wireless connections to the information system, including scanning for unauthorized wireless access points [at least quarterly], and takes appropriate action if an unauthorized connection is discovered.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Organizations proactively search for unauthorized wireless connections including the conduct of thorough scans for unauthorized wireless access points. The scan is not necessarily limited to only those areas within the facility containing the information systems, yet is conducted outside of those areas only as needed to verify that unauthorized wireless access points are not connected to the system.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-18.2.1

		Determination Statements				Finding
(S/O)

		(i) the organization defines the frequency of monitoring for unauthorized wireless connections to the information system, including scans for unauthorized wireless access points;

		(ii) the organization monitors for unauthorized wireless connections to the information system, including scanning for unauthorized wireless access points, in accordance with organization-defined frequency;

		(iii) the organization defines the appropriate action(s) to be taken if an unauthorized connection is discovered; and

		(iv) the organization takes appropriate action(s) if an unauthorized connection discovered.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC18

		assessment case 

		AC-18		wireless access restrictions

				Control: The organization: 

				a.     Establishes usage restrictions and implementation guidance for wireless access; 

				b.     Monitors for unauthorized wireless access to the information system; 

				c.     Authorizes wireless access to the information system prior to connection; and 

				d.       Enforces requirements for wireless connections to the information system. 



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

		AC-18.1		assessment objective:

				 Determine if:

		AC-18.1.1		(i)         the organization establishes usage restrictions and implementation guidance for wireless access; 

		AC-18.1.2		(ii)        the organization monitors for unauthorized wireless access to the information system;

		AC-18.1.3		(iii)      the organization authorizes wireless access to the information system prior to connection; and

		AC-18.1.4		(iv)       the organization enforces requirements for wireless connections to the information system.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing wireless implementation and usage (including restrictions); activities related to wireless monitoring, authorization, and enforcement; information system audit records; other relevant documents or records].

				Interview: [SELECT FROM: Organizational personnel responsible for authorizing, monitoring or controlling the use of wireless technologies in the information system].
Test: [SELECT FROM: Wireless access usage and restrictions].



						potential assessment sequencing:

						precursor controls: AC-2

						concurrent controls:  AC-3, AC-17, AC-19, CM-6, CM-7, IA-2, IA-3, IA-8, SC-7

						successor controls: None

						General note to assessor for AC-18:

						The focus of this control is the organization establishing usage restrictions and implementation guidance for wireless technologies within the information system and enforcing the usage restrictions via authorization, monitoring, and control.

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A) 

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.

		AC-18.1.1.1				Examine access control policy, procedures addressing wireless implementation and usage (including restrictions), security plan, or other relevant documents; [reviewing] for the usage restrictions and implementation guidance for wireless access.

		AC-18.1.2.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to monitor for unauthorized wireless access to the information system.  

		AC-18.1.2.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-18.1.2.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-18.1.2.1.

		AC-18.1.2.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-18.1.2.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		AC-18.1.3.1				Examine access control policy, procedures addressing wireless implementation and usage (including restrictions), security plan, or other relevant documents; [reviewing] for the measures to be employed to authorize wireless access to the information system prior to connection.    

		AC-18.1.3.2				Examine authorization approvals for an agreed-upon [basic] sample of wireless access connections to the information system; [reviewing] for evidence that the measures identified in AC-18.1.3.1 are being applied to authorize wireless access prior to connection.

		AC-18.1.3.3				Interview an agreed-upon [basic] sample of organizational personnel responsible for authorizing wireless access connections to the information system; [reviewing] for further evidence that the measures identified in AC-18.1.3.1 are being applied.

		AC-18.1.4.1				Examine access control policy, procedures addressing wireless implementation wireless implementation and usage (including restrictions), security plan, or other relevant documents; [reviewing] for the measures to be employed to enforce requirements for wireless connections to the information system.   

		AC-18.1.4.2				Examine configuration settings and associated documentation for an agreed-upon [basic] sample of wireless access connections to the information system; [reviewing] for evidence that the measures identified in AC-18.1.4.1 are being applied to enforce requirements for wireless connections to the information system. 

		AC-18.1.4.3				Interview an agreed-upon [basic] sample of organizational personnel responsible for controlling wireless connections to the information system; [reviewing] for further evidence that the measures identified in AC-18.1.4.1 are being applied.

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 1



		(1)  The information system protects wireless access to the system using authentication and encryption. 



		Assessment Information from SP 800-53A R1

		AC-18(1).1		assessment objective:

		AC-18(1).1.1		Determine if the information system protects wireless access to the system using authentication and encryption. 

				potential assessment methods and objects:

				Examine: [SELECT FROM:  Access control policy; procedures addressing wireless implementation and usage (including restrictions); information system design documentation; information system configuration settings and associated documentation; information system audit records; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing the access control policy for wireless access to the information system].




						potential assessment sequencing:

						precursor controls:  None

						concurrent controls:  AC-2, AC-3, AC-4, AC-17, AC-19, CM-6, IA-2, IA-3, IA-8, SC-7, SC-8, SC-9, SC-13


						successor controls: None

						General note to assessor for AC-18(1):

						This focus of this control enhancement is the information system employing authentication and encryption to protect wireless access to the information system.  

						In the event that wireless access to the information system is outside the information system boundary, the responsibility for authentication and encryption falls to the organization via a connection agreement.

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A) 

		AC-18(1).1.1.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to protect wireless access to the system using authentication and encryption. 

		AC-18(1).1.1.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-18(1).1.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-18(1).1.1.

		AC-18(1).1.1.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-18(1).1.1.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 

		ASSESSMENT – Control Enhancement 2

		(2)  The organization monitors for unauthorized wireless connections to the information system, including scanning for unauthorized wireless access points [at least quarterly], and takes appropriate action if an unauthorized connection is discovered.



		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-18(2).1		Determine if:

		AC-18(2).1.1		the organization defines the frequency of monitoring for unauthorized wireless connections to the information system, including scans for unauthorized wireless access points;

		AC-18(2).2.1		tthe organization monitors for unauthorized wireless connections to the information system, including scanning for unauthorized wireless access points, in accordance
with organization-defined frequency;

		AC-18(2).3.1		the organization defines the appropriate action(s) to be taken if an unauthorized connection is discovered; and

		AC-18(2).4.1		tthe organization takes appropriate action(s) if an unauthorized connection discovered.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing wireless implementation and usage (including restrictions); wireless scanning reports; other relevant documents or records].
Interview: [SELECT FROM: Organizational personnel responsible for monitoring wireless connections to the information system].
Test: [SELECT FROM: Scanning procedures for detecting unauthorized wireless connections and access points].




						potential assessment sequencing:

						precursor controls:  None

						concurrent controls:  AC-2, AU-2, AU-3, AU-6, AU-7, AU-12, AU-14, CM-6, CM-8, IA-3, IR-4, IR-5, IR-6, IR-8, SI-4, SC-7


						successor controls: None

						General note to assessor for AC-18(2):

						This focus of this control enhancement is the information system employing authentication and encryption to protect wireless access to the information system.  

						In the event that wireless access to the information system is outside the information system boundary, the responsibility for authentication and encryption falls to the organization via a connection agreement.

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A) 

		AC-18(2).1.1.1				Examine access control policy, procedures addressing wireless implementation and usage (including restrictions), security plan, or other relevant documents; [reviewing] for the frequency of monitoring for unauthorized wireless connections to the information system, including scans for unauthorized wireless access points. (at least quarterly)

		AC-18(2).1.2.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to monitor for unauthorized wireless connections to the information system, including scanning for unauthorized wireless access points, in accordance with the frequency identified in AC-18(2).1.1.1.

		AC-18(2).1.2.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-18(2).1.2.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-18(2).1.2.1.

		AC-18(2).1.2.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-18(2).1.2.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		AC-18(2).1.3.1				Examine access control policy, procedures addressing wireless implementation and usage (including restrictions), security plan, or other relevant documents; [reviewing] for the appropriate action(s) to be taken if an unauthorized connection is discovered.  

		AC-18(2).1.4.1				Examine access control policy, procedures addressing wireless implementation and usage (including restrictions), security plan, or other relevant documents; [reviewing] for the measures to be employed to take the appropriate actions identified in AC-18(2).1.3.1 if an unauthorized connection is discovered. 

		AC-18(2).1.4.2				Examine after-action reports for an agreed-upon [basic] sample of unauthorized connections discovered; [reviewing] for evidence that the measures identified in AC-18(2).1.4.1 are being applied.

		AC-18(2).1.4.3				Interview an agreed-upon [basic] sample of organizational personnel with responsibilities for monitoring wireless connections to the information system; [reviewing] for further evidence that the measures identified in AC-18(2).1.4.1 are being applied.

		Assessor Signature:

		Assessment Date: 





AC19

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization: 
(a) Establishes usage restrictions and implementation guidance for organization-controlled mobile devices; 
(b) Authorizes connection of mobile devices meeting organizational usage restrictions and implementation guidance to organizational information systems; 
(c) Monitors for unauthorized connections of mobile devices to organizational information systems; 
(d) Enforces requirements for the connection of mobile devices to organizational information systems; 
(e) Disables information system functionality that provides the capability for automatic execution of code on mobile devices without user direction; 
(f) Issues specially configured mobile devices to individuals traveling to locations that the organization deems to be of significant risk in accordance with organizational policies and procedures; and 
(g) Applies preventative measures, such as inspecting mobile devices for spyware or other malicious software that may have been installed to mobile devices returning from locations that the organization deems to be of significant risk in accordance with organizational policies and procedures.                                                                                                                                                                                                                       Requirement: The service provider defines inspection and preventative measures.  The measures are approved and accepted by the JAB. 

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Mobile devices include portable storage media (e.g., USB memory sticks, external hard disk drives) and portable computing and communications devices with information storage capability (e.g., notebook/laptop computers, personal digital assistants, cellular telephones, digital cameras, and audio recording devices). Organization-controlled mobile devices include those devices for which the organization has the authority to specify and the ability to enforce specific security requirements. Usage restrictions and implementation guidance related to mobile devices include, for example, configuration management, device identification and authentication, implementation of mandatory protective software (e.g., malicious code detection, firewall), scanning devices for malicious code, updating virus protection software, scanning for critical software updates and patches, conducting primary operating system (and possibly other resident software) integrity checks, and disabling unnecessary hardware (e.g., wireless, infrared). Examples of information system functionality that provide the capability for automatic execution of code are AutoRun and AutoPlay. Organizational policies and procedures for mobile devices used by individuals departing on and returning from travel include, for example, determining which locations are of concern, defining required configurations for the devices, ensuring that the devices are configured as intended before travel is initiated, and applying specific measures to the device after travel is completed. Specially configured mobile devices include, for example, computers with sanitized hard drives, limited applications, and additional hardening (e.g., more stringent configuration settings). Specified measures applied to mobile devices upon return from travel include, for example, examining the device for signs of physical tampering and purging/reimaging the hard disk drive. Protecting information residing on mobile devices is covered in the media protection family. Related controls: MP-4, MP-5.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-19.1

		Determination Statements				Finding
(S/O)

		(i)          the organization establishes usage restrictions and implementation guidance for organization-controlled mobile devices; 

		(ii)         the organization authorizes connection of mobile devices meeting organizational usage restrictions and implementation guidance to organizational information systems; 

		(iii)       the organization monitors for unauthorized connections of mobile devices to organizational information systems; 

		(iv)        the organization enforces requirements for the connection of mobile devices to organizational information systems; 

		(v)         the organization disables information system functionality that provides the capability for automatic execution of code on mobile devices without user direction; 

		(vi)        the organization issues specially configured mobile devices to individuals traveling to locations that the organization deems to be of significant risk in accordance with organizational policies and procedures; and 

		(vii)       the organization applies [As per contractor determination] to mobile devices returning from locations that the organization deems to be of significant risk in accordance with organizational policies and procedures. 

		(viii)     the organization applies organization-defined inspection and preventative measures to mobile devices returning from locations that the organization deems to be of significant risk in accordance with organizational policies and procedures.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC19(1)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization restricts the use of writable, removable media in organizational information systems.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		None

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-19.1.1

		Determination Statements				Finding
(S/O)

		Determine if the organization restricts the use of writable, removable media in organizational information systems. 

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC19(2)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization prohibits the use of personally owned, removable media in organizational information systems.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		None

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-19(2).1

		Determination Statements				Finding
(S/O)

		Determine if the organization prohibits the use of personally owned, removable media in organizational information systems. 

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC19(3)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization prohibits the use of removable media in organizational information systems when the media has no identifiable owner.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		An identifiable owner (e.g., individual, organization, or project) for removable media helps to reduce the risk of using such technology by assigning responsibility and accountability for addressing known vulnerabilities in the media (e.g., malicious code insertion).

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-19(3).1

		Determination Statements				Finding
(S/O)

		Determine if the organization prohibits the use of removable media in organizational information systems when the media has no identifiable owner.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC19

		assessment case 

		AC-19		ACCESS control for mobile devices

				Control: The organization: 

				a.     Establishes usage restrictions and implementation guidance for organization-controlled mobile devices; 

				b.     Authorizes connection of mobile devices meeting organizational usage restrictions and implementation guidance to organizational information systems; 

				c.     Monitors for unauthorized connections of mobile devices to organizational information systems; 

				d.     Enforces requirements for the connection of mobile devices to organizational information systems; 

				e.     Disables information system functionality that provides the capability for automatic execution of code on mobile devices without user direction; 

				f.      Issues specially configured mobile devices to individuals traveling to locations that the organization deems to be of significant risk in accordance with organizational policies and procedures; and 

				g.     Applies [As per contractor determination] to mobile devices returning from locations that the organization deems to be of significant risk in accordance with organizational policies and procedures.                                                                                                                                                                                                                                                                                                   Requirement: The service provider defines inspection and preventative measures.  The measures are approved and accepted by JAB. 



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-19.1		 Determine if:

		AC-19.1.1		(i)             the organization establishes usage restrictions and implementation guidance for organization-controlled mobile devices; 

		AC-19.1.2		(ii)          the oganization authorizes connection of mobile devices meeting organizational usage restrictions and implementation guidance to organizational information systems; 

		AC-19.1.3		(iii)         the organization monitors for unauthorized connections of mobile devices to organizational information systems; 

		AC-19.1.4		(iv)         the organization enforces requirements for the connection of mobile devices to organizational information systems; 

		AC-19.1.5		(v)          the organization disables information system functionality that provides the capability for automatic execution of code on mobile devices without user direction; 

		AC-19.1.6		(vi)         the organization issues specially configured mobile devices to individuals traveling to locations that the organization deems to be of significant risk in accordance with organizational policies and procedures; and 

		AC-19.1.7		(vii)        the organization applies [As per contractor determination] to mobile devices returning from locations that the organization deems to be of significant risk in accordance with organizational policies and procedures. 

		AC-19.1.8		(viii)       the organization applies organization-defined inspection and preventative measures to mobile devices returning from locations that the organization deems to be of significant risk in accordance with organizational policies and procedures.

				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing access control for portable and mobile devices; information system design documentation; information system configuration settings and associated documentation; information system audit records; other relevant documents or records].
Interview: [SELECT FROM: Organizational personnel who use portable and mobile devices to access the information system].



				Test: [SELECT FROM: Automated mechanisms implementing access control policy for portable and mobile devices].



						potential assessment sequencing:

						precursor controls: None

						concurrent controls:  AC-3, AC-17, AC-18, CM-6, CM-7, MP-4, MP-5, SI-3, SI-4

						successor controls: None

						General note to assessor for AC-19: 

						The focus of this control is the organization establishing usage restrictions and implementation guidance for organization-controlled mobile devices and enforcing the usage restrictions via authorization, monitoring, and controlling.

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A) 

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.

		AC-19.1.1.1				Examine access control policy, procedures addressing access control for portable and mobile devices, security plan, or other relevant documents; [reviewing] for the usage restrictions and implementation guidance for organization-controlled portable and mobile devices. 

		AC-19.1.2.1				Examine access control policy, procedures addressing access control for portable and mobile devices, security plan, or other relevant documents; [reviewing] for the measures to be employed to authorize connection of mobile devices that meet the organizational usage restrictions and implementation guidance identified in AC-19.1.1.1 to the information system.    

		AC-19.1.2.2				Examine authorization approvals for an agreed-upon [basic] sample of mobile devices with connection to the information system; [reviewing] for evidence that the measures identified in AC-19.1.2.1 are being applied to authorize mobile device connections.

		AC-19.1.2.3				Interview an agreed-upon [basic] sample of organizational personnel responsible for authorizing mobile device connections to the information system; [reviewing] for further evidence that the measures identified in AC-19.1.2.1 are being applied.

		AC-19.1.3.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to monitor for unauthorized connections of mobile devices to the information system. 

		AC-19.1.3.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-19.1.3.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-19.1.3.1.

		AC-19.1.3.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-19.1.3.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		AC-19.1.4.1				Examine access control policy, procedures addressing access control for portable and mobile devices, security plan, or other relevant documents; [reviewing] for the measures to be employed to enforce requirements for the connection of mobile devices to the information system. 

		AC-19.1.4.2				Examine configuration settings and associated documentation for an agreed-upon [basic] sample of mobile device connections to the information system; [reviewing] for evidence that the measures identified in AC-19.1.4.1 are being applied to enforce requirements for the connection of mobile devices to the information system. 

		AC-19.1.4.3				Interview an agreed-upon [basic] sample of organizational personnel responsible for controlling mobile device connections to the information system; [reviewing] for further evidence that the measures identified in AC-19.1.4.1 are being applied.

		AC-19.1.5.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to disable information system functionality that provides the capability for automatic execution of code on mobile devices without user direction.  

		AC-19.1.5.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-19.1.5.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-19.1.5.1.


		AC-19.1.5.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-19.1.5.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		AC-19.1.6.1				Examine access control policy, procedures addressing access control for portable and mobile devices, security plan, or other relevant documents; [reviewing] for the measures to be employed to issue specially configured mobile devices to individuals traveling to locations that the organization deems to be of significant risk. 

		AC-19.1.6.2				Examine mobile devices issued to an agreed-upon [basic] sample of individuals traveling to locations that the organization deems to be of significant risk; [reviewing] for evidence that the measures identified in AC-19.1.6.1 are being applied.

		AC-19.1.7.1				Examine access control policy, procedures addressing access control for portable and mobile devices, security plan, or other relevant documents; [reviewing] for locations that are deemed to be of significant risk.  

		AC-19.1.7.2				Examine access control policy, procedures addressing access control for portable and mobile devices, security plan, or other relevant documents; [reviewing] for the inspection and preventative measures to be applied to mobile devices returning from locations identified in AC-19.1.7.1. 

		AC-19.1.8.1				Examine access control policy, procedures addressing access control for portable and mobile devices, security plan, or other relevant documents; [reviewing] for the measures to be employed to apply the inspection and preventative measures identified in AC-19.1.7.2 to mobile devices returning from locations that the organization deems to be of significant risk.

		AC-19.1.8.2				Examine an agreed-upon [basic] sample of mobile devices returning from locations identified in AC-19.1.7.1; [reviewing] for evidence that the measures identified in AC-19.1.8.1 are being applied.

		AC-19.1.8.3				Interview an agreed-upon [basic] sample of organizational personnel responsible for inspecting mobile devices; [reviewing] for further evidence that the measures identified in AC-19.1.8.1 are being applied.

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 1



		(1)  The organization restricts the use of writable, removable media in organizational information systems. 

		Assessment Information from SP 800-53A R1

		AC-19(1).1		assessment objective:

		AC-19(1).1.1		Determine if the organization restricts the use of writable, removable media in organizational information systems. 

				POTENTIAL ASSESSMENT METHODS AND OBJECTS:

				Examine: [SELECT FROM: Access control policy; procedures addressing access control for portable and mobile devices; information system design documentation; information system configuration settings and associated documentation; information system audit records; other relevant documents or records].
Interview: [SELECT FROM: Organizational personnel who use portable and mobile devices to access the information system].
Test: [SELECT FROM: Automated mechanisms implementing access control policy for portable and mobile devices].




						potential assessment sequencing:

						precursor controls: None

						concurrent controls:  CM-6, CM-7, MP-4, SC-34, SI-4

						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A) 

		AC-19(1).1.1.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to restrict the use of writable, removable media in the information system.  

		AC-19(1).1.1.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-19(1).1.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-19(1).1.1.

		AC-19(1).1.1.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-19(1).1.1; conducting [basic] testing for evidence that these mechanisms are operating as intended.

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 2



		(2)  The organization prohibits the use of personally owned, removable media in organizational information systems. 

		Assessment Information from SP 800-53A

		AC-19(2).1		assessment objective:

		AC-19(2).1.1		Determine if the organization prohibits the use of personally owned, removable media in organizational information systems. 

				POTENTIAL ASSESSMENT METHODS AND OBJECTS:

				Examine: [SELECT FROM: Access control policy; procedures addressing access control for portable and mobile devices; information system design documentation; information system configuration settings and associated documentation; information system audit records; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing access control policy for portable and mobile devices].




						potential assessment sequencing:

						precursor controls: None

						concurrent controls:  AC-20, CM-6, CM-7, MP-4, SC-34, SI-4

						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A) 

		AC-19(2).1.1.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to prohibit the use of personally-owned, removable media in the information system.  

		AC-19(2).1.1.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-19(2).1.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-19(2).1.1.

		AC-19(2).1.1.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-19(2).1.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 3



		(3)  The organization prohibits the use of removable media in organizational information systems when the media has no identifiable owner. 

		Assessment Information from SP 800-53A

		AC-19(3).1		assessment objective:

		AC-19(3).1.1		Determine if the organization prohibits the use of removable media in organizational information systems when the media has no identifiable owner.

				POTENTIAL ASSESSMENT METHODS AND OBJECTS:

				Examine: [SELECT FROM:  Access control policy; procedures addressing access control for portable and mobile devices; information system design documentation; information system configuration settings and associated documentation; information system audit records; other relevant documents or records].
Test: [SELECT FROM: Automated mechanisms implementing access control policy for portable and mobile devices].




						potential assessment sequencing:

						precursor controls: None

						concurrent controls:  CM-6, CM-7, MP-4, SI-4

						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A) 

		AC-19(3).1.1.1				Examine security plan, information system design documentation, or other relevant documents; [reviewing] for the automated mechanisms and their configuration settings to be employed to prohibit the use of removable media in the information system when the media has no identifiable owner.   

		AC-19(3).1.1.2				Examine documentation describing the current configuration settings for an agreed-upon [basic] sample of the automated mechanisms identified in AC-19(3).1.1; [reviewing] for evidence that these mechanisms are configured as identified in AC-19(3).1.1.

		AC-19(3).1.1.3				Test an agreed-upon [basic] sample of the automated mechanisms and their configuration settings identified in AC-19(3).1.1; conducting [basic] testing for evidence that these mechanisms are operating as intended. 

		Assessor Signature:

		Assessment Date: 









AC20

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization establishes terms and conditions, consistent with any trust relationships established with other organizations owning, operating, and/or maintaining external information systems, allowing authorized individuals to:
a. Access the information system from the external information systems; and
b. Process, store, and/or transmit organization-controlled information using the external information systems.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		External information systems are information systems or components of information systems that are outside of the authorization boundary established by the organization and for which the organization typically has no direct supervision and authority over the application of required security controls or the assessment of security control effectiveness. External information systems include, but are not limited to: (i) personally owned information systems (e.g., computers, cellular telephones, or personal digital assistants); (ii) privately owned computing and communications devices resident in commercial or public facilities (e.g., hotels, convention centers, or airports); (iii) information systems owned or controlled by nonfederal governmental organizations; and (iv) federal information systems that are not owned by, operated by, or under the direct supervision and authority of the organization. For some external systems, in particular those systems operated by other federal agencies, including organizations subordinate to those agencies, the trust relationships that have been established between those organizations and the originating organization may be such, that no explicit terms and conditions are required. In effect, the information systems of these organizations would not be considered external. These situations typically occur when, for example, there is some pre-existing sharing or trust agreement (either implicit or explicit) established between federal agencies and/or organizations subordinate to those agencies, or such trust agreements are specified by applicable laws, Executive Orders, directives, or policies. Authorized individuals include organizational personnel, contractors, or any other individuals with authorized access to the organizational information system and over which the organization has the authority to impose rules of behavior with regard to system access. The restrictions that an organization imposes on authorized individuals need not be uniform, as those restrictions are likely to vary depending upon the trust relationships between organizations. Thus, an organization might impose more stringent security restrictions on a contractor than on a state, local, or tribal government. This control does not apply to the use of external information systems to access public interfaces to organizational information systems and information (e.g., individuals accessing federal information through www.usa.gov). The organization establishes terms and conditions for the use of external information systems in accordance with organizational security policies and procedures. The terms and conditions address as a minimum; (i) the types of applications that can be accessed on the organizational information system from the external information system; and (ii) the maximum security categorization of information that can be processed, stored, and transmitted on the external information system. This control defines access authorizations enforced by AC-3, rules of behavior requirements enforced by PL-4, and session establishment rules enforced by AC-17. Related controls: AC-3, AC-17, PL-4.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-20.1

		Determination Statements				Finding
(S/O)

		(i)         the organization identifies individuals authorized to:
            - access the information system from the external information systems; and
            - process, store, and/or transmit organization-controlled information using the external information systems; and


		(ii)        the organization establishes terms and conditions, consistent with any trust relationships established with other organizations owning, operating, and/or maintaining external information systems, allowing authorized individuals to:
             - access the information system from the external information systems; and
             - process, store, and/or transmit organization-controlled information using the external information system.


		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC20(1)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization permits authorized individuals to use an external information system to access the information system or to process, store, or transmit organization-controlled information only when the organization:
(a) Can verify the implementation of required security controls on the external system as specified in the organization’s information security policy and security plan; or
(b) Has approved information system connection or processing agreements with the organizational entity hosting the external information system.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		None

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-20.1.1

		Determination Statements				Finding
(S/O)

		Determine if the organization permits authorized individuals to use an external information system to access the information system or to process, store, or transmit organization-controlled information only when the organization:
              ­ can verify the implementation of required security controls on the external system as specified in the organization’s information security policy and security plan; or
              ­ has approved information system connection or processing agreements with the organizational entity hosting the external information system.



		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







AC20(2)

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization limits the use of organization-controlled portable storage media by authorized individuals on external information systems.

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Limits on the use of organization-controlled portable storage media in external information systems can include, for example, complete prohibition of the use of such devices or restrictions on how the devices may be used and under what conditions the devices may be used.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-20.2.1

		Determination Statements				Finding
(S/O)

		Determine if the organization limits the use of organization-controlled portable storage media by authorized individuals on external information systems. 

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC20

		assessment case 

		AC-20		Use of external information systems

				Control: The organization establishes terms and conditions, consistent with any trust relationships established with other organizations owning, operating, and/or maintaining external information systems, allowing authorized individuals to: 

				a.     Access the information system from the external information systems; and 

				b.       Process, store, and/or transmit organization-controlled information using the external information systems. 



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-20.1		Determine if 

		AC-20.1.1
AC-20.1.1a
AC-20.1.1b		(i)         the organization identifies individuals authorized to:
            - access the information system from the external information systems; and
            - process, store, and/or transmit organization-controlled information using the external information systems; and


		AC-20.1.2

AC-20.1.2a
AC-20.1.2b		(ii)        the organization establishes terms and conditions, consistent with any trust relationships established with other organizations owning, operating, and/or maintaining external information systems, allowing authorized individuals to:
             - access the information system from the external information systems; and
             - process, store, and/or transmit organization-controlled information using the external information system.


				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing the use of external information systems; external information systems terms and conditions; list of types of applications accessible from external information systems; maximum security categorization for information processed, stored, or transmitted on external information systems; information system configuration settings and associated documentation; other relevant documents or records].

				Interview: [SELECT FROM: Organizational personnel with responsibilities for defining terms and conditions for use of external information systems to access organizational systems]. 



						potential assessment sequencing:

						precursor controls: None

						concurrent controls: AC-2, AC-3, AC-4, AC-17, AC-19, CA-3, PL-4, SA-9

						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A) 

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.

		AC-20.1.1.1


AC-20.1.1.1a


AC-20.1.1.1b				Examine access control policy, procedures addressing the use of external information systems, security plan, or other relevant documents; [reviewing] for the individuals authorized to:
           - access the information system from the external information systems; and
           - process, store, and/or transmit organization-controlled information using the external information systems


		AC-20.1.2.1






AC-20.1.2.1a

AC-20.1.2.1b				Examine access control policy, procedures addressing the use of external information systems, security plan, or other relevant documents; [reviewing] for the terms and conditions, consistent with any trust relationships established with other organizations owning, operating, and/or maintaining external information systems, allowing authorized individuals to:
            - access the information system from the external information systems; and
            - process, store, and/or transmit organization-controlled information using the external information system


		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 1

		(1)  The organization permits authorized individuals to use an external information system to access the information system or to process, store, or transmit organization-controlled information only when the organization: 

		(a)    Can verify the implementation of required security controls on the external system as specified in the    

		organization’s information security policy and security plan; or 

		(b)    Has approved information system connection or processing agreements with the organizational entity hosting  

		the external information system. 

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-20(1).1		Determine if 

		AC-20(1).1.1

AC-20(1).1.1a
AC-20(1).1.1b		the organization permits authorized individuals to use an external information system to access the information system or to process, store, or transmit organization-controlled information only when the organization:
­ can verify the implementation of required security controls on the external system as specified in the organization’s information security policy and security plan; or
­ has approved information system connection or processing agreements with the organizational entity hosting the external information system.


				POTENTIAL ASSESSMENT METHODS AND OBJECTS:

				Examine: [SELECT FROM: Access control policy; procedures addressing the use of external information systems; security plan; information system connection or processing agreements; account management documents; other relevant documents or records].



						potential assessment sequencing:

						precursor controls:  None

						concurrent controls:  CA-3, PL-4, SA-9

						successor controls: None

						General note to assessor for AC-20(1):  

						This enhancement places restrictions on the allowable set of ‘terms and conditions’ defined in the base control.

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A) 

		AC-20(1).1.1.1






AC-20(1).1.1.1a


AC-20(1).1.1.1b				Examine access control policy, procedures addressing the use of external information systems, security plan, or other relevant documents; [reviewing] for the measures to be employed to permit only authorized individuals to use an external information system to access the information system or to process, store, or transmit organization-controlled information when the organization:
            ­ can verify the implementation of required security controls on the external system as specified in the organization’s information security policy and security plan; or
            ­ has approved information system connection or processing agreements with the organizational entity hosting the external information system.

		AC-20(1).1.1.2				Examine records verifying the implementation of required security controls on the external information systems for an agreed-upon [basic] sample of external information systems used to access the organizational information system; [reviewing] for evidence that the measures identified in AC-20(1).1.1.a are being applied to verify the implementation of required security controls on external systems.

		AC-20(1).1.1.3				Examine documented connection approvals or processing agreements for an agreed-upon [basic] sample of external information systems used to access the organizational information system; [reviewing] for evidence that the measures identified in AC-20(1).1.1.b are being applied to approve information system connections or processing agreements. 

		AC-20(1).1.1.4				Interview an agreed-upon [basic] sample of organizational personnel responsible for authorizing individuals to use external information systems to access the organizational information system; [reviewing] for further evidence that the measures identified in AC-20(1).1.1.a are being applied to verify the implementation of required security controls on external systems.

		AC-20(1).1.1.5				Interview an agreed-upon [basic] sample of organizational personnel responsible for authorizing individuals to use external information systems to access the organizational information system; [reviewing] for further evidence that the measures identified in AC-20(1).1.1.b are being applied to approve information system connections or processing agreements.

		Assessor Signature:

		Assessment Date: 



		ASSESSMENT – Control Enhancement 2



		(2)  The organization limits the use of organization-controlled portable storage media by authorized individuals on external information systems. 

		Assessment Information from SP 800-53A R1

		AC-20(2).1		assessment objective:

		AC-20(2).1.1		Determine if the organization limits the use of organization-controlled portable storage media by authorized individuals on external information systems. 

				POTENTIAL ASSESSMENT METHODS AND OBJECTS:

				Examine: [SELECT FROM: Access control policy; procedures addressing the use of external information systems; security plan; information system configuration settings and associated documentation; information system connection or processing agreements; account management documents; other relevant documents or records].



						potential assessment sequencing:

						precursor controls:  None

						concurrent controls:  PL-4, SA-9

						successor controls: None

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A) 

		AC-20(2).1.1.1				Examine access control policy, procedures addressing the use of external information systems, security plan, or other relevant documents; [reviewing] for the measures to be employed to limit the use of organization-controlled portable storage media by authorized individuals on external information systems.    

		AC-20(2).1.1.2				Interview an agreed-upon [basic] sample of organizational personnel responsible for controlling the use of portable storage media; [reviewing] for evidence that the measures identified in AC-20(2).1.1 are being applied.

		Assessor Signature:

		Assessment Date: 





AC22

		SECURITY ASSESSMENT REPORTING FORM

		SECTION I: INFORMATION SYSTEM AND ASSESSMENT INFORMATION

		Information System Name		Impact Level



		Site(s) Assessed		Assessment Date(s)



		Information System Components Where Security Control Employed

		SECTION II: SECURITY CONTROL INFORMATION

		Security Control or Control Enhancement

		The organization: 
(a) Designates individuals authorized to post information onto an organizational information system that is publicly accessible; 
(b) Trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information; 
(c) Reviews the proposed content of publicly accessible information for nonpublic information prior to posting onto the organizational information system; 
(d) Reviews the content on the publicly accessible organizational information system for nonpublic information [at least quarterly] ; and 
(e) Removes nonpublic information from the publicly accessible organizational information system, if discovered. 

		Supplemental Guidance Associated with Security Control or Control Enhancement

		Nonpublic information is any information for which the general public is not authorized access in accordance with federal laws, Executive Orders, directives, policies, regulations, standards, or guidance. Information protected under the Privacy Act and vendor proprietary information are examples of nonpublic information. This control addresses posting information on an organizational information system that is accessible to the general public, typically without identification or authentication. The posting of information on non-organization information systems is covered by appropriate organizational policy. Related controls: AC-3, AU-13.

		Implementation of Control (SSP)



		SECTION III: ASSESSMENT FINDINGS

		Assessment Objective				AC-22.1

		Determination Statements				Finding
(S/O)

		(i)         the organization designates individuals authorized to post information onto an organizational information system that is publicly accessible;

		(ii)        the organization trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information;

		(iii)      the organization reviews the proposed content of publicly accessible information for nonpublic information prior to posting onto the organizational information system;

		(iv)      the organization defines the frequency of reviews of the content on the publicly accessible organizational information system for nonpublic information;

		(v)      the organization reviews the content on the publicly accessible organizational information system for nonpublic information in accordance with the organization-defined frequency; and

		(vi)     the organization removes nonpublic information from the publicly accessible organizational information system, if discovered.

		SECTION IV: ASSESSOR COMMENTS AND RECOMMENDATIONS

		Assessor Comments



		Assessor Recommendations



		Implementation Type



		Plan of Implementation







WPAC22

		assessment case 

		AC-22		PUBLICLY ACCESSIBLE CONTENT

				Control: The organization:

				a. Designates individuals authorized to post information onto an organizational information system that is publicly accessible;

				b. Trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information;

				c. Reviews the proposed content of publicly accessible information for nonpublic information prior to posting onto the organizational information system;

				d. Reviews the content on the publicly accessible organizational information system for nonpublic information [at least quarterly]; and

				e. Removes nonpublic information from the publicly accessible organizational information system, if discovered.



		ASSESSMENT – Base Control, Part 1 of 1

		Assessment Information from SP 800-53A R1

				assessment objective:

		AC-22.1		 Determine if:

		AC-22.1.1		(i)         the organization designates individuals authorized to post information onto an organizational information system that is publicly accessible;

		AC-22.1.2		(ii)        the organization trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information;

		AC-22.1.3		(iii)      the organization reviews the proposed content of publicly accessible information for nonpublic information prior to posting onto the organizational information system;

		AC-22.1.4		(iv)    the organization defines the frequency of reviews of the content on the publicly accessible organizational information system for nonpublic information;

		AC-22.1.5		(v)     the organization reviews the content on the publicly accessible organizational information system for nonpublic information in accordance with the organization-defined frequency; and

		AC-22.1.6		(vi)     the organization removes nonpublic information from the publicly accessible organizational information system, if discovered.



				potential assessment methods and objects:

				Examine: [SELECT FROM: Access control policy; procedures addressing publicly accessible content; list of users authorized to post publicly accessible content on organizational information systems; training materials and/or records; records of publicly accessible information reviews; records of response to nonpublic information on public Web sites; system audit logs; security awareness training records; other relevant documents or records].

				Interview: [SELECT FROM: Organizational personnel responsible for managing publicly accessible information posted on organizational information systems].



						potential assessment sequencing:

						precursor controls: None

						concurrent controls:  AC-3, AC-6, AT-3, AU-13

						successor controls: None

						General note to assessor for AC-18:

						Nonpublic information is any information for which the general public is not authorized access in accordance with federal laws, Executive Orders, directives, policies, regulations, standards, or guidance. Information protected under the Privacy Act and vendor proprietary information are examples of nonpublic information. This control addresses posting information on an organizational information system that is accessible to the general public, typically without identification or authentication. The posting of information on non-organization information systems is covered by appropriate organizational policy. 

		Action Step				Potential Assessor Evidence Gathering Actions
"See "http://csrc.nist.gov/groups/SMA/fisma/assessment-cases-overview.html" for selecting, tailoring and executing action steps"				Evidence                                           
(Provide assessment details and observations to support findings)		Rating                           (NS, PS, FS, or N/A) 

						**Assessment Case Assessor Note:   More convincing evidence (i.e., greater assurance) of correct implementation and operating as intended can be obtained through the assessment case actions by: 
(i) Replacing bracketed values in action gathering statements to apply greater rigor in the assessment (e.g, . replacing [“reviewing”] with “studying” or “analyzing”; replacing [“observing”] with “inspecting” or “analyzing”; replacing [“basic”] with “focused” or “comprehensive”); 
(ii) Replacing bracketed values in action gathering statements to apply greater sample coverage in the assessment (e.g, . replacing [“basic”]  sample with “focused” or “sufficiently large” sample);
(iii) Defining additional action steps to the list of action steps suggested herein that exercise additional test methods (i.e., Examine, Interview or Test) on additional assessment objects.

		AC-22.1.1.1				Examine access control policy, procedures addressing publicly accessible content, security plan, or other relevant documents; [reviewing] for the individuals authorized to post information onto an organizational information system that is publicly accessible. 

		AC-22.1.2.1				Examine access control policy, procedures addressing publicly accessible content, training materials, security plan, or other relevant documents; [reviewing] for the measures to be employed to train the authorized individuals identified in AC-22.1.1.1 to ensure that publicly accessible information does not contain nonpublic information. 

		AC-22.1.2.2				Examine training records for an agreed-upon [basic] sample of individuals authorized to post information onto an organizational information system; [reviewing] for evidence that the measures identified in AC-22.1.2.1 are being applied.

		AC-22.1.3.1				Examine access control policy, procedures addressing publicly accessible content, security plan, or other relevant documents; [reviewing] for the measures to be employed to review the proposed content of publicly accessible information for nonpublic information prior to posting onto the information system.  

		AC-22.1.3.2				Examine records of publicly accessible information reviews for an agreed-upon [basic] sample of information posted on the organizational information system; [reviewing] for evidence that the measures identified in AC-22.1.3.1 are being applied.

		AC-22.1.3.3				Interview an agreed-upon [basic] sample of organizational personnel responsible for reviewing proposed content of publicly accessible information; conducting [basic] discussions for further evidence that the measures identified in AC-22.1.3.1 are being applied.

		AC-22.1.4.1				Examine access control policy, procedures addressing publicly accessible content, security plan, or other relevant documents; [reviewing] for the frequency of reviewing the content on the publicly accessible organization information system for nonpublic information.

		AC-22.1.5.1				Examine access control policy, procedures addressing publicly accessible content, security plan, or other relevant documents; [reviewing] for the measures to be employed to review the content on the publicly accessible organization information system for nonpublic information in accordance with the frequency identified in AC-22.1.4.1

		AC-22.1.5.2				Examine an agreed-upon [basic] sample of records of publicly accessible information reviews; [reviewing] for evidence that the measures identified in AC-22.1.5.1 are being applied.

		AC-22.1.6.1				Examine access control policy, procedures addressing publicly accessible content, security plan, or other relevant documents; [reviewing] for the measures to be employed to remove nonpublic information from the publicly accessible organizational information system, if discovered.

		AC-22.1.6.2				Examine information on the publicly accessible information system and an agreed-upon [basic] sample of records of publicly accessible information reviews; [reviewing] for evidence that measures identified in AC-22.1.6.1 are being applied to remove nonpublic information from the publicly accessible information system, if discovered. 

		AC-22.1.6.3				Interview an agreed-upon [basic] sample of organizational personnel responsible for managing publicly access information posted on the information system; conducting [basic] discussions for further evidence that the measures identified in AC-22.1.6.1 are being applied to remove nonpublic information from the publicly accessible information system, if discovered. 

		Assessor Signature:

		Assessment Date: 





AT Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		AT-1		SECURITY AWARENESS AND TRAINING POLICY AND PROCEDURES		Determine if the organization:		Security awareness and training policy and procedures;other relevant documents or records				Organizational personnel with security awareness and training responsibilities;organizational personnel with information security responsibilities																																				Low

		AT-2																																														Moderate

		AT-1(a)(1)[1]				develops and documents an security awareness and training policy that addresses:																																										High

		AT-1(a)(1)[1][a]				purpose;																		

		AT-1(a)(1)[1][b]				scope;																		

		AT-1(a)(1)[1][c]				roles;																		

		AT-1(a)(1)[1][d]				responsibilities;																		

		AT-1(a)(1)[1][e]				management commitment;																		

		AT-1(a)(1)[1][f]				coordination among organizational entities;																		

		AT-1(a)(1)[1][g]				compliance;																		

		AT-1(a)(1)[2]				defines  personnel or roles to whom the security awareness and training policy are to be disseminated;																		

		AT-1(a)(1)[3]				disseminates the security awareness and training policy to organization-defined personnel or roles;																		

		AT-1(a)(2)																						

		AT-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the security awareness and training policy and associated awareness and training controls;																		

		AT-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		AT-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		AT-1(b)(1)																						

		AT-1(b)(1)[1]				defines the frequency to review and update the current security awareness and training policy;																		

		AT-1(b)(1)[2]				reviews and updates the current security awareness and training policy with the organization-defined frequency;																		

		AT-1(b)(2)																						

		AT-1(b)(2)[1]				defines the frequency to review and update the current security awareness and training procedures; and																		

		AT-1(b)(2)[2]				reviews and updates the current security awareness and training procedures with the organization-defined frequency.																		

		AT-2		SECURITY AWARENESS TRAINING		Determine if the organization:		Security awareness and training policy;procedures addressing security awareness training implementation;appropriate codes of federal regulations;security awareness training curriculum;security awareness training materials;security plan;training records;other relevant documents or records		Automated mechanisms managing security awareness training		Organizational personnel with responsibilities for security awareness training;organizational personnel with information security responsibilities;organizational personnel comprising the general information system user community												

		AT-2(a)				provides basic security awareness training to information system users (including managers, senior executives, and contractors) as part of initial training for new users;																		

		AT-2(b)				provides basic security awareness training to information system users (including managers, senior executives, and contractors) when required by information system changes; and																		

		AT-2(c)																						

		AT-2(c)[1]				defines the frequency to provide refresher security awareness training thereafter to information system users (including managers, senior executives, and contractors); and																		

		AT-2(c)[2]				provides refresher security awareness training to information users (including managers, senior executives, and contractors) with the organization-defined frequency.																		

		AT-2(2)		INSIDER THREAT		Determine if the organization includes security awareness training on recognizing and reporting potential indicators of insider threat.  		Security awareness and training policy;procedures addressing security awareness training implementation;security awareness training curriculum;security awareness training materials;security plan;other relevant documents or records				Organizational personnel that participate in security awareness training;organizational personnel with responsibilities for basic security awareness training;organizational personnel with information security responsibilities												

		AT-3		ROLE-BASED SECURITY TRAINING		Determine if the organization:		Security awareness and training policy;procedures addressing security training implementation;codes of federal regulations;security training curriculum;security training materials;security plan;training records;other relevant documents or records		Automated mechanisms managing role-based security training		Organizational personnel with responsibilities for role-based security training;organizational personnel with assigned information system security roles and responsibilities												

		AT-3(a)				provides role-based security training to personnel with assigned security roles and responsibilities before authorizing access to the information system or performing assigned duties;																		

		AT-3(b)				provides role-based security training to personnel with assigned security roles and responsibilities when required by information system changes; and																		

		AT-3(c)																						

		AT-3(c)[1]				defines the frequency to provide refresher role-based security training thereafter to personnel with assigned security roles and responsibilities; and																		

		AT-3(c)[2]				provides refresher role-based security training to personnel with assigned security roles and responsibilities with the organization-defined frequency.																		

		AT-4		SECURITY TRAINING RECORDS		Determine if the organization:		Security awareness and training policy;procedures addressing security training records;security awareness and training records;security plan;other relevant documents or records		Automated mechanisms supporting management of security training records		Organizational personnel with security training record retention responsibilities												

		AT-4(a)																						

		AT-4(a)[1]				documents individual information system security training activities including:																		

		AT-4(a)[1][a]				basic security awareness training;																		

		AT-4(a)[1][b]				specific role-based information system security training;																		

		AT-4(a)[2]				monitors individual information system security training activities including:																		

		AT-4(a)[2][a]				basic security awareness training;																		

		AT-4(a)[2][b]				specific role-based information system security training;																		

		AT-4(b)																						

		AT-4(b)[1]				defines a time period to retain individual training records; and																		

		AT-4(b)[2]				retains individual training records for the organization-defined time period.																		





AU Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		AU-1		AUDIT AND ACCOUNTABILITY POLICY AND PROCEDURES		Determine if the organization:		Audit and accountability policy and procedures;other relevant documents or records				Organizational personnel with audit and accountability responsibilities;organizational personnel with information security responsibilities																																				Low

		AU-1(a)(1)																																														Moderate

		AU-1(a)(1)[1]				develops and documents an audit and accountability policy that addresses:																																										High

		AU-1(a)(1)[1][a]				purpose;																		

		AU-1(a)(1)[1][b]				scope;																		

		AU-1(a)(1)[1][c]				roles;																		

		AU-1(a)(1)[1][d]				responsibilities;																		

		AU-1(a)(1)[1][e]				management commitment;																		

		AU-1(a)(1)[1][f]				coordination among organizational entities;																		

		AU-1(a)(1)[1][g]				compliance;																		

		AU-1(a)(1)[2]				defines personnel or roles to whom the audit and accountability policy are to be disseminated;																		

		AU-1(a)(1)[3]				disseminates the audit and accountability policy to organization-defined personnel or roles;																		

		AU-1(a)(2)																						

		AU-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the audit and accountability policy and associated audit and accountability controls;																		

		AU-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		AU-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		AU-1(b)(1)																						

		AU-1(b)(1)[1]				defines the frequency to review and update the current audit and accountability policy;																		

		AU-1(b)(1)[2]				reviews and updates the current audit and accountability policy with the organization-defined frequency;																		

		AU-1(b)(2)																						

		AU-1(b)(2)[1]				defines the frequency to review and update the current audit and accountability procedures; and																		

		AU-1(b)(2)[2]				reviews and updates the current audit and accountability procedures in accordance with the organization-defined frequency.																		

		AU-2		AUDIT EVENTS		Determine if the organization:		Audit and accountability policy;procedures addressing auditable events;security plan;information system design documentation;information system configuration settings and associated documentation;information system audit records;information system auditable events;other relevant documents or records		Automated mechanisms implementing information system auditing		Organizational personnel with audit and accountability responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		AU-2(a)																						

		AU-2(a)[1]				defines the auditable events that the information system must be capable of auditing;																		

		AU-2(a)[2]				determines that the information system is capable of auditing organization-defined auditable events;																		

		AU-2(b)				coordinates the security audit function with other organizational entities requiring audit-related information to enhance mutual support and to help guide the selection of auditable events;																		

		AU-2(c)				provides a rationale for why the auditable events are deemed to be adequate to support after-the-fact investigations of security incidents;																		

		AU-2(d)																						

		AU-2(d)[1]				defines the subset of auditable events defined in AU-2a that are to be audited within the information system;																		

		AU-2(d)[2]				determines that the subset of auditable events defined in AU-2a are to be audited within the information system; and																		

		AU-2(d)[3]				determines the frequency of (or situation requiring) auditing for each identified event.																		

		AU-2(3)		REVIEWS AND UPDATES		Determine if the organization:		Audit and accountability policy;procedures addressing auditable events;security plan;list of organization-defined auditable events;auditable events review and update records;information system audit records;information system incident reports;other relevant documents or records		Automated mechanisms supporting review and update of auditable events		Organizational personnel with audit and accountability responsibilities;organizational personnel with information security responsibilities												

		AU-2(3)[1]				defines the frequency to review and update the audited events; and																		

		AU-2(3)[2]				reviews and updates the auditable events with organization-defined frequency.																		

		AU-3		CONTENT OF AUDIT RECORDS		Determine if the information system generates audit records containing information that establishes:  		Audit and accountability policy;procedures addressing content of audit records;information system design documentation;information system configuration settings and associated documentation;list of organization-defined auditable events;information system audit records;information system incident reports;other relevant documents or records		Automated mechanisms implementing information system auditing of auditable events		Organizational personnel with audit and accountability responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		AU-3[1]				what type of event occurred;																		

		AU-3[2]				when the event occurred;																		

		AU-3[3]				where the event occurred;																		

		AU-3[4]				the source of the event;																		

		AU-3[5]				the outcome of the event; and																		

		AU-3[6]				the identity of any individuals or subjects associated with the event.																		

		AU-3(1)		ADDITIONAL AUDIT INFORMATION		Determine if:		Audit and accountability policy;procedures addressing content of audit records;information system design documentation;information system configuration settings and associated documentation;list of organization-defined auditable events;information system audit records;other relevant documents or records		Information system audit capability		Organizational personnel with audit and accountability responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		AU-3(1)[1]				the organization defines additional, more detailed information to be contained in audit records that the information system generates; and																		

		AU-3(1)[2]				the information system generates audit records containing the organization-defined additional, more detailed information.																		

		AU-4		AUDIT STORAGE CAPACITY		Determine if the organization:		Audit and accountability policy;procedures addressing audit storage capacity;information system design documentation;information system configuration settings and associated documentation;audit record storage requirements;audit record storage capability for information system components;information system audit records;other relevant documents or records		Audit record storage capacity and related configuration settings		Organizational personnel with audit and accountability responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		AU-4[1]				defines audit record storage requirements; and																		

		AU-4[2]				allocates audit record storage capacity in accordance with the organization-defined audit record storage requirements.																		

		AU-5		RESPONSE TO AUDIT PROCESSING FAILURES		Determine if:		Audit and accountability policy;procedures addressing response to audit processing failures;information system design documentation;security plan;information system configuration settings and associated documentation;list of personnel to be notified in case of an audit processing failure;information system audit records;other relevant documents or records		Automated mechanisms implementing information system response to audit processing failures		Organizational personnel with audit and accountability responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		AU-5(a)																						

		AU-5(a)[1]				the organization defines the personnel or roles to be alerted in the event of an audit processing failure;																		

		AU-5(a)[2]				the information system alerts the organization-defined personnel or roles in the event of an audit processing failure;																		

		AU-5(b)																						

		AU-5(b)[1]				the organization defines additional actions to be taken (e.g., shutdown information system, overwrite oldest audit records, stop generating audit records) in the event of an audit processing failure; and																		

		AU-5(b)[2]				the information system takes the additional organization-defined actions in the event of an audit processing failure.																		

		AU-6		AUDIT REVIEW, ANALYSIS, AND REPORTING		Determine if the organization:		Audit and accountability policy;procedures addressing audit review, analysis, and reporting;reports of audit findings;records of actions taken in response to reviews/analyses of audit records;other relevant documents or records				Organizational personnel with audit review, analysis, and reporting responsibilities;organizational personnel with information security responsibilities												

		AU-6(a)																						

		AU-6(a)[1]				defines the types of inappropriate or unusual activity to look for when information system audit records are reviewed and analyzed;																		

		AU-6(a)[2]				defines the frequency to review and analyze information system audit records for indications of organization-defined inappropriate or unusual activity;																		

		AU-6(a)[3]				reviews and analyzes information system audit records for indications of organization-defined inappropriate or unusual activity with the organization-defined frequency;																		

		AU-6(b)																						

		AU-6(b)[1]				defines personnel or roles to whom findings resulting from reviews and analysis of information system audit records are to be reported; and																		

		AU-6(b)[2]				reports findings to organization-defined personnel or roles.																		

		AU-6(1)		PROCESS INTEGRATION		Determine if the organization: 		Audit and accountability policy;procedures addressing audit review, analysis, and reporting;procedures addressing investigation and response to suspicious activities;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms integrating audit review, analysis, and reporting processes		Organizational personnel with audit review, analysis, and reporting responsibilities;organizational personnel with information security responsibilities												

		AU-6(1)[1]				employs automated mechanisms to integrate:																		

		AU-6(1)[1][a]				audit review;																		

		AU-6(1)[1][b]				analysis;																		

		AU-6(1)[1][c]				reporting processes;																		

		AU-6(1)[2]				uses integrated audit review, analysis and reporting processes to support organizational processes for:																		

		AU-6(1)[2][a]				investigation of suspicious activities; and																		

		AU-6(1)[2][b]				response to suspicious activities.																		

		AU-6(3)		CORRELATE AUDIT REPOSITORIES		Determine if the organization analyzes and correlates audit records across different repositories to gain organization-wide situational awareness. 		Audit and accountability policy;procedures addressing audit review, analysis, and reporting;information system design documentation;information system configuration settings and associated documentation;information system audit records across different repositories;other relevant documents or records		Automated mechanisms supporting analysis and correlation of audit records		Organizational personnel with audit review, analysis, and reporting responsibilities;organizational personnel with information security responsibilities												

		AU-7		AUDIT REDUCTION AND REPORT GENERATION		Determine if the information system provides an audit reduction and report generation capability that supports:		Audit and accountability policy;procedures addressing audit reduction and report generation;information system design documentation;information system configuration settings and associated documentation;audit reduction, review, analysis, and reporting tools;information system audit records;other relevant documents or records		Audit reduction and report generation capability		Organizational personnel with audit reduction and report generation responsibilities;organizational personnel with information security responsibilities												

		AU-7(a)																						

		AU-7(a)[1]				on-demand audit review;																		

		AU-7(a)[2]				analysis;																		

		AU-7(a)[3]				reporting requirements;																		

		AU-7(a)[4]				after-the-fact investigations of security incidents; and																		

		AU-7(b)				does not alter the original content or time ordering of audit records.																		

		AU-7(1)		AUTOMATIC PROCESSING		Determine if:		Audit and accountability policy;procedures addressing audit reduction and report generation;information system design documentation;information system configuration settings and associated documentation;audit reduction, review, analysis, and reporting tools;audit record criteria (fields) establishing events of interest;information system audit records;other relevant documents or records		Audit reduction and report generation capability		Organizational personnel with audit reduction and report generation responsibilities;organizational personnel with information security responsibilities;system developers												

		AU-7(1)[1]				the organization defines audit fields within audit records in order to process audit records for events of interest; and																		

		AU-7(1)[2]				the information system provides the capability to process audit records for events of interest based on the organization-defined audit fields within audit records.																		

		AU-8		TIME STAMPS		Determine if:		Audit and accountability policy;procedures addressing time stamp generation;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing time stamp generation		Organizational personnel with information security responsibilities;system/network administrators;system developers												

		AU-8(a)				the information system uses internal system clocks to generate time stamps for audit records;																		

		AU-8(b)																						

		AU-8(b)[1]				the information system records time stamps for audit records that can be mapped to Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT);																		

		AU-8(b)[2]				the organization defines the granularity of time measurement to be met when recording time stamps for audit records; and																		

		AU-8(b)[3]				the organization records time stamps for audit records that meet the organization-defined granularity of time measurement.																		

		AU-8(1)		SYNCHRONIZATION WITH AUTHORITATIVE TIME SOURCE		Determine if: 		Audit and accountability policy;procedures addressing time stamp generation;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing internal information system clock synchronization		Organizational personnel with information security responsibilities;system/network administrators;system developers												

		AU-8(1)(a)																						

		AU-8(1)(a)[1]				the organization defines the authoritative time source to which internal information system clocks are to be compared;																		

		AU-8(1)(a)[2]				the organization defines the frequency to compare the internal information system clocks with the organization-defined authoritative time source; and																		

		AU-8(1)(a)[3]				the information system compares the internal information system clocks with the organization-defined authoritative time source with organization-defined frequency; and																		

		AU-8(1)(b)																						

		AU-8(1)(b)[1]				the organization defines the time period that, if exceeded by the time difference between the internal system clocks and the authoritative time source, will result in the internal system clocks being synchronized to the authoritative time source; and																		

		AU-8(1)(b)[2]				the information system synchronizes the internal information system clocks to the authoritative time source when the time difference is greater than the organization-defined time period.																		

		AU-9		PROTECTION OF AUDIT INFORMATION		Determine if: 		Audit and accountability policy;access control policy and procedures;procedures addressing protection of audit information;information system design documentation;information system configuration settings and associated documentation, information system audit records;audit tools;other relevant documents or records		Automated mechanisms implementing audit information protection		Organizational personnel with audit and accountability responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		AU-9[1]				the information system protects audit information from unauthorized:																		

		AU-9[1][a]				access;																		

		AU-9[1][b]				modification;																		

		AU-9[1][c]				deletion;																		

		AU-9[2]				the information system protects audit tools from unauthorized:																		

		AU-9[2][a]				access;																		

		AU-9[2][b]				modification; and																		

		AU-9[2][c]				deletion.																		

		AU-9(2)		AUDIT BACKUP ON SEPARATE PHYSICAL SYSTEMS / COMPONENTS		Determine if:		Audit and accountability policy;procedures addressing protection of audit information;information system design documentation;information system configuration settings and associated documentation, system or media storing backups of information system audit records;information system audit records;other relevant documents or records		Automated mechanisms implementing the backing up of audit records		Organizational personnel with audit and accountability responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		AU-9(2)[1]				the organization defines the frequency to back up audit records onto a physically different system or system component than the system or component being audited; and																		

		AU-9(2)[2]				the information system backs up audit records with the organization-defined frequency, onto a physically different system or system component than the system or component being audited.																		

		AU-9(4)		ACCESS BY SUBSET OF PRIVILEGED USERS		Determine if the organization:		Audit and accountability policy;access control policy and procedures;procedures addressing protection of audit information;information system design documentation;information system configuration settings and associated documentation, system-generated list of privileged users with access to management of audit functionality;access authorizations;access control list;information system audit records;other relevant documents or records		Automated mechanisms managing access to audit functionality		Organizational personnel with audit and accountability responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		AU-9(4)[1]				defines a subset of privileged users to be authorized access to management of audit functionality; and																		

		AU-9(4)[2]				authorizes access to management of audit functionality to only the organization-defined subset of privileged users.																		

		AU-11		AUDIT RECORD RETENTION		Determine if the organization:		Audit and accountability policy;audit record retention policy and procedures;security plan;organization-defined retention period for audit records;audit record archives;audit logs;audit records;other relevant documents or records				Organizational personnel with audit record retention responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		AU-11[1]				defines a time period to retain audit records that is consistent with records retention policy;																		

		AU-11[2]				retains audit records for the organization-defined time period consistent with records retention policy to:																		

		AU-11[2][a]				provide support for after-the-fact investigations of security incidents; and																		

		AU-11[2][b]				meet regulatory and organizational information retention requirements.																		

		AU-12		AUDIT GENERATION		Determine if:		Audit and accountability policy;procedures addressing audit record generation;security plan;information system design documentation;information system configuration settings and associated documentation;list of auditable events;information system audit records;other relevant documents or records		Automated mechanisms implementing audit record generation capability		Organizational personnel with audit record generation responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		AU-12(a)																						

		AU-12(a)[1]				the organization defines the information system components which are to provide audit record generation capability for the auditable events defined in AU-2a;																		

		AU-12(a)[2]				the information system provides audit record generation capability, for the auditable events defined in AU-2a, at organization-defined information system components;																		

		AU-12(b)																						

		AU-12(b)[1]				the organization defines the personnel or roles allowed to select which auditable events are to be audited by specific components of the information system;																		

		AU-12(b)[2]				the information system allows the organization-defined personnel or roles to select which auditable events are to be audited by specific components of the system; and																		

		AU-12(c)				the information system generates audit records for the events defined in AU-2d with the content in defined in AU-3.																		





CA Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		CA-1		SECURITY ASSESSMENT AND AUTHORIZATION POLICY AND PROCEDURES		Determine if the organization:		Security assessment and authorization policy and procedures;other relevant documents or records				Organizational personnel with security assessment and authorization responsibilities;organizational personnel with information security responsibilities																																				Low

		CA-1(a)(1)																																														Moderate

		CA-1(a)(1)[1]				develops and documents a security assessment and authorization policy that addresses:																																										High

		CA-1(a)(1)[1][a]				purpose;																		

		CA-1(a)(1)[1][b]				scope;																		

		CA-1(a)(1)[1][c]				roles;																		

		CA-1(a)(1)[1][d]				responsibilities;																		

		CA-1(a)(1)[1][e]				management commitment;																		

		CA-1(a)(1)[1][f]				coordination among organizational entities;																		

		CA-1(a)(1)[1][g]				compliance;																		

		CA-1(a)(1)[2]				defines  personnel or roles to whom the security assessment and authorization policy is to be disseminated;																		

		CA-1(a)(1)[3]				disseminates the security assessment and authorization policy to organization-defined personnel or roles;																		

		CA-1(a)(2)																						

		CA-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the security assessment and authorization policy and associated assessment and authorization controls;																		

		CA-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		CA-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		CA-1(b)(1)																						

		CA-1(b)(1)[1]				defines the frequency to review and update the current security assessment and authorization policy;																		

		CA-1(b)(1)[2]				reviews and updates the current security assessment and authorization policy with the organization-defined frequency;																		

		CA-1(b)(2)																						

		CA-1(b)(2)[1]				defines the frequency to review and update the current security assessment and authorization procedures; and																		

		CA-1(b)(2)[2]				reviews and updates the current security assessment and authorization procedures with the organization-defined frequency.																		

		CA-2		SECURITY ASSESSMENTS		Determine if the organization:		Security assessment and authorization policy;procedures addressing security assessment planning;procedures addressing security assessments;security assessment plan;other relevant documents or records		Automated mechanisms supporting security assessment, security assessment plan development, and/or security assessment reporting		Organizational personnel with security assessment responsibilities;organizational personnel with information security responsibilities												

		CA-2(a)				develops a security assessment plan that describes the scope of the assessment including:																		

		CA-2(a)(1)				security controls and control enhancements under assessment;																		

		CA-2(a)(2)				assessment procedures to be used to determine security control effectiveness;																		

		CA-2(a)(3)																						

		CA-2(a)(3)[1]				assessment environment;																		

		CA-2(a)(3)[2]				assessment team;																		

		CA-2(a)(3)[3]				assessment roles and responsibilities;																		

		CA-2(b)																						

		CA-2(b)[1]				defines the frequency to assess the security controls in the information system and its environment of operation;																		

		CA-2(b)[2]				assesses the security controls in the information system with the organization-defined frequency to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting established  security requirements;																		

		CA-2(c)				produces a security assessment report that documents the results of the assessment;																		

		CA-2(d)																						

		CA-2(d)[1]				defines individuals or roles to whom the results of the security control assessment are to be provided; and																		

		CA-2(d)[2]				provides the results of the security control assessment to organization-defined individuals or roles.																		

		CA-2(1)		INDEPENDENT ASSESSORS		Determine if the organization:		Security assessment and authorization policy;procedures addressing security assessments;security authorization package (including security plan, security assessment plan, security assessment report, plan of action and milestones, authorization statement);other relevant documents or records				Organizational personnel with security assessment responsibilities;organizational personnel with information security responsibilities												

		CA-2(1)[1]				defines the level of independence to be employed to conduct security control assessments; and																		

		CA-2(1)[2]				employs assessors or assessment teams with the organization-defined level of independence to conduct security control assessments.																		

		CA-2(2)		SPECIALIZED ASSESSMENTS		Determine if the organization:		Security assessment and authorization policy;procedures addressing security assessments;security plan;security assessment plan;security assessment report;security assessment evidence;other relevant documents or records		Automated mechanisms supporting security control assessment		Organizational personnel with security assessment responsibilities;organizational personnel with information security responsibilities												

		CA-2(2)[1]				selects one or more of the following forms of specialized security assessment to be included as part of security control assessments:																		

		CA-2(2)[1][a]				in-depth monitoring;																		

		CA-2(2)[1][b]				vulnerability scanning;																		

		CA-2(2)[1][c]				malicious user testing;																		

		CA-2(2)[1][d]				insider threat assessment;																		

		CA-2(2)[1][e]				performance/load testing; and/or																		

		CA-2(2)[1][f]				other forms of organization-defined specialized security assessment;																		

		CA-2(2)[2]				defines the frequency for conducting the selected form(s) of specialized security assessment;																		

		CA-2(2)[3]				defines whether the specialized security assessment will be announced or unannounced; and																		

		CA-2(2)[4]				conducts announced or unannounced organization-defined forms of specialized security assessments with the organization-defined frequency as part of security control assessments.																		

		CA-2(3)		EXTERNAL ORGANIZATIONS		Determine if the organization:		Security assessment and authorization policy;procedures addressing security assessments;security plan;security assessment requirements;security assessment plan;security assessment report;security assessment evidence;plan of action and milestones;other relevant documents or records				Organizational personnel with security assessment responsibilities;organizational personnel with information security responsibilities;personnel performing security assessments for the specified external organization												

		CA-2(3)[1]				defines an information system for which the results of a security assessment performed by an external organization are to be accepted;																		

		CA-2(3)[2]				defines an external organization from which to accept a security assessment performed on an organization-defined information system;																		

		CA-2(3)[3]				defines the requirements to be met by a security assessment performed by organization-defined external organization on organization-defined information system; and																		

		CA-2(3)[4]				accepts the results of an assessment of an organization-defined information system performed by an organization-defined external organization when the assessment meets organization-defined requirements.																		

		CA-3		SYSTEM INTERCONNECTIONS		Determine if the organization:		Access control policy;procedures addressing information system connections;system and communications protection policy;information system Interconnection Security Agreements;security plan;information system design documentation;information system configuration settings and associated documentation;other relevant documents or records				Organizational personnel with responsibility for developing, implementing, or approving information system interconnection agreements;organizational personnel with information security responsibilities;personnel managing the system(s) to which the Interconnection Security Agreement applies												

		CA-3(a)				authorizes connections from the information system to other information systems through the use of Interconnection Security Agreements;																		

		CA-3(b)				documents, for each interconnection:																		

		CA-3(b)[1]				the interface characteristics;																		

		CA-3(b)[2]				the security requirements;																		

		CA-3(b)[3]				the nature of the information communicated;																		

		CA-3(c)																						

		CA-3(c)[1]				defines the frequency to review and update Interconnection Security Agreements; and																		

		CA-3(c)[2]				reviews and updates Interconnection Security Agreements with the organization-defined frequency.																		

		CA-3(3)		UNCLASSIFIED NON-NATIONAL SECURITY SYSTEM CONNECTIONS		Determine if the organization:		Access control policy;procedures addressing information system connections;system and communications protection policy;information system interconnection security agreements;security plan;information system design documentation;information system configuration settings and associated documentation;security assessment report;information system audit records;other relevant documents or records		Automated mechanisms supporting the management of external network connections		Organizational personnel with responsibility for managing direct connections to external networks;network administrators;organizational personnel with information security responsibilities;personnel managing directly connected external networks												

		CA-3(3)[1]				defines an unclassified, non-national security system whose direct connection to an external network is to be prohibited without the use of approved boundary protection device;																		

		CA-3(3)[2]				defines a boundary protection device to be used to establish the direct connection of an organization-defined unclassified, non-national security system to an external network; and																		

		CA-3(3)[3]				prohibits the direct connection of an organization-defined unclassified, non-national security system to an external network without the use of an organization-defined boundary protection device.																		

		CA-3(5)		RESTRICTIONS ON EXTERNAL SYSTEM CONNECTIONS		Determine if the organization: 		Access control policy;procedures addressing information system connections;system and communications protection policy;information system interconnection agreements;security plan;information system design documentation;information system configuration settings and associated documentation;security assessment report;information system audit records;other relevant documents or records		Automated mechanisms implementing restrictions on external system connections		Organizational personnel with responsibility for managing connections to external information systems;network administrators;organizational personnel with information security responsibilities												

		CA-3(5)[1]				defines information systems to be allowed to connect to external information systems;																		

		CA-3(5)[2]				employs one of the following policies for allowing organization-defined information systems to connect to external information systems:																		

		CA-3(5)[2][a]				allow-all policy;																		

		CA-3(5)[2][b]				deny-by-exception policy;																		

		CA-3(5)[2][c]				deny-all policy; or																		

		CA-3(5)[2][d]				permit-by-exception policy.																		

		CA-5		PLAN OF ACTION AND MILESTONES		Determine if the organization:		Security assessment and authorization policy;procedures addressing plan of action and milestones;security plan;security assessment plan;security assessment report;security assessment evidence;plan of action and milestones;other relevant documents or records		Automated mechanisms for developing, implementing, and maintaining plan of action and milestones		Organizational personnel with plan of action and milestones development and implementation responsibilities;organizational personnel with information security responsibilities												

		CA-5(a)				develops a plan of action and milestones for the information system to:																		

		CA-5(a)[1]				document the organizationΓÇÖs planned remedial actions to correct weaknesses or deficiencies noted during the assessment of the security controls;																		

		CA-5(a)[2]				reduce or eliminate known vulnerabilities in the system;																		

		CA-5(b)																						

		CA-5(b)[1]				defines the frequency to update the existing plan of action and milestones;																		

		CA-5(b)[2]				updates the existing plan of action and milestones with the organization-defined frequency based on the findings from:																		

		CA-5(b)[2][a]				security controls assessments;																		

		CA-5(b)[2][b]				security impact analyses; and																		

		CA-5(b)[2][c]				continuous monitoring activities.																		

		CA-6		SECURITY AUTHORIZATION		Determine if the organization:		Security assessment and authorization policy;procedures addressing security authorization;security authorization package (including security plan;security assessment report;plan of action and milestones;authorization statement);other relevant documents or records		Automated mechanisms that facilitate security authorizations and updates		Organizational personnel with security authorization responsibilities;organizational personnel with information security responsibilities												

		CA-6(a)				assigns a senior-level executive or manager as the authorizing official for the information system;																		

		CA-6(b)				ensures that the authorizing official authorizes the information system for processing before commencing operations;																		

		CA-6(c)																						

		CA-6(c)[1]				defines the frequency to update the security authorization; and																		

		CA-6(c)[2]				updates the security authorization with the organization-defined frequency.																		

		CA-7		CONTINUOUS MONITORING		Determine if the organization: 		Security assessment and authorization policy;procedures addressing continuous monitoring of information system security controls;procedures addressing configuration management;security plan;security assessment report;plan of action and milestones;information system monitoring records;configuration management records, security impact analyses;status reports;other relevant documents or records		Mechanisms implementing continuous monitoring		Organizational personnel with continuous monitoring responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		CA-7(a)																						

		CA-7(a)[1]				develops a continuous monitoring strategy that defines metrics to be monitored;																		

		CA-7(a)[2]				develops a continuous monitoring strategy that includes monitoring of organization-defined metrics;																		

		CA-7(a)[3]				implements a continuous monitoring program that includes monitoring of organization-defined metrics in accordance with the organizational continuous monitoring strategy;																		

		CA-7(b)																						

		CA-7(b)[1]				develops a continuous monitoring strategy that defines frequencies for monitoring;																		

		CA-7(b)[2]				defines frequencies for assessments supporting monitoring;																		

		CA-7(b)[3]				develops a continuous monitoring strategy that includes establishment of the organization-defined frequencies for monitoring and for assessments supporting monitoring;																		

		CA-7(b)[4]				implements a continuous monitoring program that includes establishment of organization-defined frequencies for monitoring and for assessments supporting such monitoring in accordance with the organizational continuous monitoring strategy;																		

		CA-7(c)																						

		CA-7(c)[1]				develops a continuous monitoring strategy that includes ongoing security control assessments;																		

		CA-7(c)[2]				implements a continuous monitoring program that includes ongoing security control assessments in accordance with the organizational continuous monitoring strategy;																		

		CA-7(d)																						

		CA-7(d)[1]				develops a continuous monitoring strategy that includes ongoing security status monitoring of organization-defined metrics;																		

		CA-7(d)[2]				implements a continuous monitoring program that includes ongoing security status monitoring of organization-defined metrics in accordance with the organizational continuous monitoring strategy;																		

		CA-7(e)																						

		CA-7(e)[1]				develops a continuous monitoring strategy that includes correlation and analysis of security-related information generated by assessments and monitoring;																		

		CA-7(e)[2]				implements a continuous monitoring program that includes correlation and analysis of security-related information generated by assessments and monitoring in accordance with the organizational continuous monitoring strategy;																		

		CA-7(f)																						

		CA-7(f)[1]				develops a continuous monitoring strategy that includes response actions to address results of the analysis of security-related information;																		

		CA-7(f)[2]				implements a continuous monitoring program that includes response actions to address results of the analysis of security-related information in accordance with the organizational continuous monitoring strategy;																		

		CA-7(g)																						

		CA-7(g)[1]				develops a continuous monitoring strategy that defines the personnel or roles to whom the security status of the organization and  information system are to be reported;																		

		CA-7(g)[2]				develops a continuous monitoring strategy that defines the frequency to report the security status of the organization and information system to organization-defined personnel or roles;																		

		CA-7(g)[3]				develops a continuous monitoring strategy that includes reporting the security status of the organization or information system to organizational-defined personnel or roles with the organization-defined frequency; and																		

		CA-7(g)[4]				implements a continuous monitoring program that includes reporting the security status of the organization and information system to organization-defined personnel or roles with the organization-defined frequency in accordance with the organizational continuous monitoring strategy.																		

		CA-7(1)		INDEPENDENT ASSESSMENT		Determine if the organization:		Security assessment and authorization policy;procedures addressing continuous monitoring of information system security controls;security plan;security assessment report;plan of action and milestones;information system monitoring records;security impact analyses;status reports;other relevant documents or records				Organizational personnel with continuous monitoring responsibilities;organizational personnel with information security responsibilities												

		CA-7(1)[1]				defines a level of independence to be employed to monitor the security controls in the information system on an ongoing basis; and																		

		CA-7(1)[2]				employs assessors or assessment teams with the organization-defined level of independence to monitor the security controls in the information system on an ongoing basis.																		

		CA-8		PENETRATION TESTING		Determine if the organization:		Security assessment and authorization policy;procedures addressing penetration testing;security plan;security assessment plan;penetration test report;security assessment report;security assessment evidence;other relevant documents or records		Automated mechanisms supporting penetration testing		Organizational personnel with security assessment responsibilities;organizational personnel with information security responsibilities, system/network administrators												

		CA-8[1]				defines information systems or system components on which penetration testing is to be conducted;																		

		CA-8[2]				defines the frequency to conduct penetration testing on organization-defined information systems or system components; and																		

		CA-8[3]				conducts penetration testing on organization-defined information systems or system components with the organization-defined frequency.																		

		CA-8(1)		INDEPENDENT PENETRATION AGENT OR TEAM		Determine if the organization employs an independent penetration agent or penetration team to perform penetration testing on the information system or system components. 		Security assessment and authorization policy;procedures addressing penetration testing;security plan;security assessment plan;penetration test report;security assessment report;security assessment evidence;other relevant documents or records				Organizational personnel with security assessment responsibilities;organizational personnel with information security responsibilities												

		CA-9		INTERNAL SYSTEM CONNECTIONS		Determine if the organization:		Access control policy;procedures addressing information system connections;system and communications protection policy;security plan;information system design documentation;information system configuration settings and associated documentation;list of components or classes of components authorized as internal system connections;security assessment report;information system audit records;other relevant documents or records				Organizational personnel with responsibility for developing, implementing, or authorizing internal system connections;organizational personnel with information security responsibilities												

		CA-9(a)

		CA-9(a)[1]				defines information system components or classes of components to be authorized as internal connections to the information system;

		CA-9(a)[2]				authorizes internal connections of organization-defined information system components or classes of components to the information system;

		CA-9(b)				documents, for each internal connection:

		CA-9(b)[1]				the interface characteristics;

		CA-9(b)[2]				the security requirements; and

		CA-9(b)[3]				the nature of the information communicated.





CM Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		CM-1		CONFIGURATION MANAGEMENT POLICY AND PROCEDURES		Determine if the organization:		Configuration management policy and procedures;other relevant documents or records				Organizational personnel with configuration management responsibilities;organizational personnel with information security responsibilities;system/network administrators																																				Low

		CM-1(a)(1)																																														Moderate

		CM-1(a)(1)[1]				develops and documents a configuration management policy that addresses:																																										High

		CM-1(a)(1)[1][a]				purpose;																		

		CM-1(a)(1)[1][b]				scope;																		

		CM-1(a)(1)[1][c]				roles;																		

		CM-1(a)(1)[1][d]				responsibilities;																		

		CM-1(a)(1)[1][e]				management commitment;																		

		CM-1(a)(1)[1][f]				coordination among organizational entities;																		

		CM-1(a)(1)[1][g]				compliance;																		

		CM-1(a)(1)[2]				defines  personnel or roles to whom the configuration management policy is to be disseminated;																		

		CM-1(a)(1)[3]				disseminates the configuration management policy to organization-defined personnel or roles;																		

		CM-1(a)(2)																						

		CM-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the configuration management policy and associated configuration management controls;																		

		CM-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		CM-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		CM-1(b)(1)																						

		CM-1(b)(1)[1]				defines the frequency to review and update the current configuration management policy;																		

		CM-1(b)(1)[2]				reviews and updates the current configuration management policy with the organization-defined frequency;																		

		CM-1(b)(2)																						

		CM-1(b)(2)[1]				defines the frequency to review and update the current configuration management procedures; and																		

		CM-1(b)(2)[2]				reviews and updates the current configuration management procedures with the organization-defined frequency.																		

		CM-2		BASELINE CONFIGURATION		Determine if the organization:		Configuration management policy;procedures addressing the baseline configuration of the information system;configuration management plan;enterprise architecture documentation;information system design documentation;information system architecture and configuration documentation;information system configuration settings and associated documentation;change control records;other relevant documents or records		Organizational processes for managing baseline configurations;automated mechanisms supporting configuration control of the baseline configuration		Organizational personnel with configuration management responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		CM-2[1]				develops and documents a current baseline configuration of the information system; and																		

		CM-2[2]				maintains, under configuration control, a current baseline configuration of the information system.																		

		CM-2(1)		REVIEWS AND UPDATES		Determine if the organization:		Configuration management policy;configuration management plan;procedures addressing the baseline configuration of the information system;procedures addressing information system component installations and upgrades;information system architecture and configuration documentation;information system configuration settings and associated documentation;records of information system baseline configuration reviews and updates;information system component installations/upgrades and associated records;change control records;other relevant documents or records		Organizational processes for managing baseline configurations;automated mechanisms supporting review and update of the baseline configuration		Organizational personnel with configuration management responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		CM-2(1)(a)																						

		CM-2(1)(a)[1]				defines the frequency to review and update the baseline configuration of the information system;																		

		CM-2(1)(a)[2]				reviews and updates the baseline configuration of the information system with the organization-defined frequency;																		

		CM-2(1)(b)																						

		CM-2(1)(b)[1]				defines circumstances that require the baseline configuration of the information system to be reviewed and updated;																		

		CM-2(1)(b)[2]				reviews and updates the baseline configuration of the information system when required due to organization-defined circumstances; and																		

		CM-2(1)(c)				reviews and updates the baseline configuration of the information system as an integral part of information system component installations and upgrades.																		

		CM-2(2)		AUTOMATION SUPPORT FOR ACCURACY / CURRENCY		Determine if the organization employs automated mechanisms to maintain: 		Configuration management policy;procedures addressing the baseline configuration of the information system;configuration management plan;information system design documentation;information system architecture and configuration documentation;information system configuration settings and associated documentation;configuration change control records;other relevant documents or records		Organizational processes for managing baseline configurations;automated mechanisms implementing baseline configuration maintenance		Organizational personnel with configuration management responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		CM-2(2)[1]				an up-to-date baseline configuration of the information system;																		

		CM-2(2)[2]				a complete baseline configuration of the information system;																		

		CM-2(2)[3]				an accurate baseline configuration of the information system; and																		

		CM-2(2)[4]				a readily available baseline configuration of the information system.																		

		CM-2(3)		RETENTION OF PREVIOUS CONFIGURATIONS		Determine if the organization:		Configuration management policy;procedures addressing the baseline configuration of the information system;configuration management plan;information system architecture and configuration documentation;information system configuration settings and associated documentation;copies of previous baseline configuration versions;other relevant documents or records		Organizational processes for managing baseline configurations		Organizational personnel with configuration management responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		CM-2(3)[1]				defines previous versions of baseline configurations of the information system to be retained to support rollback; and																		

		CM-2(3)[2]				retains organization-defined previous versions of baseline configurations of the information system to support rollback.																		

		CM-2(7)		CONFIGURE SYSTEMS, COMPONENTS, OR DEVICES FOR HIGH-RISK AREAS		Determine if the organization:		Configuration management policy;configuration management plan;procedures addressing the baseline configuration of the information system;procedures addressing information system component installations and upgrades;information system architecture and configuration documentation;information system configuration settings and associated documentation;records of information system baseline configuration reviews and updates;information system component installations/upgrades and associated records;change control records;other relevant documents or records		Organizational processes for managing baseline configurations		Organizational personnel with configuration management responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		CM-2(7)(a)																						

		CM-2(7)(a)[1]				defines information systems, system components, or devices to be issued to individuals traveling to locations that the organization deems to be of significant risk;																		

		CM-2(7)(a)[2]				defines configurations to be employed on organization-defined information systems, system components, or devices issued to individuals traveling to such locations;																		

		CM-2(7)(a)[3]				issues organization-defined information systems, system components, or devices with organization-defined configurations to individuals traveling to locations that the organization deems to be of significant risk;																		

		CM-2(7)(b)																						

		CM-2(7)(b)[1]				defines security safeguards to be applied to the devices when the individuals return; and																		

		CM-2(7)(b)[2]				applies organization-defined safeguards to the devices when the individuals return.																		

		CM-3		CONFIGURATION CHANGE CONTROL		Determine if the organization:		Configuration management policy;procedures addressing information system configuration change control;configuration management plan;information system architecture and configuration documentation;security plan;change control records;information system audit records;change control audit and review reports;agenda /minutes from configuration change control oversight meetings;other relevant documents or records		Organizational processes for configuration change control;automated mechanisms that implement configuration change control		Organizational personnel with configuration change control responsibilities;organizational personnel with information security responsibilities;system/network administrators;members of change control board or similar												

		CM-3(a)				determines the type of changes to the information system that must be configuration-controlled;																		

		CM-3(b)				reviews proposed configuration-controlled changes to the information system and approves or disapproves such changes with explicit consideration for security impact analyses;																		

		CM-3(c)				documents configuration change decisions associated with the information system;																		

		CM-3(d)				implements approved configuration-controlled changes to the information system;																		

		CM-3(e)																						

		CM-3(e)[1]				defines a time period to retain records of configuration-controlled changes to the information system;																		

		CM-3(e)[2]				retains records of configuration-controlled changes to the information system for the organization-defined time period;																		

		CM-3(f)				audits and reviews activities associated with configuration-controlled changes to the information system;																		

		CM-3(g)																						

		CM-3(g)[1]				defines a configuration change control element (e.g., committee, board) responsible for coordinating and providing oversight for configuration change control activities;																		

		CM-3(g)[2]				defines the frequency with which the configuration change control element must convene; and/or																		

		CM-3(g)[3]				defines configuration change conditions that prompt the configuration change control element to convene; and																		

		CM-3(g)[4]				coordinates and provides oversight for configuration change control activities through organization-defined configuration change control element that convenes at organization-defined frequency and/or for any organization-defined configuration change conditions.																		

		CM-4		SECURITY IMPACT ANALYSIS		Determine if the organization analyzes changes to the information system to determine potential security impacts prior to change implementation.		Configuration management policy;procedures addressing security impact analysis for changes to the information system;configuration management plan;security impact analysis documentation;analysis tools and associated outputs;change control records;information system audit records;other relevant documents or records		Organizational processes for security impact analysis		Organizational personnel with responsibility for conducting security impact analysis;organizational personnel with information security responsibilities;system/network administrators												

		CM-5		ACCESS RESTRICTIONS FOR CHANGE		Determine if the organization:		Configuration management policy;procedures addressing access restrictions for changes to the information system;configuration management plan;information system design documentation;information system architecture and configuration documentation;information system configuration settings and associated documentation;logical access approvals;physical access approvals;access credentials;change control records;information system audit records;other relevant documents or records		Organizational processes for managing access restrictions to change;automated mechanisms supporting/implementing/enforcing access restrictions associated with changes to the information system		Organizational personnel with logical access control responsibilities;organizational personnel with physical access control responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		CM-5[1]				defines physical access restrictions associated with changes to the information system;																		

		CM-5[2]				documents physical access restrictions associated with changes to the information system;																		

		CM-5[3]				approves physical access restrictions associated with changes to the information system;																		

		CM-5[4]				enforces physical access restrictions associated with changes to the information system;																		

		CM-5[5]				defines logical access restrictions associated with changes to the information system;																		

		CM-5[6]				documents logical access restrictions associated with changes to the information system;																		

		CM-5[7]				approves logical access restrictions associated with changes to the information system; and																		

		CM-5[8]				enforces logical access restrictions associated with changes to the information system.																		

		CM-5(1)		AUTOMATED ACCESS ENFORCEMENT / AUDITING		Determine if the information system:		Configuration management policy;procedures addressing access restrictions for changes to the information system;information system design documentation;information system architecture and configuration documentation;information system configuration settings and associated documentation;change control records;information system audit records;other relevant documents or records		Organizational processes for managing access restrictions to change;automated mechanisms implementing enforcement of access restrictions for changes to the information system;automated mechanisms supporting auditing of enforcement actions		Organizational personnel with information security responsibilities;system/network administrators;system developers												

		CM-5(1)[1]				enforces access restrictions for change; and																		

		CM-5(1)[2]				supports auditing of the enforcement actions.																		

		CM-5(3)		SIGNED COMPONENTS		Determine if:		Configuration management policy;procedures addressing access restrictions for changes to the information system;configuration management plan;security plan;list of software and firmware components to be prohibited from installation without a recognized and approved certificate;information system design documentation;information system architecture and configuration documentation;information system configuration settings and associated documentation;change control records;information system audit records;other relevant documents or records		Organizational processes for managing access restrictions to change;automated mechanisms preventing installation of software and firmware components not signed with an organization-recognized and approved certificate		Organizational personnel with information security responsibilities;system/network administrators;system developers												

		CM-5(3)[1]				the organization defines software and firmware components that the information system will prevent from being installed without verification that such components have been digitally signed using a certificate that is recognized and approved by the organization; and																		

		CM-5(3)[2]				the information system prevents the installation of organization-defined software and firmware components without verification that such components have been digitally signed using a certificate that is recognized and approved by the organization.																		

		CM-5(5)		LIMIT PRODUCTION / OPERATIONAL PRIVILEGES		Determine if the organization:		Configuration management policy;procedures addressing access restrictions for changes to the information system;configuration management plan;security plan;information system design documentation;information system architecture and configuration documentation;information system configuration settings and associated documentation;user privilege reviews;user privilege recertifications;change control records;information system audit records;other relevant documents or records		Organizational processes for managing access restrictions to change;automated mechanisms supporting and/or implementing access restrictions for change		Organizational personnel with information security responsibilities;system/network administrators												

		CM-5(5)(a)				limits privileges to change information system components and system-related information within a production or operational environment;																		

		CM-5(5)(b)																						

		CM-5(5)(b)[1]				defines the frequency to review and reevaluate privileges; and																		

		CM-5(5)(b)[2]				reviews and reevaluates privileges with the organization-defined frequency.																		

		CM-6		CONFIGURATION SETTINGS		Determine if  the organization:		Configuration management policy;procedures addressing configuration settings for the information system;configuration management plan;security plan;information system design documentation;information system configuration settings and associated documentation;security configuration checklists;evidence supporting approved deviations from established configuration settings;change control records;information system audit records;other relevant documents or records		Organizational processes for managing configuration settings;automated mechanisms that implement, monitor, and/or control information system configuration settings;automated mechanisms that identify and/or document deviations from established configuration settings		Organizational personnel with security configuration management responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		CM-6(a)																						

		CM-6(a)[1]				defines security configuration checklists to be used to establish and document configuration settings for the information technology products employed;																		

		CM-6(a)[2]				ensures the defined security configuration checklists reflect the most restrictive mode consistent with operational requirements;																		

		CM-6(a)[3]				establishes and documents configuration settings for information technology products employed within the information system using organization-defined security configuration checklists;																		

		CM-6(b)				implements the configuration settings established/documented in CM-6(a);;																		

		CM-6(c)																						

		CM-6(c)[1]				defines information system components for which any deviations from established configuration settings must be:																		

		CM-6(c)[1][a]				identified;																		

		CM-6(c)[1][b]				documented;																		

		CM-6(c)[1][c]				approved;																		

		CM-6(c)[2]				defines operational requirements to support:																		

		CM-6(c)[2][a]				the identification of any deviations from established configuration settings;																		

		CM-6(c)[2][b]				the documentation of any deviations from established configuration settings;																		

		CM-6(c)[2][c]				the approval of any deviations from established configuration settings;																		

		CM-6(c)[3]				identifies any deviations from established configuration settings for organization-defined information system components based on organizational-defined operational requirements;																		

		CM-6(c)[4]				documents any deviations from established configuration settings for organization-defined information system components based on organizational-defined operational requirements;																		

		CM-6(c)[5]				approves any deviations from established configuration settings for organization-defined information system components based on organizational-defined operational requirements;																		

		CM-6(d)																						

		CM-6(d)[1]				monitors changes to the configuration settings in accordance with organizational policies and procedures; and																		

		CM-6(d)[2]				controls changes to the configuration settings in accordance with organizational policies and procedures.																		

		CM-6(1)		AUTOMATED CENTRAL MANAGEMENT / APPLICATION / VERIFICATION		Determine if the organization:		Configuration management policy;procedures addressing configuration settings for the information system;configuration management plan;information system design documentation;information system configuration settings and associated documentation;security configuration checklists;change control records;information system audit records;other relevant documents or records		Organizational processes for managing configuration settings;automated mechanisms implemented to centrally manage, apply, and verify information system configuration settings		Organizational personnel with security configuration management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		CM-6(1)[1]				defines information system components for which automated mechanisms are to be employed to:																		

		CM-6(1)[1][a]				centrally manage configuration settings of such components;																		

		CM-6(1)[1][b]				apply configuration settings of such components;																		

		CM-6(1)[1][c]				verify configuration settings of such components;																		

		CM-6(1)[2]				employs automated mechanisms to:																		

		CM-6(1)[2][a]				centrally manage configuration settings for organization-defined information system components;																		

		CM-6(1)[2][b]				apply configuration settings for organization-defined information system components; and																		

		CM-6(1)[2][c]				verify configuration settings for organization-defined information system components.																		

		CM-7		LEAST FUNCTIONALITY		Determine if the organization:		Configuration management policy;configuration management plan;procedures addressing least functionality in the information system;security plan;information system design documentation;information system configuration settings and associated documentation;security configuration checklists;other relevant documents or records		Organizational processes prohibiting or restricting functions, ports, protocols, and/or services;automated mechanisms implementing restrictions or prohibition of functions, ports, protocols, and/or services		Organizational personnel with security configuration management responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		CM-7(a)				configures the information system to provide only essential capabilities;																		

		CM-7(b)																						

		CM-7(b)[1]				defines prohibited or restricted:																		

		CM-7(b)[1][a]				functions;																		

		CM-7(b)[1][b]				ports;																		

		CM-7(b)[1][c]				protocols; and/or																		

		CM-7(b)[1][d]				services;																		

		CM-7(b)[2]				prohibits or restricts the use of organization-defined:																		

		CM-7(b)[2][a]				functions;																		

		CM-7(b)[2][b]				ports;																		

		CM-7(b)[2][c]				protocols; and/or																		

		CM-7(b)[2][d]				services.																		

		CM-7(1)		PERIODIC REVIEW		Determine if the organization:		Configuration management policy;procedures addressing least functionality in the information system;configuration management plan;security plan;information system design documentation;information system configuration settings and associated documentation;security configuration checklists;documented reviews of functions, ports, protocols, and/or services;change control records;information system audit records;other relevant documents or records		Organizational processes for reviewing/disabling nonsecure functions, ports, protocols, and/or services;automated mechanisms implementing review and disabling of nonsecure functions, ports, protocols, and/or services		Organizational personnel with responsibilities for reviewing functions, ports, protocols, and services on the information system;organizational personnel with information security responsibilities;system/network administrators												

		CM-7(1)(a)																						

		CM-7(1)(a)[1]				defines the frequency to review the information system to identify unnecessary and/or nonsecure:																		

		CM-7(1)(a)[1][a]				functions;																		

		CM-7(1)(a)[1][b]				ports;																		

		CM-7(1)(a)[1][c]				protocols; and/or																		

		CM-7(1)(a)[1][d]				services;																		

		CM-7(1)(a)[2]				reviews the information system with the organization-defined frequency to identify unnecessary and/or nonsecure:																		

		CM-7(1)(a)[2][a]				functions;																		

		CM-7(1)(a)[2][b]				ports;																		

		CM-7(1)(a)[2][c]				protocols; and/or																		

		CM-7(1)(a)[2][d]				services;																		

		CM-7(1)(b)																						

		CM-7(1)(b)[1]				defines, within the information system, unnecessary and/or nonsecure:																		

		CM-7(1)(b)[1][a]				functions;																		

		CM-7(1)(b)[1][b]				ports;																		

		CM-7(1)(b)[1][c]				protocols; and/or																		

		CM-7(1)(b)[1][d]				services;																		

		CM-7(1)(b)[2]				disables organization-defined unnecessary and/or nonsecure:																		

		CM-7(1)(b)[2][a]				functions;																		

		CM-7(1)(b)[2][b]				ports;																		

		CM-7(1)(b)[2][c]				protocols; and/or																		

		CM-7(1)(b)[2][d]				services.																		

		CM-7(2)		PREVENT PROGRAM EXECUTION		Determine if:		Configuration management policy;procedures addressing least functionality in the information system;configuration management plan;security plan;information system design documentation;specifications for preventing software program execution;information system configuration settings and associated documentation;change control records;information system audit records;other relevant documents or records		Organizational processes preventing program execution on the information system;organizational processes for software program usage and restrictions;automated mechanisms preventing program execution on the information system;automated mechanisms supporting and/or implementing software program usage and restrictions		Organizational personnel with information security responsibilities;system/network administrators;system developers												

		CM-7(2)[1]				the organization defines policies regarding software program usage and restrictions;																		

		CM-7(2)[2]				the information system prevents program execution in accordance with one or more of the following:																		

		CM-7(2)[2][a]				organization-defined policies regarding program usage and restrictions; and/or																		

		CM-7(2)[2][b]				rules authorizing the terms and conditions of software program usage.																		

		CM-7(5)		AUTHORIZED SOFTWARE (WHITELISTING)		Determine if the organization:		Configuration management policy;procedures addressing least functionality in the information system;configuration management plan;information system design documentation;information system configuration settings and associated documentation;list of software programs authorized to execute on the information system;security configuration checklists;review and update records associated with list of authorized software programs;change control records;information system audit records;other relevant documents or records		Organizational process for identifying, reviewing, and updating programs authorized to execute on the information system;organizational process for implementing whitelisting;automated mechanisms implementing whitelisting		Organizational personnel with responsibilities for identifying software authorized to execute on the information system;organizational personnel with information security responsibilities;system/network administrators												

		CM-7(5)(a)				Identifies/defines software programs authorized to execute on the information system;																		

		CM-7(5)(b)				employs a deny-all, permit-by-exception policy to allow the execution of authorized software programs on the information system;																		

		CM-7(5)(c)																						

		CM-7(5)(c)[1]				defines the frequency to review and update the list of authorized software programs on the information system; and																		

		CM-7(5)(c)[2]				reviews and updates the list of authorized software programs with the organization-defined frequency.																		

		CM-8		INFORMATION SYSTEM COMPONENT INVENTORY		Determine if the organization:		Configuration management policy;procedures addressing information system component inventory;configuration management plan;security plan;information system inventory records;inventory reviews and update records;other relevant documents or records		Organizational processes for developing and documenting an inventory of information system components;automated mechanisms supporting and/or implementing the information system component inventory		Organizational personnel with responsibilities for information system component inventory;organizational personnel with information security responsibilities;system/network administrators												

		CM-8(a)																						

		CM-8(a)(1)				develops and documents an inventory of information system components that accurately reflects the current information system;																		

		CM-8(a)(2)				develops and documents an inventory of information system components that includes all components within the authorization boundary of the information system;																		

		CM-8(a)(3)				develops and documents an inventory of information system components that is at the level of granularity deemed necessary for tracking and reporting;																		

		CM-8(a)(4)																						

		CM-8(a)(4)[1]				defines the information deemed necessary to achieve effective information system component accountability;																		

		CM-8(a)(4)[2]				develops and documents an inventory of information system components that includes organization-defined information deemed necessary to achieve effective information system component accountability;																		

		CM-8(b)																						

		CM-8(b)[1]				defines the frequency to review and update the information system component inventory; and																		

		CM-8(b)[2]				reviews and updates the information system component inventory with the organization-defined frequency.																		

		CM-8(1)		UPDATES DURING INSTALLATIONS / REMOVALS		Determine if the organization updates the inventory of information system components as an integral part of:		Configuration management policy;procedures addressing information system component inventory;configuration management plan;security plan;information system inventory records;inventory reviews and update records;component installation records;component removal records;other relevant documents or records		Organizational processes for updating inventory of information system components;automated mechanisms implementing updating of the information system component inventory		Organizational personnel with responsibilities for updating the information system component inventory;organizational personnel with information security responsibilities;system/network administrators												

		CM-8(1)[1]				component installations;																		

		CM-8(1)[2]				component removals; and																		

		CM-8(1)[3]				information system updates.																		

		CM-8(3)		AUTOMATED UNAUTHORIZED COMPONENT DETECTION		Determine if the organization:		Configuration management policy;procedures addressing information system component inventory;configuration management plan;security plan;information system design documentation;information system configuration settings and associated documentation;information system inventory records;alerts/notifications of unauthorized components within the information system;information system monitoring records;change control records;information system audit records;other relevant documents or records		Organizational processes for detection of unauthorized information system components;automated mechanisms implementing the detection of unauthorized information system components		Organizational personnel with responsibilities for managing the automated mechanisms implementing unauthorized information system component detection;organizational personnel with information security responsibilities;system/network administrators;system developers												

		CM-8(3)(a)																						

		CM-8(3)(a)[1]				defines the frequency to employ automated mechanisms to detect the presence of unauthorized:																		

		CM-8(3)(a)[1][a]				hardware components within the information system;																		

		CM-8(3)(a)[1][b]				software components within the information system;																		

		CM-8(3)(a)[1][c]				firmware components within the information system;																		

		CM-8(3)(a)[2]				employs automated mechanisms with the organization-defined frequency to detect the presence of unauthorized:																		

		CM-8(3)(a)[2][a]				hardware components within the information system;																		

		CM-8(3)(a)[2][b]				software components within the information system;																		

		CM-8(3)(a)[2][c]				firmware components within the information system;																		

		CM-8(3)(b)																						

		CM-8(3)(b)[1]				defines personnel or roles to be notified when unauthorized components are detected;																		

		CM-8(3)(b)[2]				takes one or more of the following actions when unauthorized components are detected:																		

		CM-8(3)(b)[2][a]				disables network access by such components;																		

		CM-8(3)(b)[2][b]				isolates the components; and/or																		

		CM-8(3)(b)[2][c]				notifies organization-defined personnel or roles.																		

		CM-8(5)		NO DUPLICATE ACCOUNTING OF COMPONENTS		Determine if the organization verifies that all components within the authorization boundary of the information system are not duplicated in other information system inventories. 		Configuration management policy;procedures addressing information system component inventory;configuration management plan;security plan;information system inventory records;other relevant documents or records		Organizational processes for maintaining the inventory of information system components;automated mechanisms implementing the information system component inventory		Organizational personnel with information system inventory responsibilities;organizational personnel with responsibilities for defining information system components within the authorization boundary of the system;organizational personnel with information security responsibilities;system/network administrators												

		CM-9		CONFIGURATION MANAGEMENT PLAN		Determine if the organization develops, documents, and implements a configuration management plan for the information system that:		Configuration management policy;procedures addressing configuration management planning;configuration management plan;security plan;other relevant documents or records		Organizational processes for developing and documenting the configuration management plan;organizational processes for identifying and managing configuration items;organizational processes for protecting the configuration management plan;automated mechanisms implementing the configuration management plan;automated mechanisms for managing configuration items;automated mechanisms for protecting the configuration management plan		Organizational personnel with responsibilities for developing the configuration management plan;organizational personnel with responsibilities for implementing and managing processes defined in the configuration management plan;organizational personnel with responsibilities for protecting the configuration management plan;organizational personnel with information security responsibilities;system/network administrators												

		CM-9(a)																						

		CM-9(a)[1]				addresses roles;																		

		CM-9(a)[2]				addresses responsibilities;																		

		CM-9(a)[3]				addresses configuration management processes and procedures;																		

		CM-9(b)				establishes a process for:																		

		CM-9(b)[1]				identifying configuration items throughout the SDLC;																		

		CM-9(b)[2]				managing the configuration of the configuration items;																		

		CM-9(c)																						

		CM-9(c)[1]				defines the configuration items for the information system;																		

		CM-9(c)[2]				places the configuration items under configuration management;																		

		CM-9(d)				protects the configuration management plan from unauthorized:																		

		CM-9(d)[1]				disclosure; and																		

		CM-9(d)[2]				modification.																		

		CM-10		SOFTWARE USAGE RESTRICTIONS		Determine if the organization:		Configuration management policy;procedures addressing software usage restrictions;configuration management plan;security plan;software contract agreements and copyright laws;site license documentation;list of software usage restrictions;software license tracking reports;other relevant documents or records		Organizational process for tracking the use of software protected by quantity licenses;organization process for controlling/documenting the use of peer-to-peer file sharing technology;automated mechanisms implementing software license tracking;automated mechanisms implementing and controlling the use of peer-to-peer files sharing technology		Organizational personnel with information security responsibilities;system/network administrators;organizational personnel operating, using, and/or maintaining the information system;organizational personnel with software license management responsibilities												

		CM-10(a)				uses software and associated documentation in accordance with contract agreements and copyright laws;																		

		CM-10(b)				tracks the use of software and associated documentation protected by quantity licenses to control copying and distribution; and																		

		CM-10(c)				controls and documents the use of peer-to-peer file sharing technology to ensure that this capability is not used for the unauthorized distribution, display, performance, or reproduction of copyrighted work.																		

		CM-10(1)		OPEN SOURCE SOFTWARE		Determine if the organization:		Configuration management policy;procedures addressing restrictions on use of open source software;configuration management plan;security plan;other relevant documents or records		Organizational process for restricting the use of open source software;automated mechanisms implementing restrictions on the use of open source software		Organizational personnel with responsibilities for establishing and enforcing restrictions on use of open source software;organizational personnel with information security responsibilities;system/network administrators												

		CM-10(1)[1]				defines restrictions on the use of open source software; and																		

		CM-10(1)[2]				establishes organization-defined restrictions on the use of open source software.																		

		CM-11		USER-INSTALLED SOFTWARE		Determine if the organization:		Configuration management policy;procedures addressing user installed software;configuration management plan;security plan;information system design documentation;information system configuration settings and associated documentation;list of rules governing user installed software;information system monitoring records;information system audit records;other relevant documents or records;continuous monitoring strategy		Organizational processes governing user-installed software on the information system;automated mechanisms enforcing rules/methods for governing the installation of software by users;automated mechanisms monitoring policy compliance		Organizational personnel with responsibilities for governing user-installed software;organizational personnel operating, using, and/or maintaining the information system;organizational personnel monitoring compliance with user-installed software policy;organizational personnel with information security responsibilities;system/network administrators												

		CM-11(a)																						

		CM-11(a)[1]				defines policies to govern the installation of software by users;																		

		CM-11(a)[2]				establishes organization-defined policies governing the installation of software by users;																		

		CM-11(b)																						

		CM-11(b)[1]				defines methods to enforce software installation policies;																		

		CM-11(b)[2]				enforces software installation policies through organization-defined methods;																		

		CM-11(c)																						

		CM-11(c)[1]				defines frequency to monitor policy compliance; and																		

		CM-11(c)[2]				monitors policy compliance at organization-defined frequency.																		





CP Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		CP-1		CONTINGENCY PLANNING POLICY AND PROCEDURES		Determine if:		Contingency planning policy and procedures;other relevant documents or records				Organizational personnel with contingency planning responsibilities;organizational personnel with information security responsibilities																																				Low

		CP-1(a)(1)																																														Moderate

		CP-1(a)(1)[1]				the organization develops and documents a contingency planning policy that addresses:																																										High

		CP-1(a)(1)[1][a]				purpose;																		

		CP-1(a)(1)[1][b]				scope;																		

		CP-1(a)(1)[1][c]				roles;																		

		CP-1(a)(1)[1][d]				responsibilities;																		

		CP-1(a)(1)[1][e]				management commitment;																		

		CP-1(a)(1)[1][f]				coordination among organizational entities;																		

		CP-1(a)(1)[1][g]				compliance;																		

		CP-1(a)(1)[2]				the organization defines  personnel or roles to whom the contingency planning policy is to be disseminated;																		

		CP-1(a)(1)[3]				the organization disseminates the contingency planning policy to organization-defined personnel or roles;																		

		CP-1(a)(2)																						

		CP-1(a)(2)[1]				the organization develops and documents procedures to facilitate the implementation of the contingency planning policy and associated contingency planning controls;																		

		CP-1(a)(2)[2]				the organization defines personnel or roles to whom the procedures are to be disseminated;																		

		CP-1(a)(2)[3]				the organization disseminates the procedures to organization-defined personnel or roles;																		

		CP-1(b)(1)																						

		CP-1(b)(1)[1]				the organization defines the frequency to review and update the current contingency planning policy;																		

		CP-1(b)(1)[2]				the organization reviews and updates the current contingency planning with the organization-defined frequency;																		

		CP-1(b)(2)																						

		CP-1(b)(2)[1]				the organization defines the frequency to review and update the current contingency planning procedures; and																		

		CP-1(b)(2)[2]				the organization reviews and updates the current contingency planning procedures with the organization-defined frequency.																		

		CP-2		CONTINGENCY PLAN		Determine if the organization:		Contingency planning policy;procedures addressing contingency operations for the information system;contingency plan;security plan;evidence of contingency plan reviews and updates;other relevant documents or records		Organizational processes for contingency plan development, review, update, and protection;automated mechanisms for developing, reviewing, updating and/or protecting the contingency plan		Organizational personnel with contingency planning and plan implementation responsibilities;organizational personnel with incident handling responsibilities;organizational personnel with information security responsibilities												

		CP-2(a)				develops and documents a contingency plan for the information system that:																		

		CP-2(a)(1)				identifies essential missions and business functions and associated contingency requirements;																		

		CP-2(a)(2)																						

		CP-2(a)(2)[1]				provides recovery objectives;																		

		CP-2(a)(2)[2]				provides restoration priorities;																		

		CP-2(a)(2)[3]				provides metrics;																		

		CP-2(a)(3)																						

		CP-2(a)(3)[1]				addresses contingency roles;																		

		CP-2(a)(3)[2]				addresses contingency responsibilities;																		

		CP-2(a)(3)[3]				addresses assigned individuals with contact information;																		

		CP-2(a)(4)				addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure;																		

		CP-2(a)(5)				addresses eventual, full information system restoration without deterioration of the security safeguards originally planned and implemented;																		

		CP-2(a)(6)																						

		CP-2(a)(6)[1]				defines personnel or roles to review and approve the contingency plan for the information system;																		

		CP-2(a)(6)[2]				is reviewed and approved by organization-defined personnel or roles;																		

		CP-2(b)																						

		CP-2(b)[1]				defines key contingency personnel (identified by name and/or by role) and organizational elements to whom copies of the contingency plan are to be distributed;																		

		CP-2(b)[2]				distributes copies of the contingency plan to organization-defined key contingency personnel and organizational elements;																		

		CP-2(c)				coordinates contingency planning activities with incident handling activities;																		

		CP-2(d)																						

		CP-2(d)[1]				defines a frequency to review the contingency plan for the information system;																		

		CP-2(d)[2]				reviews the contingency plan with the organization-defined frequency;																		

		CP-2(e)				updates the contingency plan to address:																		

		CP-2(e)[1]				changes to the organization, information system, or environment of operation;																		

		CP-2(e)[2]				problems encountered during plan implementation, execution, and testing;																		

		CP-2(f)																						

		CP-2(f)[1]				defines key contingency personnel (identified by name and/or by role) and organizational elements to whom contingency plan changes are to be communicated;																		

		CP-2(f)[2]				communicates contingency plan changes to organization-defined key contingency personnel and organizational elements; and																		

		CP-2(g)				protects the contingency plan from unauthorized disclosure and modification.																		

		CP-2(1)		COORDINATE WITH RELATED PLANS		Determine if the organization coordinates contingency plan development with organizational elements responsible for related plans.		Contingency planning policy;procedures addressing contingency operations for the information system;contingency plan;business contingency plans;disaster recovery plans;continuity of operations plans;crisis communications plans;critical infrastructure plans;cyber incident response plan;insider threat implementation plans;occupant emergency plans;security plan;other relevant documents or records				Organizational personnel with contingency planning and plan implementation responsibilities;organizational personnel with information security responsibilities;personnel with responsibility for related plans												

		CP-2(2)		CAPACITY PLANNING		Determine if the organization conducts capacity planning so that necessary capacity exists during contingency operations for: 		Contingency planning policy;procedures addressing contingency operations for the information system;contingency plan;capacity planning documents;other relevant documents or records				Organizational personnel with contingency planning and plan implementation responsibilities;organizational personnel with information security responsibilities												

		CP-2(2)[1]				information processing;																		

		CP-2(2)[2]				telecommunications; and																		

		CP-2(2)[3]				environmental support.																		

		CP-2(3)		RESUME ESSENTIAL MISSIONS/BUSINESS FUNCTIONS		Determine if the organization:		Contingency planning policy;procedures addressing contingency operations for the information system;contingency plan;security plan;business impact assessment;other related plans;other relevant documents or records		Organizational processes for resumption of missions and business functions		Organizational personnel with contingency planning and plan implementation responsibilities;organizational personnel with information security responsibilities												

		CP-2(3)[1]				defines the time period to plan for the resumption of essential missions and business functions as a result of contingency plan activation; and																		

		CP-2(3)[2]				plans for the resumption of essential missions and business functions within organization-defined time period of contingency plan activation.																		

		CP-2(8)		IDENTIFY CRITICAL ASSETS		Determine if the organization identifies critical information system assets supporting essential missions and business functions.		Contingency planning policy;procedures addressing contingency operations for the information system;contingency plan;business impact assessment;security plan;other relevant documents or records				Organizational personnel with contingency planning and plan implementation responsibilities;organizational personnel with information security responsibilities												

		CP-3		CONTINGENCY TRAINING		Determine if the organization:		Contingency planning policy;procedures addressing contingency training;contingency plan;contingency training curriculum;contingency training material;security plan;contingency training records;other relevant documents or records		Organizational processes for contingency training		Organizational personnel with contingency planning, plan implementation, and training responsibilities;organizational personnel with information security responsibilities												

		CP-3(a)																						

		CP-3(a)[1]				defines a time period within which contingency training is to be provided to information system users assuming a contingency role or responsibility;																		

		CP-3(a)[2]				provides contingency training to information system users consistent with assigned roles and responsibilities within the organization-defined time period of assuming a contingency role or responsibility;																		

		CP-3(b)				provides contingency training to information system users consistent with assigned roles and responsibilities when required by information system changes;																		

		CP-3(c)																						

		CP-3(c)[1]				defines the frequency for contingency training thereafter; and																		

		CP-3(c)[2]				provides contingency training to information system users consistent with assigned roles and responsibilities with the organization-defined frequency thereafter.																		

		CP-4		CONTINGENCY PLAN TESTING		Determine if the organization: 		Contingency planning policy;procedures addressing contingency plan testing;contingency plan;security plan;contingency plan test documentation;contingency plan test results;other relevant documents or records		Organizational processes for contingency plan testing;automated mechanisms supporting the contingency plan and/or contingency plan testing		Organizational personnel with responsibilities for contingency plan testing, reviewing or responding to contingency plan tests;organizational personnel with information security responsibilities												

		CP-4(a)																						

		CP-4(a)[1]				defines tests to determine the effectiveness of the contingency plan and the organizational readiness to execute the plan;																		

		CP-4(a)[2]				defines a frequency to test the contingency plan for the information system;																		

		CP-4(a)[3]				tests the contingency plan for the information system with the organization-defined frequency, using organization-defined tests to determine the effectiveness of the plan and the organizational readiness to execute the plan;																		

		CP-4(b)				reviews the contingency plan test results; and																		

		CP-4(c)				initiates corrective actions, if needed.																		

		CP-4(1)		COORDINATE WITH RELATED PLANS		Determine if the organization coordinates contingency plan testing with organizational elements responsible for related plans. 		Contingency planning policy;incident response policy;procedures addressing contingency plan testing;contingency plan testing documentation;contingency plan;business continuity plans;disaster recovery plans;continuity of operations plans;crisis communications plans;critical infrastructure plans;cyber incident response plans;occupant emergency plans;security plan;other relevant documents or records				Organizational personnel with contingency plan testing responsibilities;organizational personnel;personnel with responsibilities for related plans;organizational personnel with information security responsibilities												

		CP-6		ALTERNATE STORAGE SITE		Determine if the organization: 		Contingency planning policy;procedures addressing alternate storage sites;contingency plan;alternate storage site agreements;primary storage site agreements;other relevant documents or records		Organizational processes for storing and retrieving information system backup information at the alternate storage site;automated mechanisms supporting and/or implementing storage and retrieval of information system backup information at the alternate storage site		Organizational personnel with contingency plan alternate storage site responsibilities;organizational personnel with information system recovery responsibilities;organizational personnel with information security responsibilities												

		CP-6[1]				establishes an alternate storage site including necessary agreements to permit the storage and retrieval of information system backup information; and																		

		CP-6[2]				ensures that the alternate storage site provides information security safeguards equivalent to that of the primary site.																		

		CP-6(1)		SEPARATION FROM PRIMARY SITE		Determine if the organization identifies an alternate storage site that is separated from the primary storage site to reduce susceptibility to the same threats. 		Contingency planning policy;procedures addressing alternate storage sites;contingency plan;alternate storage site;alternate storage site agreements;primary storage site agreements;other relevant documents or records				Organizational personnel with contingency plan alternate storage site responsibilities;organizational personnel with information system recovery responsibilities;organizational personnel with information security responsibilities												

		CP-6(3)		ACCESSIBILITY		Determine if the organization: 		Contingency planning policy;procedures addressing alternate storage sites;contingency plan;alternate storage site;list of potential accessibility problems to alternate storage site;mitigation actions for accessibility problems to alternate storage site;organizational risk assessments;other relevant documents or records				Organizational personnel with contingency plan alternate storage site responsibilities;organizational personnel with information system recovery responsibilities;organizational personnel with information security responsibilities												

		CP-6(3)[1]				identifies potential accessibility problems to the alternate storage site in the event of an area-wide disruption or disaster; and																		

		CP-6(3)[2]				outlines explicit mitigation actions for such potential accessibility problems to the alternate storage site in the event of an area-wide disruption or disaster.																		

		CP-7		ALTERNATE PROCESSING SITE		Determine if the organization: 		Contingency planning policy;procedures addressing alternate processing sites;contingency plan;alternate processing site agreements;primary processing site agreements;spare equipment and supplies inventory at alternate processing site;equipment and supply contracts;service-level agreements;other relevant documents or records		Organizational processes for recovery at the alternate site;automated mechanisms supporting and/or implementing recovery at the alternate processing site		Organizational personnel with responsibilities for contingency planning and/or alternate site arrangements;organizational personnel with information security responsibilities												

		CP-7(a)																						

		CP-7(a)[1]				defines information system operations requiring an alternate processing site to be established to permit the transfer and resumption of such operations;																		

		CP-7(a)[2]				defines the time period consistent with recovery time objectives and recovery point objectives (as specified in the information system contingency plan) for transfer/resumption of organization-defined information system operations for essential missions/business functions;																		

		CP-7(a)[3]				establishes an alternate processing site including necessary agreements to permit the transfer and resumption of organization-defined information system operations for essential missions/business functions, within the organization-defined time period, when the primary processing capabilities are unavailable;																		

		CP-7(b)																						

		CP-7(b)[1]				ensures that equipment and supplies required to transfer and resume operations are available at the alternate processing site; or																		

		CP-7(b)[2]				ensures that contracts are in place to support delivery to the site within the organization-defined time period for transfer/resumption; and																		

		CP-7(c)				ensures that the alternate processing site provides information security safeguards equivalent to those of the primary site.																		

		CP-7(1)		SEPARATION FROM PRIMARY SITE		Determine if the organization identifies an alternate processing site that is separated from the primary storage site to reduce susceptibility to the same threats. 		Contingency planning policy;procedures addressing alternate processing sites;contingency plan;alternate processing site;alternate processing site agreements;primary processing site agreements;other relevant documents or records				Organizational personnel with contingency plan alternate processing site responsibilities;organizational personnel with information system recovery responsibilities;organizational personnel with information security responsibilities												

		CP-7(2)		ACCESSIBILITY		Determine if the organization: 		Contingency planning policy;procedures addressing alternate processing sites;contingency plan;alternate processing site;alternate processing site agreements;primary processing site agreements;other relevant documents or records				Organizational personnel with contingency plan alternate processing site responsibilities;organizational personnel with information system recovery responsibilities;organizational personnel with information security responsibilities												

		CP-7(2)[1]				identifies potential accessibility problems to the alternate processing site in the event of an area-wide disruption or disaster; and																		

		CP-7(2)[2]				outlines explicit mitigation actions for such potential accessibility problems to the alternate processing site in the event of an area-wide disruption or disaster.																		

		CP-7(3)		PRIORITY OF SERVICE		Determine if the organization develops alternate processing site agreements that contain priority-of-service provisions in accordance with organizational availability requirements (including recovery time objectives as specified in the information system contingency plan).		Contingency planning policy;procedures addressing alternate processing sites;contingency plan;alternate processing site agreements;service-level agreements;other relevant documents or records				Organizational personnel with contingency plan alternate processing site responsibilities;organizational personnel with information system recovery responsibilities;organizational personnel with information security responsibilities;organizational personnel with responsibility for acquisitions/contractual agreements												

		CP-8		TELECOMMUNICATIONS SERVICES		Determine if the organization: 		Contingency planning policy;procedures addressing alternate telecommunications services;contingency plan;primary and alternate telecommunications service agreements;other relevant documents or records		Automated mechanisms supporting telecommunications		Organizational personnel with contingency plan telecommunications responsibilities;organizational personnel with information system recovery responsibilities;organizational personnel with information security responsibilities;organizational personnel with responsibility for acquisitions/contractual agreements												

		CP-8[1]				defines information system operations requiring alternate telecommunications services to be established to permit the resumption of such operations;																		

		CP-8[2]				defines the time period to permit resumption of organization-defined information system operations for essential missions and business functions; and																		

		CP-8[3]				establishes alternate telecommunications services including necessary agreements to permit the resumption of organization-defined information system operations for essential missions and business functions, within the organization-defined time period, when the primary telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.																		

		CP-8(1)		PRIORITY OF SERVICE PROVISIONS		Determine if the organization: 		Contingency planning policy;procedures addressing primary and alternate telecommunications services;contingency plan;primary and alternate telecommunications service agreements;Telecommunications Service Priority documentation;other relevant documents or records		Automated mechanisms supporting telecommunications		Organizational personnel with contingency plan telecommunications responsibilities;organizational personnel with information system recovery responsibilities;organizational personnel with information security responsibilities;organizational personnel with responsibility for acquisitions/contractual agreements												

		CP-8(1)[1]				develops primary and alternate telecommunications service agreements that contain priority-of-service provisions in accordance with organizational availability requirements (including recovery time objectives as specified in the information system contingency plan); and																		

		CP-8(1)[2]				requests Telecommunications Service Priority for all telecommunications services used for national security emergency preparedness in the event that the primary and/or alternate telecommunications services are provided by a common carrier.																		

		CP-8(2)		SINGLE POINTS OF FAILURE		Determine if the organization obtains alternate telecommunications services to reduce the likelihood of sharing a single point of failure with primary telecommunications services. 		Contingency planning policy;procedures addressing primary and alternate telecommunications services;contingency plan;primary and alternate telecommunications service agreements;other relevant documents or records				Organizational personnel with contingency plan telecommunications responsibilities;organizational personnel with information system recovery responsibilities;primary and alternate telecommunications service providers;organizational personnel with information security responsibilities												

		CP-9		INFORMATION SYSTEM BACKUP		Determine if the organization: 		Contingency planning policy;procedures addressing information system backup;contingency plan;backup storage location(s);information system backup logs or records;other relevant documents or records		Organizational processes for conducting information system backups;automated mechanisms supporting and/or implementing information system backups		Organizational personnel with information system backup responsibilities;organizational personnel with information security responsibilities												

		CP-9(a)																						

		CP-9(a)[1]				defines a frequency, consistent with recovery time objectives and recovery point objectives as specified in the information system contingency plan, to conduct backups of user-level information contained in the information system;																		

		CP-9(a)[2]				conducts backups of user-level information contained in the information system with the organization-defined frequency;																		

		CP-9(b)																						

		CP-9(b)[1]				defines a frequency, consistent with recovery time objectives and recovery point objectives as specified in the information system contingency plan, to conduct backups of system-level information contained in the information system;																		

		CP-9(b)[2]				conducts backups of system-level information contained in the information system with the organization-defined frequency;																		

		CP-9(c)																						

		CP-9(c)[1]				defines a frequency, consistent with recovery time objectives and recovery point objectives as specified in the information system contingency plan, to conduct backups of information system documentation including security-related documentation;																		

		CP-9(c)[2]				conducts backups of information system documentation, including security-related documentation, with the organization-defined frequency; and																		

		CP-9(d)				protects the confidentiality, integrity, and availability of backup information at storage locations.																		

		CP-9(1)		TESTING FOR RELIABILITY / INTEGRITY		Determine if the organization: 		Contingency planning policy;procedures addressing information system backup;contingency plan;information system backup test results;contingency plan test documentation;contingency plan test results;other relevant documents or records		Organizational processes for conducting information system backups;automated mechanisms supporting and/or implementing information system backups		Organizational personnel with information system backup responsibilities;organizational personnel with information security responsibilities												

		CP-9(1)[1]				defines the frequency to test backup information to verify media reliability and information integrity; and																		

		CP-9(1)[2]				tests backup information with the organization-defined frequency to verify media reliability and information integrity.																		

		CP-9(3)		SEPARATE STORAGE FOR CRITICAL INFORMATION		Determine if the organization: 		Contingency planning policy;procedures addressing information system backup;contingency plan;backup storage location(s);information system backup configurations and associated documentation;information system backup logs or records;other relevant documents or records				Organizational personnel with contingency planning and plan implementation responsibilities;organizational personnel with information system backup responsibilities;organizational personnel with information security responsibilities												

		CP-9(3)[1]																						

		CP-9(3)[1][a]				defines critical information system software and other security-related information requiring backup copies to be stored in a separate facility; or																		

		CP-9(3)[1][b]				defines critical information system software and other security-related information requiring backup copies to be stored in a fire-rated container that is not collocated with the operational system; and																		

		CP-9(3)[2]				stores backup copies of organization-defined critical information system software and other security-related information in a separate facility or in a fire-rated container that is not collocated with the operational system.																		

		CP-10		INFORMATION SYSTEM RECOVERY AND RECONSTITUTION		Determine if the organization provides for: 		Contingency planning policy;procedures addressing information system backup;contingency plan;information system backup test results;contingency plan test results;contingency plan test documentation;redundant secondary system for information system backups;location(s) of redundant secondary backup system(s);other relevant documents or records		Organizational processes implementing information system recovery and reconstitution operations;automated mechanisms supporting and/or implementing information system recovery and reconstitution operations		Organizational personnel with contingency planning, recovery, and/or reconstitution responsibilities;organizational personnel with information security responsibilities												

		CP-10[1]				the recovery of the information system to a known state after:																		

		CP-10[1][a]				a disruption;																		

		CP-10[1][b]				a compromise; or																		

		CP-10[1][c]				a failure;																		

		CP-10[2]				the reconstitution of the information system to a known state after:																		

		CP-10[2][a]				a disruption;																		

		CP-10[2][b]				a compromise; or																		

		CP-10[2][c]				a failure.																		

		CP-10(2)		TRANSACTION RECOVERY		Determine if the information system implements transaction recovery for systems that are transaction-based. 		Contingency planning policy;procedures addressing information system recovery and reconstitution;contingency plan;information system design documentation;information system configuration settings and associated documentation;contingency plan test documentation;contingency plan test results;information system transaction recovery records;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing transaction recovery capability		Organizational personnel with responsibility for transaction recovery;organizational personnel with information security responsibilities												





IA Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		IA-1		IDENTIFICATION AND AUTHENTICATION POLICY AND PROCEDURES		Determine if the organization:		Identification and authentication policy and procedures;other relevant documents or records				Organizational personnel with identification and authentication responsibilities;organizational personnel with information security responsibilities																																				Low

		IA-1(a)(1)																																														Moderate

		IA-1(a)(1)[1]				develops and documents an identification and authentication policy that addresses:																																										High

		IA-1(a)(1)[1][a]				purpose;																		

		IA-1(a)(1)[1][b]				scope;																		

		IA-1(a)(1)[1][c]				roles;																		

		IA-1(a)(1)[1][d]				responsibilities;																		

		IA-1(a)(1)[1][e]				management commitment;																		

		IA-1(a)(1)[1][f]				coordination among organizational entities;																		

		IA-1(a)(1)[1][g]				compliance;																		

		IA-1(a)(1)[2]				defines  personnel or roles to whom the identification and authentication policy is to be disseminated; and																		

		IA-1(a)(1)[3]				disseminates the identification and authentication policy to organization-defined personnel or roles;																		

		IA-1(a)(2)																						

		IA-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the identification and authentication policy and associated identification and authentication controls;																		

		IA-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		IA-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		IA-1(b)(1)																						

		IA-1(b)(1)[1]				defines the frequency to review and update the current identification and authentication policy;																		

		IA-1(b)(1)[2]				reviews and updates the current identification and authentication policy with the organization-defined frequency; and																		

		IA-1(b)(2)																						

		IA-1(b)(2)[1]				defines the frequency to review and update the current identification and authentication procedures; and																		

		IA-1(b)(2)[2]				reviews and updates the current identification and authentication procedures with the organization-defined frequency.																		

		IA-2		IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS)		Determine if the information system uniquely identifies and authenticates organizational users (or processes acting on behalf of organizational users).		Identification and authentication policy;procedures addressing user identification and authentication;information system design documentation;information system configuration settings and associated documentation;information system audit records;list of information system accounts;other relevant documents or records		Organizational processes for uniquely identifying and authenticating users;automated mechanisms supporting and/or implementing identification and authentication capability		Organizational personnel with information system operations responsibilities;organizational personnel with information security responsibilities;system/network administrators;organizational personnel with account management responsibilities;system developers												

		IA-2(1)		NETWORK ACCESS TO PRIVILEGED ACCOUNTS		Determine if the information system implements multifactor authentication for network access to privileged accounts.		Identification and authentication policy;procedures addressing user identification and authentication;information system design documentation;information system configuration settings and associated documentation;information system audit records;list of information system accounts;other relevant documents or records		Automated mechanisms supporting and/or implementing multifactor authentication capability		Organizational personnel with information system operations responsibilities;organizational personnel with account management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-2(2)		NETWORK ACCESS TO NON-PRIVILEGED ACCOUNTS		Determine if the information system implements multifactor authentication for network access to non-privileged accounts.		Identification and authentication policy;procedures addressing user identification and authentication;information system design documentation;information system configuration settings and associated documentation;information system audit records;list of information system accounts;other relevant documents or records		Automated mechanisms supporting and/or implementing multifactor authentication capability		Organizational personnel with information system operations responsibilities;organizational personnel with account management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-2(3)		LOCAL ACCESS TO PRIVILEGED ACCOUNTS		Determine if the information system implements multifactor authentication for local access to privileged accounts.		Identification and authentication policy;procedures addressing user identification and authentication;information system design documentation;information system configuration settings and associated documentation;information system audit records;list of information system accounts;other relevant documents or records		Automated mechanisms supporting and/or implementing multifactor authentication capability		Organizational personnel with information system operations responsibilities;organizational personnel with account management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-2(5)		GROUP AUTHENTICATION		Determine if the organization requires individuals to be authenticated with an individual authenticator when a group authenticator is employed.		Identification and authentication policy;procedures addressing user identification and authentication;information system design documentation;information system configuration settings and associated documentation;information system audit records;list of information system accounts;other relevant documents or records		Automated mechanisms supporting and/or implementing authentication capability for group accounts		Organizational personnel with information system operations responsibilities;organizational personnel with account management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-2(8)		NETWORK ACCESS TO PRIVILEGED ACCOUNTS ΓÇô REPLAY RESISTANT		Determine if the information system implements replay-resistant authentication mechanisms for network access to privileged accounts. 		Identification and authentication policy;procedures addressing user identification and authentication;information system design documentation;information system configuration settings and associated documentation;information system audit records;list of privileged information system accounts;other relevant documents or records		Automated mechanisms supporting and/or implementing identification and authentication capability;automated mechanisms supporting and/or implementing replay resistant authentication mechanisms		Organizational personnel with information system operations responsibilities;organizational personnel with account management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-2(11)		REMOTE ACCESS ΓÇô SEPARATE DEVICE		Determine if: 		Identification and authentication policy;procedures addressing user identification and authentication;information system design documentation;information system configuration settings and associated documentation;information system audit records;list of privileged and non-privileged information system accounts;other relevant documents or records		Automated mechanisms supporting and/or implementing identification and authentication capability		Organizational personnel with information system operations responsibilities;organizational personnel with account management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-2(11)[1]				the information system implements multifactor authentication for remote access to privileged accounts such that one of the factors is provided by a device separate from the system gaining access;																		

		IA-2(11)[2]				the information system implements multifactor authentication for remote access to non-privileged accounts such that one of the factors is provided by a device separate from the system gaining access;																		

		IA-2(11)[3]				the organization defines strength of mechanism requirements to be enforced by a device separate from the system gaining remote access to privileged accounts;																		

		IA-2(11)[4]				the organization defines strength of mechanism requirements to be enforced by a device separate from the system gaining remote access to non-privileged accounts;																		

		IA-2(11)[5]				the information system implements multifactor authentication for remote access to privileged accounts such that a device, separate from the system gaining access, meets organization-defined strength of mechanism requirements; and																		

		IA-2(11)[6]				the information system implements multifactor authentication for remote access to non-privileged accounts such that a device, separate from the system gaining access, meets organization-defined strength of mechanism requirements.																		

		IA-2(12)		ACCEPTANCE OF PIV CREDENTIALS		Determine if the information system: 		Identification and authentication policy;procedures addressing user identification and authentication;information system design documentation;information system configuration settings and associated documentation;information system audit records;PIV verification records;evidence of PIV credentials;PIV credential authorizations;other relevant documents or records		Automated mechanisms supporting and/or implementing acceptance and verification of PIV credentials		Organizational personnel with information system operations responsibilities;organizational personnel with account management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-2(12)[1]				accepts Personal Identity Verification (PIV) credentials; and																		

		IA-2(12)[2]				electronically verifies Personal Identity Verification (PIV) credentials.																		

		IA-3		DEVICE IDENTIFICATION AND AUTHENTICATION		Determine if: 		Identification and authentication policy;procedures addressing device identification and authentication;information system design documentation;list of devices requiring unique identification and authentication;device connection reports;information system configuration settings and associated documentation;other relevant documents or records		Automated mechanisms supporting and/or implementing device identification and authentication capability		Organizational personnel with operational responsibilities for device identification and authentication;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-3[1]				the organization defines specific and/or types of devices that the information system uniquely identifies and authenticates before establishing one or more of the following:																		

		IA-3[1][a]				a local connection;																		

		IA-3[1][b]				a remote connection; and/or																		

		IA-3[1][c]				a network connection; and																		

		IA-3[2]				the information system uniquely identifies and authenticates organization-defined devices before establishing one or more of the following:																		

		IA-3[2][a]				a local connection;																		

		IA-3[2][b]				a remote connection; and/or																		

		IA-3[2][c]				a network connection.																		

		IA-4		IDENTIFIER MANAGEMENT		Determine if the organization manages information system identifiers by: 		Identification and authentication policy;procedures addressing identifier management;procedures addressing account management;security plan;information system design documentation;information system configuration settings and associated documentation;list of information system accounts;list of identifiers generated from physical access control devices;other relevant documents or records		Automated mechanisms supporting and/or implementing identifier management		Organizational personnel with identifier management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-4(a)																						

		IA-4(a)[1]				defining personnel or roles from whom authorization must be received to assign:																		

		IA-4(a)[1][a]				an individual identifier;																		

		IA-4(a)[1][b]				a group identifier;																		

		IA-4(a)[1][c]				a role identifier; and/or																		

		IA-4(a)[1][d]				a device identifier;																		

		IA-4(a)[2]				receiving authorization from organization-defined personnel or roles to assign:																		

		IA-4(a)[2][a]				an individual identifier;																		

		IA-4(a)[2][b]				a group identifier;																		

		IA-4(a)[2][c]				a role identifier; and/or																		

		IA-4(a)[2][d]				a device identifier;																		

		IA-4(b)				selecting an identifier that identifies:																		

		IA-4(b)[1]				an individual;																		

		IA-4(b)[2]				a group;																		

		IA-4(b)[3]				a role; and/or																		

		IA-4(b)[4]				a device;																		

		IA-4(c)				assigning the identifier to the intended:																		

		IA-4(c)[1]				individual;																		

		IA-4(c)[2]				group;																		

		IA-4(c)[3]				role; and/or																		

		IA-4(c)[4]				device;																		

		IA-4(d)																						

		IA-4(d)[1]				defining a time period for preventing reuse of identifiers;																		

		IA-4(d)[2]				preventing reuse of identifiers for the organization-defined time period;																		

		IA-4(e)																						

		IA-4(e)[1]				defining a time period of inactivity to disable the identifier; and																		

		IA-4(e)[2]				disabling the identifier after the organization-defined time period of inactivity.																		

		IA-4(4)		IDENTIFY USER STATUS		Determine if the organization: 		Identification and authentication policy;procedures addressing identifier management;procedures addressing account management;list of characteristics identifying individual status;other relevant documents or records		Automated mechanisms supporting and/or implementing identifier management		Organizational personnel with identifier management responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		IA-4(4)[1]				defines a characteristic to be used to identify individual status; and																		

		IA-4(4)[2]				manages individual identifiers by uniquely identifying each individual as the organization-defined characteristic identifying individual status.																		

		IA-5		AUTHENTICATOR MANAGEMENT		Determine if the organization manages information system authenticators by: 		Identification and authentication policy;procedures addressing authenticator management;information system design documentation;information system configuration settings and associated documentation;list of information system authenticator types;change control records associated with managing information system authenticators;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing authenticator management capability		Organizational personnel with authenticator management responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		IA-5(a)				verifying, as part of the initial authenticator distribution, the identity of:																		

		IA-5(a)[1]				the individual receiving the authenticator;																		

		IA-5(a)[2]				the group receiving the authenticator;																		

		IA-5(a)[3]				the role receiving the authenticator; and/or																		

		IA-5(a)[4]				the device receiving the authenticator;																		

		IA-5(b)				establishing initial authenticator content for authenticators defined by the organization;																		

		IA-5(c)				ensuring that authenticators have sufficient strength of mechanism for their intended use;																		

		IA-5(d)																						

		IA-5(d)[1]				establishing and implementing administrative procedures for initial authenticator distribution;																		

		IA-5(d)[2]				establishing and implementing administrative procedures for lost/compromised or damaged authenticators;																		

		IA-5(d)[3]				establishing and implementing administrative procedures for revoking authenticators;																		

		IA-5(e)				changing default content of authenticators prior to information system installation;																		

		IA-5(f)																						

		IA-5(f)[1]				establishing minimum lifetime restrictions for authenticators;																		

		IA-5(f)[2]				establishing maximum lifetime restrictions for authenticators;																		

		IA-5(f)[3]				establishing reuse conditions for authenticators;																		

		IA-5(g)																						

		IA-5(g)[1]				defining a time period (by authenticator type) for changing/refreshing authenticators;																		

		IA-5(g)[2]				changing/refreshing authenticators with the organization-defined time period by authenticator type;																		

		IA-5(h)				protecting authenticator content from unauthorized:																		

		IA-5(h)[1]				disclosure;																		

		IA-5(h)[2]				modification;																		

		IA-5(i)																						

		IA-5(i)[1]				requiring individuals to take specific security safeguards to protect authenticators;																		

		IA-5(i)[2]				having devices implement specific security safeguards to protect authenticators; and																		

		IA-5(j)				changing authenticators for group/role accounts when membership to those accounts changes.																		

		IA-5(1)		PASSWORD-BASED AUTHENTICATION		Determine if, for password-based authentication: 		Identification and authentication policy;password policy;procedures addressing authenticator management;security plan;information system design documentation;information system configuration settings and associated documentation;password configurations and associated documentation;other relevant documents or records		Automated mechanisms supporting and/or implementing password-based authenticator management capability		Organizational personnel with authenticator management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-5(1)(a)																						

		IA-5(1)(a)[1]				the organization defines requirements for case sensitivity;																		

		IA-5(1)(a)[2]				the organization defines requirements for number of characters;																		

		IA-5(1)(a)[3]				the organization defines requirements for the mix of upper-case letters, lower-case letters, numbers and special characters;																		

		IA-5(1)(a)[4]				the organization defines minimum requirements for each type of character;																		

		IA-5(1)(a)[5]				the information system enforces minimum password complexity of organization-defined requirements for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special characters, including minimum requirements for each type;																		

		IA-5(1)(b)																						

		IA-5(1)(b)[1]				the organization defines a minimum number of changed characters to be enforced when new passwords are created;																		

		IA-5(1)(b)[2]				the information system enforces at least the organization-defined minimum number of characters that must be changed when new passwords are created;																		

		IA-5(1)(c)				the information system stores and transmits only encrypted representations of passwords;																		

		IA-5(1)(d)																						

		IA-5(1)(d)[1]				the organization defines numbers for password minimum lifetime restrictions to be enforced for passwords;																		

		IA-5(1)(d)[2]				the organization defines numbers for password maximum lifetime restrictions to be enforced for passwords;																		

		IA-5(1)(d)[3]				the information system enforces password minimum lifetime restrictions of organization-defined numbers for lifetime minimum;																		

		IA-5(1)(d)[4]				the information system enforces password maximum lifetime restrictions of organization-defined numbers for lifetime maximum;																		

		IA-5(1)(e)																						

		IA-5(1)(e)[1]				the organization defines the number of password generations to be prohibited from password reuse;																		

		IA-5(1)(e)[2]				the information system prohibits password reuse for the organization-defined number of generations; and																		

		IA-5(1)(f)				the information system allows the use of a temporary password for system logons with an immediate change to a permanent password.																		

		IA-5(2)		PKI-BASED AUTHENTICATION		Determine if the information system, for PKI-based authentication: 		Identification and authentication policy;procedures addressing authenticator management;security plan;information system design documentation;information system configuration settings and associated documentation;PKI certification validation records;PKI certification revocation lists;other relevant documents or records		Automated mechanisms supporting and/or implementing PKI-based, authenticator management capability		Organizational personnel with PKI-based, authenticator management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-5(2)(a)																						

		IA-5(2)(a)[1]				validates certifications by constructing a certification path to an accepted trust anchor;																		

		IA-5(2)(a)[2]				validates certifications by verifying a certification path to an accepted trust anchor;																		

		IA-5(2)(a)[3]				includes checking certificate status information when constructing and verifying the certification path;																		

		IA-5(2)(b)				enforces authorized access to the corresponding private key;																		

		IA-5(2)(c)				maps the authenticated identity to the account of the individual or group; and																		

		IA-5(2)(d)				implements a local cache of revocation data to support path discovery and validation in case of inability to access revocation information via the network.																		

		IA-5(3)		IN-PERSON OR TRUSTED THIRD-PARTY REGISTRATION		Determine if the organization: 		Identification and authentication policy;procedures addressing authenticator management;registration process for receiving information system authenticators;list of authenticators requiring in-person registration;list of authenticators requiring trusted third party registration;authenticator registration documentation;other relevant documents or records				Organizational personnel with authenticator management responsibilities;registration authority;organizational personnel with information security responsibilities												

		IA-5(3)[1]				defines types of and/or specific authenticators to be received in person or by a trusted third party;																		

		IA-5(3)[2]				defines the registration authority with oversight of the registration process for receipt of organization-defined types of and/or specific authenticators;																		

		IA-5(3)[3]				defines personnel or roles responsible for authorizing organization-defined registration authority;																		

		IA-5(3)[4]				defines if the registration process is to be conducted:																		

		IA-5(3)[4][a]				in person; or																		

		IA-5(3)[4][b]				by a trusted third party; and																		

		IA-5(3)[5]				requires that the registration process to receive organization-defined types of and/or specific authenticators be conducted in person or by a trusted third party before organization-defined registration authority with authorization by organization-defined personnel or roles.																		

		IA-5(4)		AUTOMATED SUPPORT FOR PASSWORD STRENGTH DETERMINATION		Determine if the organization: 		Identification and authentication policy;procedures addressing authenticator management;information system design documentation;information system configuration settings and associated documentation;automated tools for evaluating password authenticators;password strength assessment results;other relevant documents or records		Automated mechanisms supporting and/or implementing password-based authenticator management capability;automated tools for determining password strength		Organizational personnel with authenticator management responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		IA-5(4)[1]				defines requirements to be satisfied by password authenticators; and																		

		IA-5(4)[2]				employs automated tools to determine if password authenticators are sufficiently strong to satisfy organization-defined requirements.																		

		IA-5(6)		PROTECTION OF AUTHENTICATORS		Determine if the organization protects authenticators commensurate with the security category of the information to which use of the authenticator permits access.		Identification and authentication policy;procedures addressing authenticator management;security categorization documentation for the information system;security assessments of authenticator protections;risk assessment results;security plan;other relevant documents or records		Automated mechanisms supporting and/or implementing authenticator management capability;automated mechanisms protecting authenticators		Organizational personnel with authenticator management responsibilities;organizational personnel implementing and/or maintaining authenticator protections;organizational personnel with information security responsibilities;system/network administrators												

		IA-5(7)		NO EMBEDDED UNENCRYPTED STATIC AUTHENTICATORS		Determine if the organization ensures that unencrypted static authenticators are not: 		Identification and authentication policy;procedures addressing authenticator management;information system design documentation;information system configuration settings and associated documentation;logical access scripts;application code reviews for detecting unencrypted static authenticators;other relevant documents or records		Automated mechanisms supporting and/or implementing authenticator management capability;automated mechanisms implementing authentication in applications		Organizational personnel with authenticator management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-5(7)[1]				embedded in applications;																		

		IA-5(7)[2]				embedded in access scripts; or																		

		IA-5(7)[3]				stored on function keys.																		

		IA-5(11)		HARDWARE TOKEN-BASED AUTHENTICATION		Determine if, for hardware token-based authentication: 		Identification and authentication policy;procedures addressing authenticator management;security plan;information system design documentation;automated mechanisms employing hardware token-based authentication for the information system;list of token quality requirements;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing hardware token-based authenticator management capability		Organizational personnel with authenticator management responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-5(11)[1]				the organization defines token quality requirements to be satisfied; and																		

		IA-5(11)[2]				the information system employs mechanisms that satisfy organization-defined token quality requirements.																		

		IA-6		AUTHENTICATOR FEEDBACK		Determine if the information system obscures feedback of authentication information during the authentication process to protect the information from possible exploitation/use by unauthorized individuals.		Identification and authentication policy;procedures addressing authenticator feedback;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing the obscuring of feedback of authentication information during authentication		Organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-7		CRYPTOGRAPHIC MODULE AUTHENTICATION		Determine if the information system implements mechanisms for authentication to a cryptographic module that meet the requirements of applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance for such authentication.		Identification and authentication policy;procedures addressing cryptographic module authentication;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing cryptographic module authentication		Organizational personnel with responsibility for cryptographic module authentication;organizational personnel with information security responsibilities;system/network administrators;system developers												

		IA-8		IDENTIFICATION AND AUTHENTICATION (NON-ORGANIZATIONAL USERS)		Determine if the information system uniquely identifies and authenticates non-organizational users (or processes acting on behalf of non-organizational users).		Identification and authentication policy;procedures addressing user identification and authentication;information system design documentation;information system configuration settings and associated documentation;information system audit records;list of information system accounts;other relevant documents or records		Automated mechanisms supporting and/or implementing identification and authentication capability		Organizational personnel with information system operations responsibilities;organizational personnel with information security responsibilities;system/network administrators;organizational personnel with account management responsibilities												

		IA-8(1)		ACCEPTANCE OF PIV CREDENTIALS FROM OTHER AGENCIES		Determine if the information system: 		Identification and authentication policy;procedures addressing user identification and authentication;information system design documentation;information system configuration settings and associated documentation;information system audit records;PIV verification records;evidence of PIV credentials;PIV credential authorizations;other relevant documents or records		Automated mechanisms supporting and/or implementing identification and authentication capability;automated mechanisms that accept and verify PIV credentials		Organizational personnel with information system operations responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers;organizational personnel with account management responsibilities												

		IA-8(1)[1]				accepts Personal Identity Verification (PIV) credentials from other agencies; and																		

		IA-8(1)[2]				electronically verifies Personal Identity Verification (PIV) credentials from other agencies.																		

		IA-8(2)		ACCEPTANCE OF THIRD-PARTY CREDENTIALS		Determine if the information system accepts only FICAM-approved third-party credentials. 		Identification and authentication policy;procedures addressing user identification and authentication;information system design documentation;information system configuration settings and associated documentation;information system audit records;list of FICAM-approved, third-party credentialing products, components, or services procured and implemented by organization;third-party credential verification records;evidence of FICAM-approved third-party credentials;third-party credential authorizations;other relevant documents or records		Automated mechanisms supporting and/or implementing identification and authentication capability;automated mechanisms that accept FICAM-approved credentials		Organizational personnel with information system operations responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers;organizational personnel with account management responsibilities												

		IA-8(3)		USE OF FICAM-APPROVED PRODUCTS		Determine if the organization: 		Identification and authentication policy;system and services acquisition policy;procedures addressing user identification and authentication;procedures addressing the integration of security requirements into the acquisition process;information system design documentation;information system configuration settings and associated documentation;information system audit records;third-party credential validations;third-party credential authorizations;third-party credential records;list of FICAM-approved information system components procured and implemented by organization;acquisition documentation;acquisition contracts for information system procurements or services;other relevant documents or records		Automated mechanisms supporting and/or implementing identification and authentication capability		Organizational personnel with information system operations responsibilities;system/network administrators;organizational personnel with account management responsibilities;organizational personnel with information system security, acquisition, and contracting responsibilities												

		IA-8(3)[1]				defines information systems in which only FICAM-approved information system components are to be employed to accept third-party credentials; and																		

		IA-8(3)[2]				employs only FICAM-approved information system components in organization-defined information systems to accept third-party credentials.																		

		IA-8(4)		USE OF FICAM-ISSUED PROFILES		Determine if the information system conforms to FICAM-issued profiles. 		Identification and authentication policy;system and services acquisition policy;procedures addressing user identification and authentication;procedures addressing the integration of security requirements into the acquisition process;information system design documentation;information system configuration settings and associated documentation;information system audit records;list of FICAM-issued profiles and associated, approved protocols;acquisition documentation;acquisition contracts for information system procurements or services;other relevant documents or records		Automated mechanisms supporting and/or implementing identification and authentication capability;automated mechanisms supporting and/or implementing conformance with FICAM-issued profiles		Organizational personnel with information system operations responsibilities;organizational personnel with information security responsibilities;system/network administrators;system developers;organizational personnel with account management responsibilities												





IR Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		IR-1		INCIDENT RESPONSE POLICY AND PROCEDURES		Determine if the organization:		Incident response policy and procedures;other relevant documents or records				Organizational personnel with incident response responsibilities;organizational personnel with information security responsibilities																																				Low

		IR-1(a)(1)																																														Moderate

		IR-1(a)(1)[1]				develops and documents an incident response policy that addresses:																																										High

		IR-1(a)(1)[1][a]				purpose;																		

		IR-1(a)(1)[1][b]				scope;																		

		IR-1(a)(1)[1][c]				roles;																		

		IR-1(a)(1)[1][d]				responsibilities;																		

		IR-1(a)(1)[1][e]				management commitment;																		

		IR-1(a)(1)[1][f]				coordination among organizational entities;																		

		IR-1(a)(1)[1][g]				compliance;																		

		IR-1(a)(1)[2]				defines personnel or roles to whom the incident response policy is to be disseminated;																		

		IR-1(a)(1)[3]				disseminates the incident response policy to organization-defined personnel or roles;																		

		IR-1(a)(2)																						

		IR-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the incident response policy and associated incident response controls;																		

		IR-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		IR-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		IR-1(b)(1)																						

		IR-1(b)(1)[1]				defines the frequency to review and update the current incident response policy;																		

		IR-1(b)(1)[2]				reviews and updates the current incident response policy with the organization-defined frequency;																		

		IR-1(b)(2)																						

		IR-1(b)(2)[1]				defines the frequency to review and update the current incident response procedures; and																		

		IR-1(b)(2)[2]				reviews and updates the current incident response procedures with the organization-defined frequency.																		

		IR-2		INCIDENT RESPONSE TRAINING		Determine if the organization:		Incident response policy;procedures addressing incident response training;incident response training curriculum;incident response training materials;security plan;incident response plan;security plan;incident response training records;other relevant documents or records				Organizational personnel with incident response training and operational responsibilities;organizational personnel with information security responsibilities												

		IR-2(a)																						

		IR-2(a)[1]				defines a time period within which incident response training is to be provided to information system users assuming an incident response role or responsibility;																		

		IR-2(a)[2]				provides incident response training to information system users consistent with assigned roles and responsibilities within the organization-defined time period of assuming an incident response role or responsibility;																		

		IR-2(b)				provides incident response training to information system users consistent with assigned roles and responsibilities when required by information system changes;																		

		IR-2(c)																						

		IR-2(c)[1]				defines the frequency to provide refresher incident response training to information system users consistent with assigned roles or responsibilities; and																		

		IR-2(c)[2]				after the initial incident response training, provides refresher incident response training to information system users consistent with assigned roles and responsibilities in accordance with the organization-defined frequency to provide refresher training.																		

		IR-3		INCIDENT RESPONSE TESTING		Determine if the organization: 		Incident response policy;contingency planning policy;procedures addressing incident response testing;procedures addressing contingency plan testing;incident response testing material;incident response test results;incident response test plan;incident response plan;contingency plan;security plan;other relevant documents or records				Organizational personnel with incident response testing responsibilities;organizational personnel with information security responsibilities												

		IR-3[1]				defines incident response tests to test the incident response capability for the information system;																		

		IR-3[2]				defines the frequency to test the incident response capability for the information system; and																		

		IR-3[3]				tests the incident response capability for the information system with the organization-defined frequency, using organization-defined tests to determine the incident response effectiveness and documents the results.																		

		IR-3(2)		COORDINATION WITH RELATED PLANS		Determine if the organization coordinates incident response testing with organizational elements responsible for related plans. 		Incident response policy;contingency planning policy;procedures addressing incident response testing;incident response testing documentation;incident response plan;business continuity plans;contingency plans;disaster recovery plans;continuity of operations plans;crisis communications plans;critical infrastructure plans;occupant emergency plans;security plan;other relevant documents or records				Organizational personnel with incident response testing responsibilities;organizational personnel with responsibilities for testing organizational plans related to incident response testing;organizational personnel with information security responsibilities												

		IR-4		INCIDENT HANDLING		Determine if the organization:		Incident response policy;contingency planning policy;procedures addressing incident handling;incident response plan;contingency plan;security plan;other relevant documents or records		Incident handling capability for the organization		Organizational personnel with incident handling responsibilities;organizational personnel with contingency planning responsibilities;organizational personnel with information security responsibilities												

		IR-4(a)				implements an incident handling capability for security incidents that includes:																		

		IR-4(a)[1]				preparation;																		

		IR-4(a)[2]				detection and analysis;																		

		IR-4(a)[3]				containment;																		

		IR-4(a)[4]				eradication;																		

		IR-4(a)[5]				recovery;																		

		IR-4(b)				coordinates incident handling activities with contingency planning activities;																		

		IR-4(c)																						

		IR-4(c)[1]				incorporates lessons learned from ongoing incident handling activities into:																		

		IR-4(c)[1][a]				incident response procedures;																		

		IR-4(c)[1][b]				training;																		

		IR-4(c)[1][c]				testing/exercises;																		

		IR-4(c)[2]				implements the resulting changes accordingly to:																		

		IR-4(c)[2][a]				incident response procedures;																		

		IR-4(c)[2][b]				training; and																		

		IR-4(c)[2][c]				testing/exercises.																		

		IR-4(1)		AUTOMATED INCIDENT HANDLING PROCESSES		Determine if the organization employs automated mechanisms to support the incident handling process. 		Incident response policy;procedures addressing incident handling;automated mechanisms supporting incident handling;information system design documentation;information system configuration settings and associated documentation;information system audit records;incident response plan;security plan;other relevant documents or records		Automated mechanisms that support and/or implement the incident handling process		Organizational personnel with incident handling responsibilities;organizational personnel with information security responsibilities												

		IR-5		INCIDENT MONITORING		Determine if the organization: 		Incident response policy;procedures addressing incident monitoring;incident response records and documentation;incident response plan;security plan;other relevant documents or records		Incident monitoring capability for the organization;automated mechanisms supporting and/or implementing tracking and documenting of system security incidents		Organizational personnel with incident monitoring responsibilities;organizational personnel with information security responsibilities												

		IR-5[1]				tracks information system security incidents; and																		

		IR-5[2]				documents information system security incidents.																		

		IR-6		INCIDENT REPORTING		Determine if the organization:		Incident response policy;procedures addressing incident reporting;incident reporting records and documentation;incident response plan;security plan;other relevant documents or records		Organizational processes for incident reporting;automated mechanisms supporting and/or implementing incident reporting		Organizational personnel with incident reporting responsibilities;organizational personnel with information security responsibilities;personnel who have/should have reported incidents;personnel (authorities) to whom incident information is to be reported												

		IR-6(a)																						

		IR-6(a)[1]				defines the time period within which personnel report suspected security incidents to the organizational incident response capability;																		

		IR-6(a)[2]				requires personnel to report suspected security incidents to the organizational incident response capability within the organization-defined time period;																		

		IR-6(b)																						

		IR-6(b)[1]				defines authorities to whom security incident information is to be reported; and																		

		IR-6(b)[2]				reports security incident information to organization-defined authorities.																		

		IR-6(1)		AUTOMATED REPORTING		Determine if the organization employs automated mechanisms to assist in the reporting of security incidents.		Incident response policy;procedures addressing incident reporting;automated mechanisms supporting incident reporting;information system design documentation;information system configuration settings and associated documentation;incident response plan;security plan;other relevant documents or records		Organizational processes for incident reporting;automated mechanisms supporting and/or implementing reporting of security incidents		Organizational personnel with incident reporting responsibilities;organizational personnel with information security responsibilities												

		IR-7		INCIDENT RESPONSE ASSISTANCE		Determine if the organization provides an incident response support resource:		Incident response policy;procedures addressing incident response assistance;incident response plan;security plan;other relevant documents or records		Organizational processes for incident response assistance;automated mechanisms supporting and/or implementing incident response assistance		Organizational personnel with incident response assistance and support responsibilities;organizational personnel with access to incident response support and assistance capability;organizational personnel with information security responsibilities												

		IR-7[1]				that is integral to the organizational incident response capability; and																		

		IR-7[2]				that offers advice and assistance to users of the information system for the handling and reporting of security incidents.																		

		IR-7(1)		AUTOMATION SUPPORT FOR AVAILABILITY OF INFORMATION / SUPPORT		Determine if the organization employs automated mechanisms to increase the availability of incident response-related information and support.		Incident response policy;procedures addressing incident response assistance;automated mechanisms supporting incident response support and assistance;information system design documentation;information system configuration settings and associated documentation;incident response plan;security plan;other relevant documents or records		Organizational processes for incident response assistance;automated mechanisms supporting and/or implementing an increase in the availability of incident response information and support		Organizational personnel with incident response support and assistance responsibilities;organizational personnel with access to incident response support and assistance capability;organizational personnel with information security responsibilities												

		IR-7(2)		COORDINATION WITH EXTERNAL PROVIDERS		Determine if the organization:		Incident response policy;procedures addressing incident response assistance;incident response plan;security plan;other relevant documents or records				Organizational personnel with incident response support and assistance responsibilities;external providers of information system protection capability;organizational personnel with information security responsibilities												

		IR-7(2)(a)				establishes a direct, cooperative relationship between its incident response capability and external providers of information system protection capability; and																		

		IR-7(2)(b)				identifies organizational incident response team members to the external providers.																		

		IR-8		INCIDENT RESPONSE PLAN		Determine if the organization:		Incident response policy;procedures addressing incident response planning;incident response plan;records of incident response plan reviews and approvals;other relevant documents or records		Organizational incident response plan and related organizational processes		Organizational personnel with incident response planning responsibilities;organizational personnel with information security responsibilities												

		IR-8(a)				develops an incident response plan that:																		

		IR-8(a)(1)				provides the organization with a roadmap for implementing its incident response capability;																		

		IR-8(a)(2)				describes the structure and organization of the incident response capability;																		

		IR-8(a)(3)				provides a high-level approach for how the incident response capability fits into the overall organization;																		

		IR-8(a)(4)				meets the unique requirements of the organization, which relate to:																		

		IR-8(a)(4)[1]				mission;																		

		IR-8(a)(4)[2]				size;																		

		IR-8(a)(4)[3]				structure;																		

		IR-8(a)(4)[4]				functions;																		

		IR-8(a)(5)				defines reportable incidents;																		

		IR-8(a)(6)				provides metrics for measuring the incident response capability within the organization;																		

		IR-8(a)(7)				defines the resources and management support needed to effectively maintain and mature an incident response capability;																		

		IR-8(a)(8)																						

		IR-8(a)(8)[1]				defines personnel or roles to review and approve the incident response plan;																		

		IR-8(a)(8)[2]				is reviewed and approved by organization-defined personnel or roles;																		

		IR-8(b)																						

		IR-8(b)[1]																						

		IR-8(b)[1][a]				defines incident response personnel (identified by name and/or by role) to whom copies of the incident response plan are to be distributed;																		

		IR-8(b)[1][b]				defines organizational elements to whom copies of the incident response plan are to be distributed;																		

		IR-8(b)[2]				distributes copies of the incident response plan to organization-defined incident response personnel (identified by name and/or by role) and organizational elements;																		

		IR-8(c)																						

		IR-8(c)[1]				defines the frequency to review the incident response plan;																		

		IR-8(c)[2]				reviews the incident response plan with the organization-defined frequency;																		

		IR-8(d)				updates the incident response plan to address system/organizational changes or problems encountered during plan:																		

		IR-8(d)[1]				implementation;																		

		IR-8(d)[2]				execution; or																		

		IR-8(d)[3]				testing;																		

		IR-8(e)																						

		IR-8(e)[1]																						

		IR-8(e)[1][a]				defines incident response personnel (identified by name and/or by role) to whom incident response plan changes are to be communicated;																		

		IR-8(e)[1][b]				defines organizational elements to whom incident response plan changes are to be communicated;																		

		IR-8(e)[2]				communicates incident response plan changes to organization-defined incident response personnel (identified by name and/or by role) and organizational elements; and																		

		IR-8(f)				protects the incident response plan from unauthorized disclosure and modification.																		

		IR-9		INFORMATION SPILLAGE RESPONSE		Determine if the organization:  		Incident response policy;procedures addressing information spillage;incident response plan;records of information spillage alerts/notifications, list of personnel who should receive alerts of information spillage;list of actions to be performed regarding information spillage;other relevant documents or records		Organizational processes for information spillage response;automated mechanisms supporting and/or implementing information spillage response actions and related communications		Organizational personnel with incident response responsibilities;organizational personnel with information security responsibilities												

		IR-9(a)				responds to information spills by identifying the specific information causing the information system contamination;																		

		IR-9(b)																						

		IR-9(b)[1]				defines personnel to be alerted of the information spillage;																		

		IR-9(b)[2]				identifies a method of communication not associated with the information spill to use to alert organization-defined personnel of the spill;																		

		IR-9(b)[3]				responds to information spills by alerting organization-defined personnel of the information spill using a method of communication not associated with the spill;																		

		IR-9(c)				responds to information spills by isolating the contaminated information system;																		

		IR-9(d)				responds to information spills by eradicating the information from the contaminated information system;																		

		IR-9(e)				responds to information spills by identifying other information systems that may have been subsequently contaminated;																		

		IR-9(f)																						

		IR-9(f)[1]				defines other actions to be performed in response to information spills; and																		

		IR-9(f)[2]				responds to information spills by performing other organization-defined actions.																		

		IR-9(1)		RESPONSIBLE PERSONNEL		Determine if the organization:		Incident response policy;procedures addressing information spillage;incident response plan;list of personnel responsible for responding to information spillage;other relevant documents or records				Organizational personnel with incident response responsibilities;organizational personnel with information security responsibilities												

		IR-9(1)[1]				defines personnel with responsibility for responding to information spills; and																		

		IR-9(1)[2]				assigns organization-defined personnel with responsibility for responding to information spills.																		

		IR-9(2)		TRAINING		Determine if the organization:  		Incident response policy;procedures addressing information spillage response training;information spillage response training curriculum;information spillage response training materials;incident response plan;information spillage response training records;other relevant documents or records				Organizational personnel with incident response training responsibilities;organizational personnel with information security responsibilities												

		IR-9(2)[1]				defines the frequency to provide information spillage response training; and																		

		IR-9(2)[2]				provides information spillage response training with the organization-defined frequency.																		

		IR-9(3)		POST-SPILL OPERATIONS		Determine if the organization: 		Incident response policy;procedures addressing incident handling;procedures addressing information spillage;incident response plan;other relevant documents or records		Organizational processes for post-spill operations		Organizational personnel with incident response responsibilities;organizational personnel with information security responsibilities												

		IR-9(3)[1]				defines procedures that ensure organizational personnel impacted by information spills can continue to carry out assigned tasks while contaminated systems are undergoing corrective actions; and																		

		IR-9(3)[2]				implements organization-defined procedures to ensure that organizational personnel impacted by information spills can continue to carry out assigned tasks while contaminated systems are undergoing corrective actions.																		

		IR-9(4)		EXPOSURE TO UNAUTHORIZED PERSONNEL		Determine if the organization:  		Incident response policy;procedures addressing incident handling;procedures addressing information spillage;incident response plan;security safeguards regarding information spillage/exposure to unauthorized personnel;other relevant documents or records		Organizational processes for dealing with information exposed to unauthorized personnel;automated mechanisms supporting and/or implementing safeguards for personnel exposed to information not within assigned access authorizations		Organizational personnel with incident response responsibilities;organizational personnel with information security responsibilities												

		IR-9(4)[1]				defines security safeguards to be employed for personnel exposed to information not within assigned access authorizations; and																		

		IR-9(4)[2]				employs organization-defined security safeguards for personnel exposed to information not within assigned access authorizations.																		





MA Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		MA-1		SYSTEM MAINTENANCE POLICY AND PROCEDURES		Determine if the organization:		Maintenance policy and procedures;other relevant documents or records				Organizational personnel with maintenance responsibilities;organizational personnel with information security responsibilities																																				Low

		MA-1(a)(1)																																														Moderate

		MA-1(a)(1)[1]				develops and documents a system maintenance policy that addresses:																																										High

		MA-1(a)(1)[1][a]				purpose;																		

		MA-1(a)(1)[1][b]				scope;																		

		MA-1(a)(1)[1][c]				roles;																		

		MA-1(a)(1)[1][d]				responsibilities;																		

		MA-1(a)(1)[1][e]				management commitment;																		

		MA-1(a)(1)[1][f]				coordination among organizational entities;																		

		MA-1(a)(1)[1][g]				compliance;																		

		MA-1(a)(1)[2]				defines  personnel or roles to whom the system maintenance policy is to be disseminated;																		

		MA-1(a)(1)[3]				disseminates the system maintenance policy to organization-defined personnel or roles;																		

		MA-1(a)(2)																						

		MA-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the maintenance policy and associated system maintenance controls;																		

		MA-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		MA-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		MA-1(b)(1)																						

		MA-1(b)(1)[1]				defines the frequency to review and update the current system maintenance policy;																		

		MA-1(b)(1)[2]				reviews and updates the current system maintenance policy with the organization-defined frequency;																		

		MA-1(b)(2)																						

		MA-1(b)(2)[1]				defines the frequency to review and update the current system maintenance procedures; and																		

		MA-1(b)(2)[2]				reviews and updates the current system maintenance procedures with the organization-defined frequency.																		

		MA-2		CONTROLLED MAINTENANCE		Determine if the organization:		Information system maintenance policy;procedures addressing controlled information system maintenance;maintenance records;manufacturer/vendor maintenance specifications;equipment sanitization records;media sanitization records;other relevant documents or records		Organizational processes for scheduling, performing, documenting, reviewing, approving, and monitoring maintenance and repairs for the information system;organizational processes for sanitizing information system components;automated mechanisms supporting  and/or implementing controlled maintenance;automated mechanisms implementing sanitization of information system components		Organizational personnel with information system maintenance responsibilities;organizational personnel with information security responsibilities;organizational personnel responsible for media sanitization;system/network administrators												

		MA-2(a)																						

		MA-2(a)[1]				schedules maintenance and repairs on information system components in accordance with:																		

		MA-2(a)[1][a]				manufacturer or vendor specifications; and/or																		

		MA-2(a)[1][b]				organizational requirements;																		

		MA-2(a)[2]				performs maintenance and repairs on information system components in accordance with:																		

		MA-2(a)[2][a]				manufacturer or vendor specifications; and/or																		

		MA-2(a)[2][b]				organizational requirements;																		

		MA-2(a)[3]				documents maintenance and repairs on information system components in accordance with:																		

		MA-2(a)[3][a]				manufacturer or vendor specifications; and/or																		

		MA-2(a)[3][b]				organizational requirements;																		

		MA-2(a)[4]				reviews records of maintenance and repairs on information system components in accordance with:																		

		MA-2(a)[4][a]				manufacturer or vendor specifications; and/or																		

		MA-2(a)[4][b]				organizational requirements;																		

		MA-2(b)																						

		MA-2(b)[1]				approves all maintenance activities, whether performed on site or remotely and whether the equipment is serviced on site or removed to another location;																		

		MA-2(b)[2]				monitors all maintenance activities, whether performed on site or remotely and whether the equipment is serviced on site or removed to another location;																		

		MA-2(c)																						

		MA-2(c)[1]				defines personnel or roles required to explicitly approve the removal of the information system or system components from organizational facilities for off-site maintenance or repairs;																		

		MA-2(c)[2]				requires that organization-defined personnel or roles explicitly approve the removal of the information system or system components from organizational facilities for off-site maintenance or repairs;																		

		MA-2(d)				sanitizes equipment to remove all information from associated media prior to removal from organizational facilities for off-site maintenance or repairs;																		

		MA-2(e)				checks all potentially impacted security controls to verify that the controls are still functioning properly following maintenance or repair actions;																		

		MA-2(f)																						

		MA-2(f)[1]				defines maintenance-related information to be included in organizational maintenance records; and																		

		MA-2(f)[2]				includes organization-defined maintenance-related information in organizational maintenance records.																		

		MA-3		MAINTENANCE TOOLS		Determine if the organization: 		Information system maintenance policy;procedures addressing information system maintenance tools;information system maintenance tools and associated documentation;maintenance records;other relevant documents or records		Organizational processes for approving, controlling, and monitoring maintenance tools;automated mechanisms supporting and/or implementing approval, control, and/or monitoring of maintenance tools		Organizational personnel with information system maintenance responsibilities;organizational personnel with information security responsibilities												

		MA-3[1]				approves information system maintenance tools;																		

		MA-3[2]				controls information system maintenance tools; and																		

		MA-3[3]				monitors information system maintenance tools.																		

		MA-3(1)		INSPECT TOOLS		Determine if the organization inspects the maintenance tools carried into a facility by maintenance personnel for improper or unauthorized modifications. 		Information system maintenance policy;procedures addressing information system maintenance tools;information system maintenance tools and associated documentation;maintenance tool inspection records;maintenance records;other relevant documents or records		Organizational processes for inspecting maintenance tools;automated mechanisms supporting and/or implementing inspection of maintenance tools		Organizational personnel with information system maintenance responsibilities;organizational personnel with information security responsibilities												

		MA-3(2)		INSPECT MEDIA		Determine if the organization checks media containing diagnostic and test programs for malicious code before the media are used in the information system. 		Information system maintenance policy;procedures addressing information system maintenance tools;information system maintenance tools and associated documentation;maintenance records;other relevant documents or records		Organizational process for inspecting media for malicious code;automated mechanisms supporting and/or implementing inspection of media used for maintenance		Organizational personnel with information system maintenance responsibilities;organizational personnel with information security responsibilities												

		MA-3(3)		PREVENT UNAUTHORIZED REMOVAL		Determine if the organization prevents the unauthorized removal of maintenance equipment containing organizational information by: 		Information system maintenance policy;procedures addressing information system maintenance tools;information system maintenance tools and associated documentation;maintenance records;equipment sanitization records;media sanitization records;exemptions for equipment removal;other relevant documents or records		Organizational process for preventing unauthorized removal of information;automated mechanisms supporting media sanitization or destruction of equipment;automated mechanisms supporting verification of media sanitization		Organizational personnel with information system maintenance responsibilities;organizational personnel with information security responsibilities;organizational personnel responsible for media sanitization												

		MA-3(3)(a)				verifying that there is no organizational information contained on the equipment;																		

		MA-3(3)(b)				sanitizing or destroying the equipment;																		

		MA-3(3)(c)				retaining the equipment within the facility; or																		

		MA-3(3)(d)																						

		MA-3(3)(d)[1]				defining personnel or roles that can grant an exemption from explicitly authorizing removal of the equipment from the facility; and																		

		MA-3(3)(d)[2]				obtaining an exemption from organization-defined personnel or roles explicitly authorizing removal of the equipment from the facility.																		

		MA-4		NONLOCAL MAINTENANCE		Determine if the organization: 		Information system maintenance policy;procedures addressing nonlocal information system maintenance;security plan;information system design documentation;information system configuration settings and associated documentation;maintenance records;diagnostic records;other relevant documents or records		Organizational processes for managing nonlocal maintenance;automated mechanisms implementing, supporting, and/or managing nonlocal maintenance;automated mechanisms for strong authentication of nonlocal maintenance diagnostic sessions;automated mechanisms for terminating nonlocal maintenance sessions and network connections		Organizational personnel with information system maintenance responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		MA-4(a)																						

		MA-4(a)[1]				approves nonlocal maintenance and diagnostic activities;																		

		MA-4(a)[2]				monitors nonlocal maintenance and diagnostic activities;																		

		MA-4(b)				allows the use of nonlocal maintenance and diagnostic tools only:																		

		MA-4(b)[1]				as consistent with organizational policy;																		

		MA-4(b)[2]				as documented in the security plan for the information system;																		

		MA-4(c)				employs strong authenticators in the establishment of nonlocal maintenance and diagnostic sessions;																		

		MA-4(d)				maintains records for nonlocal maintenance and diagnostic activities;																		

		MA-4(e)																						

		MA-4(e)[1]				terminates sessions when nonlocal maintenance or diagnostics is completed; and																		

		MA-4(e)[2]				terminates network connections when nonlocal maintenance or diagnostics is completed.																		

		MA-4(2)		DOCUMENT NONLOCAL MAINTENANCE		Determine if the organization documents in the security plan for the information system: 		Information system maintenance policy;procedures addressing non-local information system maintenance;security plan;maintenance records;diagnostic records;audit records;other relevant documents or records				Organizational personnel with information system maintenance responsibilities;organizational personnel with information security responsibilities												

		MA-4(2)[1]				the policies for the establishment and use of nonlocal maintenance and diagnostic connections; and																		

		MA-4(2)[2]				the procedures for the establishment and use of nonlocal maintenance and diagnostic connections.																		

		MA-5		MAINTENANCE PERSONNEL		Determine if the organization: 		Information system maintenance policy;procedures addressing maintenance personnel;service provider contracts;service-level agreements;list of authorized personnel;maintenance records;access control records;other relevant documents or records		Organizational processes for authorizing and managing maintenance personnel;automated mechanisms supporting and/or implementing authorization of maintenance personnel		Organizational personnel with information system maintenance responsibilities;organizational personnel with information security responsibilities												

		MA-5(a)																						

		MA-5(a)[1]				establishes a process for maintenance personnel authorization;																		

		MA-5(a)[2]				maintains a list of authorized maintenance organizations or personnel;																		

		MA-5(b)				ensures that non-escorted personnel performing maintenance on the information system have required access authorizations; and																		

		MA-5(c)				designates organizational personnel with required access authorizations and technical competence to supervise the maintenance activities of personnel who do not possess the required access authorizations.																		

		MA-5(1)		INDIVIDUALS WITHOUT APPROPRIATE ACCESS		Determine if the organization: 		Information system maintenance policy;procedures addressing maintenance personnel;information system media protection policy;physical and environmental protection policy;security plan;list of maintenance personnel requiring escort/supervision;maintenance records;access control records;other relevant documents or records		Organizational processes for managing maintenance personnel without appropriate access;automated mechanisms supporting and/or implementing alternative security safeguards;automated mechanisms supporting and/or implementing information storage component sanitization		Organizational personnel with information system maintenance responsibilities;organizational personnel with personnel security responsibilities;organizational personnel with physical access control responsibilities;organizational personnel with information security responsibilities;organizational personnel responsible for media sanitization;system/network administrators												

		MA-5(1)(a)				implements procedures for the use of maintenance personnel that lack appropriate security clearances or are not U.S. citizens, that include the following requirements:																		

		MA-5(1)(a)(1)				maintenance personnel who do not have needed access authorizations, clearances, or formal access approvals are escorted and supervised during the performance of maintenance and diagnostic activities on the information system by approved organizational personnel who:																		

		MA-5(1)(a)(1)[1]				are fully cleared;																		

		MA-5(1)(a)(1)[2]				have appropriate access authorizations;																		

		MA-5(1)(a)(1)[3]				are technically qualified;																		

		MA-5(1)(a)(2)				prior to initiating maintenance or diagnostic activities by personnel who do not have needed access authorizations, clearances, or formal access approvals:																		

		MA-5(1)(a)(2)[1]				all volatile information storage components within the information system are sanitized; and																		

		MA-5(1)(a)(2)[2]				all nonvolatile storage media are removed; or																		

		MA-5(1)(a)(2)[3]				all nonvolatile storage media are physically disconnected from the system and secured; and																		

		MA-5(1)(b)				develops and implements alternative security safeguards in the event an information system component cannot be sanitized, removed, or disconnected from the system.																		

		MA-6		TIMELY MAINTENANCE		Determine if the organization: 		Information system maintenance policy;procedures addressing information system maintenance;service provider contracts;service-level agreements;inventory and availability of spare parts;security plan;other relevant documents or records		Organizational processes for ensuring timely maintenance		Organizational personnel with information system maintenance responsibilities;organizational personnel with acquisition responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		MA-6[1]				defines information system components for which maintenance support and/or spare parts are to be obtained;																		

		MA-6[2]				defines the time period within which maintenance support and/or spare parts are to be obtained after a failure;																		

		MA-6[3]																						

		MA-6[3][a]				obtains maintenance support for organization-defined information system components within the organization-defined time period of failure; and/or																		

		MA-6[3][b]				obtains spare parts for organization-defined information system components within the organization-defined time period of failure.																		





MP Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		MP-1		MEDIA PROTECTION POLICY AND PROCEDURES		Determine if the organization:		Media protection policy and procedures;other relevant documents or records				Organizational personnel with media protection responsibilities;organizational personnel with information security responsibilities																																				Low

		MP-1(a)(1)																																														Moderate

		MP-1(a)(1)[1]				develops and documents a media protection policy that addresses:																																										High

		MP-1(a)(1)[1][a]				purpose;																		

		MP-1(a)(1)[1][b]				scope;																		

		MP-1(a)(1)[1][c]				roles;																		

		MP-1(a)(1)[1][d]				responsibilities;																		

		MP-1(a)(1)[1][e]				management commitment;																		

		MP-1(a)(1)[1][f]				coordination among organizational entities;																		

		MP-1(a)(1)[1][g]				compliance;																		

		MP-1(a)(1)[2]				defines personnel or roles to whom the media protection policy is to be disseminated;																		

		MP-1(a)(1)[3]				disseminates the media protection policy to organization-defined personnel or roles;																		

		MP-1(a)(2)																						

		MP-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the media protection policy and associated media protection controls;																		

		MP-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		MP-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		MP-1(b)(1)																						

		MP-1(b)(1)[1]				defines the frequency to review and update the current media protection policy;																		

		MP-1(b)(1)[2]				reviews and updates the current media protection policy with the organization-defined frequency;																		

		MP-1(b)(2)																						

		MP-1(b)(2)[1]				defines the frequency to review and update the current media protection procedures; and																		

		MP-1(b)(2)[2]				reviews and updates the current media protection procedures with the organization-defined frequency.																		

		MP-2		MEDIA ACCESS		Determine if the organization: 		Information system media protection policy;procedures addressing media access restrictions;access control policy and procedures;physical and environmental protection policy and procedures;media storage facilities;access control records;other relevant documents or records		Organizational processes for restricting information media;automated mechanisms supporting and/or implementing media access restrictions		Organizational personnel with information system media protection responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		MP-2[1]				defines types of digital and/or non-digital media requiring restricted access;																		

		MP-2[2]				defines personnel or roles authorized to access organization-defined types of digital and/or non-digital media; and																		

		MP-2[3]				restricts access to organization-defined types of digital and/or non-digital media to organization-defined personnel or roles.																		

		MP-3		MEDIA MARKING		Determine if the organization: 		Information system media protection policy;procedures addressing media marking;physical and environmental protection policy and procedures;security plan;list of information system media marking security attributes;designated controlled areas;other relevant documents or records		Organizational processes for marking information media;automated mechanisms supporting and/or implementing media marking		Organizational personnel with information system media protection and marking responsibilities;organizational personnel with information security responsibilities												

		MP-3(a)				marks information system media indicating the:																		

		MP-3(a)[1]				distribution limitations of the information;																		

		MP-3(a)[2]				handling caveats of the information;																		

		MP-3(a)[3]				applicable security markings (if any) of the information;																		

		MP-3(b)																						

		MP-3(b)[1]				defines types of information system media to be exempted from marking as long as the media remain in designated controlled areas;																		

		MP-3(b)[2]				defines controlled areas where organization-defined types of information system media exempt from marking are to be retained; and																		

		MP-3(b)[3]				exempts organization-defined types of information system media from marking as long as the media remain within organization-defined controlled areas.																		

		MP-4		MEDIA STORAGE		Determine if the organization: 		Information system media protection policy;procedures addressing media storage;physical and environmental protection policy and procedures;access control policy and procedures;security plan;information system media;designated controlled areas;other relevant documents or records		Organizational processes for storing information media;automated mechanisms supporting and/or implementing secure media storage/media protection		Organizational personnel with information system media protection and storage responsibilities;organizational personnel with information security responsibilities												

		MP-4(a)																						

		MP-4(a)[1]				defines types of digital and/or non-digital media to be physically controlled and securely stored within designated controlled areas;																		

		MP-4(a)[2]				defines controlled areas designated to physically control and securely store organization-defined types of digital and/or non-digital media;																		

		MP-4(a)[3]				physically controls organization-defined types of digital and/or non-digital media within organization-defined controlled areas;																		

		MP-4(a)[4]				securely stores organization-defined types of digital and/or non-digital media within organization-defined controlled areas; and																		

		MP-4(b)				protects information system media until the media are destroyed or sanitized using approved equipment, techniques, and procedures.																		

		MP-5		MEDIA TRANSPORT		Determine if the organization: 		Information system media protection policy;procedures addressing media storage;physical and environmental protection policy and procedures;access control policy and procedures;security plan;information system media;designated controlled areas;other relevant documents or records		Organizational processes for storing information media;automated mechanisms supporting and/or implementing media storage/media protection		Organizational personnel with information system media protection and storage responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		MP-5(a)																						

		MP-5(a)[1]				defines types of information system media to be protected and controlled during transport outside of controlled areas;																		

		MP-5(a)[2]				defines security safeguards to protect and control organization-defined information system media during transport outside of controlled areas;																		

		MP-5(a)[3]				protects and controls organization-defined information system  media during transport outside of controlled areas using organization-defined security safeguards;																		

		MP-5(b)				maintains accountability for information system media during transport outside of controlled areas;																		

		MP-5(c)				documents activities associated with the transport of information system media; and																		

		MP-5(d)				restricts the activities associated with transport of information system media to authorized personnel.																		

		MP-5(4)		CRYPTOGRAPHIC PROTECTION		Determine if the organization employs cryptographic mechanisms to protect the confidentiality and integrity of information stored on digital media during transport outside of controlled areas. 		Information system media protection policy;procedures addressing media transport;information system design documentation;information system configuration settings and associated documentation;information system media transport records;audit records;other relevant documents or records		Cryptographic mechanisms protecting information on digital media during transportation outside controlled areas		Organizational personnel with information system media transport responsibilities;organizational personnel with information security responsibilities												

		MP-6		MEDIA SANITIZATION		Determine if the organization: 		Information system media protection policy;procedures addressing media sanitization and disposal;applicable federal standards and policies addressing media sanitization;media sanitization records;audit records;information system design documentation;information system configuration settings and associated documentation;other relevant documents or records		Organizational processes for media sanitization;automated mechanisms supporting and/or implementing media sanitization		Organizational personnel with media sanitization responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		MP-6(a)																						

		MP-6(a)[1]				defines information system media to be sanitized prior to:																		

		MP-6(a)[1][a]				disposal;																		

		MP-6(a)[1][b]				release out of organizational control; or																		

		MP-6(a)[1][c]				release for reuse;																		

		MP-6(a)[2]				defines sanitization techniques or procedures to be used for sanitizing organization-defined information system media prior to:																		

		MP-6(a)[2][a]				disposal;																		

		MP-6(a)[2][b]				release out of organizational control; or																		

		MP-6(a)[2][c]				release for reuse;																		

		MP-6(a)[3]				sanitizes organization-defined information system media prior to disposal, release out of organizational control, or release for reuse using organization-defined sanitization techniques or procedures in accordance with applicable federal and organizational standards and policies; and																		

		MP-6(b)				employs sanitization mechanisms with strength and integrity commensurate with the security category or classification of the information.																		

		MP-6(2)		EQUIPMENT TESTING		Determine if the organization: 		Information system media protection policy;procedures addressing media sanitization and disposal;procedures addressing testing of media sanitization equipment;results of media sanitization equipment and procedures testing;audit records;other relevant documents or records		Organizational processes for media sanitization;automated mechanisms supporting and/or implementing media sanitization		Organizational personnel with information system media sanitization responsibilities;organizational personnel with information security responsibilities												

		MP-6(2)[1]				defines the frequency for testing sanitization equipment and procedures to verify that the intended sanitization is being achieved; and																		

		MP-6(2)[2]				tests sanitization equipment and procedures with the organization-defined frequency to verify that the intended sanitization is being achieved.																		

		MP-7		MEDIA USE		Determine if the organization: 		Information system media protection policy;system use policy;procedures addressing media usage restrictions;security plan;rules of behavior;information system design documentation;information system configuration settings and associated documentation;audit records;other relevant documents or records		Organizational processes for media use;automated mechanisms restricting or prohibiting use of information system media on information systems or system components		Organizational personnel with information system media use responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		MP-7[1]				defines types of information system media to be:																		

		MP-7[1][a]				restricted on information systems or system components; or																		

		MP-7[1][b]				prohibited from use on information systems or system components;																		

		MP-7[2]				defines information systems or system components on which the use of organization-defined types of information system media is to be one of the following:																		

		MP-7[2][a]				restricted; or																		

		MP-7[2][b]				prohibited;																		

		MP-7[3]				defines security safeguards to be employed to restrict or prohibit the use of organization-defined types of information system media on organization-defined information systems or system components; and																		

		MP-7[4]				restricts or prohibits the use of organization-defined information system media on organization-defined information systems or system components using organization-defined security safeguards.																		

		MP-7(1)		PROHIBIT USE WITHOUT OWNER		Determine if the organization prohibits the use of portable storage devices in organizational information systems when such devices have no identifiable owner. 		Information system media protection policy;system use policy;procedures addressing media usage restrictions;security plan;rules of behavior;information system design documentation;information system configuration settings and associated documentation;audit records;other relevant documents or records		Organizational processes for media use;automated mechanisms prohibiting use of media on information systems or system components		Organizational personnel with information system media use responsibilities;organizational personnel with information security responsibilities;system/network administrators												





PE Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		PE-1		PHYSICAL AND ENVIRONMENTAL PROTECTION POLICY AND PROCEDURES		Determine if the organization:		Physical and environmental protection policy and procedures;other relevant documents or records				Organizational personnel with physical and environmental protection responsibilities;organizational personnel with information security responsibilities																																				Low

		PE-1(a)(1)																																														Moderate

		PE-1(a)(1)[1]				develops and documents a physical and environmental protection policy that addresses:																																										High

		PE-1(a)(1)[1][a]				purpose;																		

		PE-1(a)(1)[1][b]				scope;																		

		PE-1(a)(1)[1][c]				roles;																		

		PE-1(a)(1)[1][d]				responsibilities;																		

		PE-1(a)(1)[1][e]				management commitment;																		

		PE-1(a)(1)[1][f]				coordination among organizational entities;																		

		PE-1(a)(1)[1][g]				compliance;																		

		PE-1(a)(1)[2]				defines  personnel or roles to whom the physical and environmental protection policy is to be disseminated;																		

		PE-1(a)(1)[3]				disseminates the physical and environmental protection  policy to organization-defined personnel or roles;																		

		PE-1(a)(2)																						

		PE-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the physical and environmental protection  policy and associated physical and environmental protection controls;																		

		PE-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		PE-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		PE-1(b)(1)																						

		PE-1(b)(1)[1]				defines the frequency to review and update the current physical and environmental protection policy;																		

		PE-1(b)(1)[2]				reviews and updates the current physical and environmental protection policy with the organization-defined frequency;																		

		PE-1(b)(2)																						

		PE-1(b)(2)[1]				defines the frequency to review and update the current physical and environmental protection procedures; and																		

		PE-1(b)(2)[2]				reviews and updates the current physical and environmental protection procedures with the organization-defined frequency.																		

		PE-2		PHYSICAL ACCESS AUTHORIZATIONS		Determine if the organization:  		Physical and environmental protection policy;procedures addressing physical access authorizations;security plan;authorized personnel access list;authorization credentials;physical access list reviews;physical access termination records and associated documentation;other relevant documents or records		Organizational processes for physical access authorizations;automated mechanisms supporting and/or implementing physical access authorizations		Organizational personnel with physical access authorization responsibilities;organizational personnel with physical access to information system facility;organizational personnel with information security responsibilities												

		PE-2(a)																						

		PE-2(a)[1]				develops a list of individuals with authorized access to the facility where the information system resides;																		

		PE-2(a)[2]				approves a list of individuals with authorized access to the facility where the information system resides;																		

		PE-2(a)[3]				maintains a list of individuals with authorized access to the facility where the information system resides;																		

		PE-2(b)				issues authorization credentials for facility access;																		

		PE-2(c)																						

		PE-2(c)[1]				defines the frequency to review the access list detailing authorized facility access by individuals;																		

		PE-2(c)[2]				reviews the access list detailing authorized facility access by individuals with the organization-defined frequency; and																		

		PE-2(d)				removes individuals from the facility access list when access is no longer required.																		

		PE-3		PHYSICAL ACCESS CONTROL		Determine if the organization:  		Physical and environmental protection policy;procedures addressing physical access control;security plan;physical access control logs or records;inventory records of physical access control devices;information system entry and exit points;records of key and lock combination changes;storage locations for physical access control devices;physical access control devices;list of security safeguards controlling access to designated publicly accessible areas within facility;other relevant documents or records		Organizational processes for physical access control;automated mechanisms supporting and/or implementing physical access control;physical access control devices		Organizational personnel with physical access control responsibilities;organizational personnel with information security responsibilities												

		PE-3(a)																						

		PE-3(a)[1]				defines entry/exit points to the facility where the information system resides;																		

		PE-3(a)[2]				enforces physical access authorizations at organization-defined entry/exit points to the facility where the information system resides by:																		

		PE-3(a)[2](1)				verifying individual access authorizations before granting access to the facility;																		

		PE-3(a)[2](2)																						

		PE-3(a)[2](2)[a]				defining physical access control systems/devices to be employed to control ingress/egress to the facility where the information system resides;																		

		PE-3(a)[2](2)[b]				using one or more of the following ways to control ingress/egress to the facility:																		

		PE-3(a)[2](2)[b][1]				organization-defined physical access control systems/devices; and/or																		

		PE-3(a)[2](2)[b][2]				guards;																		

		PE-3(b)																						

		PE-3(b)[1]				defines entry/exit points for which physical access audit logs are to be maintained;																		

		PE-3(b)[2]				maintains physical access audit logs for organization-defined entry/exit points;																		

		PE-3(c)																						

		PE-3(c)[1]				defines security safeguards to be employed to control access to areas within the facility officially designated as publicly accessible;																		

		PE-3(c)[2]				provides organization-defined security safeguards to control access to areas within the facility officially designated as publicly accessible;																		

		PE-3(d)																						

		PE-3(d)[1]				defines circumstances requiring visitor:																		

		PE-3(d)[1][a]				escorts;																		

		PE-3(d)[1][b]				monitoring;																		

		PE-3(d)[2]				in accordance with organization-defined circumstances requiring visitor escorts and monitoring:																		

		PE-3(d)[2][a]				escorts visitors;																		

		PE-3(d)[2][b]				monitors visitor activities;																		

		PE-3(e)																						

		PE-3(e)[1]				secures keys;																		

		PE-3(e)[2]				secures combinations;																		

		PE-3(e)[3]				secures other physical access devices;																		

		PE-3(f)																						

		PE-3(f)[1]				defines physical access devices to be inventoried;																		

		PE-3(f)[2]				defines the frequency to inventory organization-defined physical access devices;																		

		PE-3(f)[3]				inventories the organization-defined physical access devices with the organization-defined frequency;																		

		PE-3(g)																						

		PE-3(g)[1]				defines the frequency to change combinations and keys; and																		

		PE-3(g)[2]				changes combinations and keys with the organization-defined frequency and/or when:																		

		PE-3(g)[2][a]				keys are lost;																		

		PE-3(g)[2][b]				combinations are compromised;																		

		PE-3(g)[2][c]				individuals are transferred or terminated.																		

		PE-4		ACCESS CONTROL FOR TRANSMISSION MEDIUM		Determine if the organization:  		Physical and environmental protection policy;procedures addressing access control for transmission medium;information system design documentation;facility communications and wiring diagrams;list of physical security safeguards applied to information system distribution and transmission lines;other relevant documents or records		Organizational processes for access control to distribution and transmission lines;automated mechanisms/security safeguards supporting and/or implementing access control to distribution and transmission lines		Organizational personnel with physical access control responsibilities;organizational personnel with information security responsibilities												

		PE-4[1]				defines information system distribution and transmission lines requiring physical access controls;																		

		PE-4[2]				defines security safeguards to be employed to control physical access to organization-defined information system distribution and transmission lines within organizational facilities; and																		

		PE-4[3]				controls physical access to organization-defined information system distribution and transmission lines within organizational facilities using organization-defined security safeguards.																		

		PE-5		ACCESS CONTROL FOR OUTPUT DEVICES		Determine if the organization controls physical access to information system output devices to prevent unauthorized individuals from obtaining the output.  		Physical and environmental protection policy;procedures addressing access control for display medium;facility layout of information system components;actual displays from information system components;other relevant documents or records		Organizational processes for access control to output devices;automated mechanisms supporting and/or implementing access control to output devices		Organizational personnel with physical access control responsibilities;organizational personnel with information security responsibilities												

		PE-6		MONITORING PHYSICAL ACCESS		Determine if the organization:  		Physical and environmental protection policy;procedures addressing physical access monitoring;security plan;physical access logs or records;physical access monitoring records;physical access log reviews;other relevant documents or records		Organizational processes for monitoring physical access;automated mechanisms supporting and/or implementing physical access monitoring;automated mechanisms supporting and/or implementing reviewing of physical access logs		Organizational personnel with physical access monitoring responsibilities;organizational personnel with incident response responsibilities;organizational personnel with information security responsibilities												

		PE-6(a)				monitors physical access to the facility where the information system resides to detect and respond to physical security incidents;																		

		PE-6(b)																						

		PE-6(b)[1]				defines the frequency to review physical access logs;																		

		PE-6(b)[2]				defines events or potential indication of events requiring physical access logs to be reviewed;																		

		PE-6(b)[3]				reviews physical access logs with the organization-defined frequency and upon occurrence of organization-defined events or potential indications of events; and																		

		PE-6(c)				coordinates results of reviews and investigations with the organizational incident response capability.																		

		PE-6(1)		INTRUSION ALARMS / SURVEILLANCE EQUIPMENT		Determine if the organization monitors physical intrusion alarms and surveillance equipment.  		Physical and environmental protection policy;procedures addressing physical access monitoring;security plan;physical access logs or records;physical access monitoring records;physical access log reviews;other relevant documents or records		Organizational processes for monitoring physical intrusion alarms and surveillance equipment;automated mechanisms supporting and/or implementing physical access monitoring;automated mechanisms supporting and/or implementing physical intrusion alarms and surveillance equipment		Organizational personnel with physical access monitoring responsibilities;organizational personnel with incident response responsibilities;organizational personnel with information security responsibilities												

		PE-8		VISITOR ACCESS RECORDS		Determine if the organization:  		Physical and environmental protection policy;procedures addressing visitor access records;security plan;visitor access control logs or records;visitor access record or log reviews;other relevant documents or records		Organizational processes for maintaining and reviewing visitor access records;automated mechanisms supporting and/or implementing maintenance and review of visitor access records		Organizational personnel with visitor access records responsibilities;organizational personnel with information security responsibilities												

		PE-8(a)																						

		PE-8(a)[1]				defines the time period to maintain visitor access records to the facility where the information system resides;																		

		PE-8(a)[2]				maintains visitor access records to the facility where the information system resides for the organization-defined time period;																		

		PE-8(b)																						

		PE-8(b)[1]				defines the frequency to review visitor access records; and																		

		PE-8(b)[2]				reviews visitor access records with the organization-defined frequency.																		

		PE-9		POWER EQUIPMENT AND CABLING		Determine if the organization protects power equipment and power cabling for the information system from damage and destruction.  		Physical and environmental protection policy;procedures addressing power equipment/cabling protection;facilities housing power equipment/cabling;other relevant documents or records		Automated mechanisms supporting and/or implementing protection of power equipment/cabling		Organizational personnel with responsibility for protecting power equipment/cabling;organizational personnel with information security responsibilities												

		PE-10		EMERGENCY SHUTOFF		Determine if the organization:  		Physical and environmental protection policy;procedures addressing power source emergency shutoff;security plan;emergency shutoff controls or switches;locations housing emergency shutoff switches and devices;security safeguards protecting emergency power shutoff capability from unauthorized activation;other relevant documents or records		Automated mechanisms supporting and/or implementing emergency power shutoff		Organizational personnel with responsibility for emergency power shutoff capability (both implementing and using the capability);organizational personnel with information security responsibilities												

		PE-10(a)				provides the capability of shutting off power to the information system or individual system components in emergency situations;																		

		PE-10(b)																						

		PE-10(b)[1]				defines the location of emergency shutoff switches or devices by information system or system component;																		

		PE-10(b)[2]				places emergency shutoff switches or devices in the organization-defined location by information system or system component to facilitate safe and easy access for personnel; and																		

		PE-10(c)				protects emergency power shutoff capability from unauthorized activation.																		

		PE-11		EMERGENCY POWER		Determine if the organization provides a short-term uninterruptible power supply to facilitate one or more of the following in the event of a primary power source loss:  		Physical and environmental protection policy;procedures addressing emergency power;uninterruptible power supply;uninterruptible power supply documentation;uninterruptible power supply test records;other relevant documents or records		Automated mechanisms supporting and/or implementing uninterruptible power supply;the uninterruptable power supply		Organizational personnel with responsibility for emergency power and/or planning;organizational personnel with information security responsibilities												

		PE-11[1]				an orderly shutdown of the information system; and/or																		

		PE-11[2]				transition of the information system to long-term alternate power.																		

		PE-12		EMERGENCY LIGHTING		Determine if the organization employs and maintains automatic emergency lighting for the information system that: 		Physical and environmental protection policy;procedures addressing emergency lighting;emergency lighting documentation;emergency lighting test records;emergency exits and evacuation routes;other relevant documents or records		Automated mechanisms supporting and/or implementing emergency lighting capability		Organizational personnel with responsibility for emergency lighting and/or planning;organizational personnel with information security responsibilities												

		PE-12[1]				activates in the event of a power outage or disruption; and																		

		PE-12[2]				covers emergency exits and evacuation routes within the facility.																		

		PE-13		FIRE PROTECTION		Determine if the organization:  		Physical and environmental protection policy;procedures addressing fire protection;fire suppression and detection devices/systems;fire suppression and detection devices/systems documentation;test records of fire suppression and detection devices/systems;other relevant documents or records		Automated mechanisms supporting and/or implementing fire suppression/detection devices/systems		Organizational personnel with responsibilities for fire detection and suppression devices/systems;organizational personnel with information security responsibilities												

		PE-13[1]				employs fire suppression and detection devices/systems for the information system that are supported by an independent energy source; and																		

		PE-13[2]				maintains fire suppression and detection devices/systems for the information system that are supported by an independent energy source.																		

		PE-13(2)		SUPPRESSION DEVICES / SYSTEMS		Determine if the organization:  		Physical and environmental protection policy;procedures addressing fire protection;fire suppression and detection devices/systems documentation;facility housing the information system;alarm service-level agreements;test records of fire suppression and detection devices/systems;other relevant documents or records		Automated mechanisms supporting and/or implementing fire suppression devices/systems;activation of fire suppression devices/systems (simulated);automated notifications		Organizational personnel with responsibilities for fire detection and suppression devices/systems;organizational personnel with responsibilities for providing automatic notifications of any activation of fire suppression devices/systems to appropriate personnel, roles, and emergency responders;organizational personnel with information security responsibilities												

		PE-13(2)[1]				defines personnel or roles to be provided automatic notification of any activation of fire suppression devices/systems for the information system;																		

		PE-13(2)[2]				defines emergency responders to be provided automatic notification of any activation of fire suppression devices/systems for the information system;																		

		PE-13(2)[3]				employs fire suppression devices/systems for the information system that provide automatic notification of any activation to:																		

		PE-13(2)[3][a]				organization-defined personnel or roles; and																		

		PE-13(2)[3][b]				organization-defined emergency responders.																		

		PE-13(3)		AUTOMATIC FIRE SUPPRESSION		Determine if the organization employs an automatic fire suppression capability for the information system when the facility is not staffed on a continuous basis.  		Physical and environmental protection policy;procedures addressing fire protection;fire suppression and detection devices/systems documentation;facility housing the information system;alarm service-level agreements;test records of fire suppression and detection devices/systems;other relevant documents or records		Automated mechanisms supporting and/or implementing fire suppression devices/systems;activation of fire suppression devices/systems (simulated)		Organizational personnel with responsibilities for fire detection and suppression devices/systems;organizational personnel with responsibilities for providing automatic notifications of any activation of fire suppression devices/systems to appropriate personnel, roles, and emergency responders;organizational personnel with information security responsibilities												

		PE-14		TEMPERATURE AND HUMIDITY CONTROLS		Determine if the organization:  		Physical and environmental protection policy;procedures addressing temperature and humidity control;security plan;temperature and humidity controls;facility housing the information system;temperature and humidity controls documentation;temperature and humidity records;other relevant documents or records		Automated mechanisms supporting and/or implementing maintenance and monitoring of temperature and humidity levels		Organizational personnel with responsibilities for information system environmental controls;organizational personnel with information security responsibilities												

		PE-14(a)																						

		PE-14(a)[1]				defines acceptable temperature levels to be maintained within the facility where the information system resides;																		

		PE-14(a)[2]				defines acceptable humidity levels to be maintained within the facility where the information system resides;																		

		PE-14(a)[3]				maintains temperature levels within the facility where the information system resides at the organization-defined levels;																		

		PE-14(a)[4]				maintains humidity levels within the facility where the information system resides at the organization-defined levels;																		

		PE-14(b)																						

		PE-14(b)[1]				defines the frequency to monitor temperature levels;																		

		PE-14(b)[2]				defines the frequency to monitor humidity levels;																		

		PE-14(b)[3]				monitors temperature levels with the organization-defined frequency; and																		

		PE-14(b)[4]				monitors humidity levels with the organization-defined frequency.																		

		PE-14(2)		MONITORING WITH ALARMS / NOTIFICATIONS		Determine if the organization:  		Physical and environmental protection policy;procedures addressing temperature and humidity monitoring;facility housing the information system;logs or records of temperature and humidity monitoring;records of changes to temperature and humidity levels that generate alarms or notifications;other relevant documents or records		Automated mechanisms supporting and/or implementing temperature and humidity monitoring		Organizational personnel with responsibilities for information system environmental controls;organizational personnel with information security responsibilities												

		PE-14(2)[1]				employs temperature monitoring that provides an alarm of changes potentially harmful to personnel or equipment; and/or																		

		PE-14(2)[2]				employs temperature monitoring that provides notification of changes potentially harmful to personnel or equipment;																		

		PE-14(2)[3]				employs humidity monitoring that provides an alarm of changes potentially harmful to personnel or equipment; and/or																		

		PE-14(2)[4]				employs humidity monitoring that provides notification of changes potentially harmful to personnel or equipment.																		

		PE-15		WATER DAMAGE PROTECTION		Determine if the organization protects the information system from damage resulting from water leakage by providing master shutoff or isolation valves that are:  		Physical and environmental protection policy;procedures addressing water damage protection;facility housing the information system;master shutoff valves;list of key personnel with knowledge of location and activation procedures for master shutoff valves for the plumbing system;master shutoff valve documentation;other relevant documents or records		Master water-shutoff valves;organizational process for activating master water-shutoff		Organizational personnel with responsibilities for information system environmental controls;organizational personnel with information security responsibilities												

		PE-15[1]				accessible;																		

		PE-15[2]				working properly; and																		

		PE-15[3]				known to key personnel.																		

		PE-16		DELIVERY AND REMOVAL		Determine if the organization:  		Physical and environmental protection policy;procedures addressing delivery and removal of information system components from the facility;security plan;facility housing the information system;records of items entering and exiting the facility;other relevant documents or records		Organizational process for authorizing, monitoring, and controlling information system-related items entering and exiting the facility;automated mechanisms supporting and/or implementing authorizing, monitoring, and controlling information system-related items entering and exiting the facility		Organizational personnel with responsibilities for controlling information system components entering and exiting the facility;organizational personnel with information security responsibilities												

		PE-16[1]				defines types of information system components to be authorized, monitored, and controlled as such components are entering and exiting the facility;																		

		PE-16[2]				authorizes organization-defined information system components entering the facility;																		

		PE-16[3]				monitors organization-defined information system components entering the facility;																		

		PE-16[4]				controls organization-defined information system components entering the facility;																		

		PE-16[5]				authorizes organization-defined information system components exiting the facility;																		

		PE-16[6]				monitors organization-defined information system components exiting the facility;																		

		PE-16[7]				controls organization-defined information system components exiting the facility;																		

		PE-16[8]				maintains records of information system components entering the facility; and																		

		PE-16[9]				maintains records of information system components exiting the facility.																		

		PE-17		ALTERNATE WORK SITE		Determine if the organization:  		Physical and environmental protection policy;procedures addressing alternate work sites for organizational personnel;security plan;list of security controls required for alternate work sites;assessments of security controls at alternate work sites;other relevant documents or records		Organizational processes for security at alternate work sites;automated mechanisms supporting alternate work sites;security controls employed at alternate work sites;means of communications between personnel at alternate work sites and security personnel		Organizational personnel approving use of alternate work sites;organizational personnel using alternate work sites;organizational personnel assessing controls at alternate work sites;organizational personnel with information security responsibilities												

		PE-17(a)																						

		PE-17(a)[1]				defines security controls to be employed at alternate work sites;																		

		PE-17(a)[2]				employs organization-defined security controls at alternate work sites;																		

		PE-17(b)				assesses, as feasible, the effectiveness of security controls at alternate work sites; and																		

		PE-17(c)				provides a means for employees to communicate with information security personnel in case of security incidents or problems.																		





PL Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		PL-1		SECURITY PLANNING POLICY AND PROCEDURES		Determine if the organization:		Planning policy and procedures;other relevant documents or records				Organizational personnel with planning responsibilities;organizational personnel with information security responsibilities																																				Low

		PL-1(a)(1)																																														Moderate

		PL-1(a)(1)[1]				develops and documents a planning policy that addresses:																																										High

		PL-1(a)(1)[1][a]				purpose;																		

		PL-1(a)(1)[1][b]				scope;																		

		PL-1(a)(1)[1][c]				roles;																		

		PL-1(a)(1)[1][d]				responsibilities;																		

		PL-1(a)(1)[1][e]				management commitment;																		

		PL-1(a)(1)[1][f]				coordination among organizational entities;																		

		PL-1(a)(1)[1][g]				compliance;																		

		PL-1(a)(1)[2]				defines personnel or roles to whom the planning policy is to be disseminated;																		

		PL-1(a)(1)[3]				disseminates the planning policy to organization-defined personnel or roles;																		

		PL-1(a)(2)																						

		PL-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the planning policy and associated planning controls;																		

		PL-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		PL-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		PL-1(b)(1)																						

		PL-1(b)(1)[1]				defines the frequency to review and update the current planning policy;																		

		PL-1(b)(1)[2]				reviews and updates the current planning policy with the organization-defined frequency;																		

		PL-1(b)(2)																						

		PL-1(b)(2)[1]				defines the frequency to review and update the current planning procedures; and																		

		PL-1(b)(2)[2]				reviews and updates the current planning procedures with the organization-defined frequency.																		

		PL-2		SYSTEM SECURITY PLAN		Determine if the organization:  		Security planning policy;procedures addressing security plan development and implementation;procedures addressing security plan reviews and updates;enterprise architecture documentation;security plan for the information system;records of security plan reviews and updates;other relevant documents or records		Organizational processes for security plan development/review/update/approval;automated mechanisms supporting the information system security plan		Organizational personnel with security planning and plan implementation responsibilities;organizational personnel with information security responsibilities												

		PL-2(a)				develops a security plan for the information system that:																		

		PL-2(a)(1)				is consistent with the organizationΓÇÖs enterprise architecture;																		

		PL-2(a)(2)				explicitly defines the authorization boundary for the system;																		

		PL-2(a)(3)				describes the operational context of the information system in terms of missions and business processes;																		

		PL-2(a)(4)				provides the security categorization of the information system including supporting rationale;																		

		PL-2(a)(5)				describes the operational environment for the information system and relationships with or connections to other information systems;																		

		PL-2(a)(6)				provides an overview of the security requirements for the system;																		

		PL-2(a)(7)				identifies any relevant overlays, if applicable;																		

		PL-2(a)(8)				describes the security controls in place or planned for meeting those requirements including a rationale for the tailoring and supplemental decisions;																		

		PL-2(a)(9)				is reviewed and approved by the authorizing official or designated representative prior to plan implementation;																		

		PL-2(b)																						

		PL-2(b)[1]				defines personnel or roles to whom copies of the security plan are to be distributed and subsequent changes to the plan are to be communicated;																		

		PL-2(b)[2]				distributes copies of the security plan and communicates subsequent changes to the plan to organization-defined personnel or roles;																		

		PL-2(c)																						

		PL-2(c)[1]				defines the frequency to review the security plan for the information system;																		

		PL-2(c)[2]				reviews the security plan for the information system with the organization-defined frequency;																		

		PL-2(d)				updates the plan to address:																		

		PL-2(d)[1]				changes to the information system/environment of operation;																		

		PL-2(d)[2]				problems identified during plan implementation;																		

		PL-2(d)[3]				problems identified during security control assessments;																		

		PL-2(e)				protects the security plan from unauthorized:																		

		PL-2(e)[1]				disclosure; and																		

		PL-2(e)[2]				modification.																		

		PL-2(3)		PLAN / COORDINATE WITH OTHER ORGANIZATIONAL ENTITIES		Determine if the organization:  		Security planning policy;access control policy;contingency planning policy;procedures addressing security-related activity planning for the information system;security plan for the information system;contingency plan for the information system;information system design documentation;other relevant documents or records				Organizational personnel with security planning and plan implementation responsibilities;organizational individuals or groups with whom security-related activities are to be planned and coordinated;organizational personnel with information security responsibilities												

		PL-2(3)[1]				defines individuals or groups with whom security-related activities affecting the information system are to be planned and coordinated before conducting such activities in order to reduce the impact on other organizational entities; and																		

		PL-2(3)[2]				plans and coordinates security-related activities affecting the information system with organization-defined individuals or groups before conducting such activities in order to reduce the impact on other organizational entities.																		

		PL-4		RULES OF BEHAVIOR		Determine if the organization:  		Security planning policy;procedures addressing rules of behavior for information system users;rules of behavior;signed acknowledgements;records for rules of behavior reviews and updates;other relevant documents or records		Organizational processes for establishing, reviewing, disseminating, and updating rules of behavior;automated mechanisms supporting and/or implementing the establishment, review, dissemination, and update of rules of behavior		Organizational personnel with responsibility for establishing, reviewing, and updating rules of behavior;organizational personnel who are authorized users of the information system and have signed and resigned rules of behavior;organizational personnel with information security responsibilities												

		PL-4(a)																						

		PL-4(a)[1]				establishes, for individuals requiring access to the information system, the rules that describe their responsibilities and expected behavior with regard to information and information system usage;																		

		PL-4(a)[2]				makes readily available to individuals requiring access to the information system, the rules that describe their responsibilities and expected behavior with regard to information and information system usage;																		

		PL-4(b)				receives a signed acknowledgement from such individuals, indicating that they have read, understand, and agree to abide by the rules of behavior, before authorizing access to information and the information system;																		

		PL-4(c)																						

		PL-4(c)[1]				defines the frequency to review and update the rules of behavior;																		

		PL-4(c)[2]				reviews and updates the rules of behavior with the organization-defined frequency; and																		

		PL-4(d)				requires individuals who have signed a previous version of the rules of behavior to read and resign when the rules of behavior are revised/updated.																		

		PL-4(1)		SOCIAL MEDIA AND NETWORKING RESTRICTIONS		Determine if the organization includes the following in the rules of behavior:  		Security planning policy;procedures addressing rules of behavior for information system users;rules of behavior;other relevant documents or records		Organizational processes for establishing rules of behavior;automated mechanisms supporting and/or implementing the establishment of rules of behavior		Organizational personnel with responsibility for establishing, reviewing, and updating rules of behavior;organizational personnel who are authorized users of the information system and have signed rules of behavior;organizational personnel with information security responsibilities												

		PL-4(1)[1]				explicit restrictions on the use of social media/networking sites; and																		

		PL-4(1)[2]				posting organizational information on public websites.																		

		PL-8		INFORMATION SECURITY ARCHITECTURE		Determine if the organization:  		Security planning policy;procedures addressing information security architecture development;procedures addressing information security architecture reviews and updates;enterprise architecture documentation;information security architecture documentation;security plan for the information system;security CONOPS for the information system;records of information security architecture reviews and updates;other relevant documents or records		Organizational processes for developing, reviewing, and updating the information security architecture;automated mechanisms supporting and/or implementing the development, review, and update of the information security architecture		Organizational personnel with security planning and plan implementation responsibilities;organizational personnel with information security architecture development responsibilities;organizational personnel with information security responsibilities												

		PL-8(a)				develops an information security architecture for the information system that describes:																		

		PL-8(a)(1)				the overall philosophy, requirements, and approach to be taken with regard to protecting the confidentiality, integrity, and availability of organizational information;																		

		PL-8(a)(2)				how the information security architecture is integrated into and supports the enterprise architecture;																		

		PL-8(a)(3)				any information security assumptions about, and dependencies on, external services;																		

		PL-8(b)																						

		PL-8(b)[1]				defines the frequency to review and update the information security architecture;																		

		PL-8(b)[2]				reviews and updates the information security architecture with the organization-defined frequency to reflect updates in the enterprise architecture;																		

		PL-8(c)				ensures that planned information security architecture changes are reflected in:																		

		PL-8(c)[1]				the security plan;																		

		PL-8(c)[2]				the security Concept of Operations (CONOPS); and																		

		PL-8(c)[3]				the organizational procurements/acquisitions.																		





PS Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		PS-1		PERSONNEL SECURITY POLICY AND PROCEDURES		Determine if the organization:		Personnel security policy and procedures;other relevant documents or records				Organizational personnel with access control responsibilities;organizational personnel with information security responsibilities																																				Low

		PS-1(a)(1)																																														Moderate

		PS-1(a)(1)[1]				develops and documents an personnel security policy that addresses:																																										High

		PS-1(a)(1)[1][a]				purpose;																		

		PS-1(a)(1)[1][b]				scope;																		

		PS-1(a)(1)[1][c]				roles;																		

		PS-1(a)(1)[1][d]				responsibilities;																		

		PS-1(a)(1)[1][e]				management commitment;																		

		PS-1(a)(1)[1][f]				coordination among organizational entities;																		

		PS-1(a)(1)[1][g]				compliance;																		

		PS-1(a)(1)[2]				defines personnel or roles to whom the personnel security policy is to be disseminated;																		

		PS-1(a)(1)[3]				disseminates the personnel security policy to organization-defined personnel or roles;																		

		PS-1(a)(2)																						

		PS-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the personnel security policy and associated personnel security controls;																		

		PS-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		PS-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		PS-1(b)(1)																						

		PS-1(b)(1)[1]				defines the frequency to review and update the current personnel security policy;																		

		PS-1(b)(1)[2]				reviews and updates the current personnel security policy with the organization-defined frequency;																		

		PS-1(b)(2)																						

		PS-1(b)(2)[1]				defines the frequency to review and update the current personnel security procedures; and																		

		PS-1(b)(2)[2]				reviews and updates the current personnel security procedures with the organization-defined frequency.																		

		PS-2		POSITION RISK DESIGNATION		Determine if the organization:		Personnel security policy;procedures addressing position categorization;appropriate codes of federal regulations;list of risk designations for organizational positions;security plan;records of position risk designation reviews and updates;other relevant documents or records		Organizational processes for assigning, reviewing, and updating position risk designations;organizational processes for establishing screening criteria		Organizational personnel with personnel security responsibilities;organizational personnel with information security responsibilities												

		PS-2(a)				assigns a risk designation to all organizational positions;																		

		PS-2(b)				establishes screening criteria for individuals filling those positions;																		

		PS-2(c)																						

		PS-2(c)[1]				defines the frequency to review and update position risk designations; and																		

		PS-2(c)[2]				reviews and updates position risk designations with the organization-defined frequency.																		

		PS-3		PERSONNEL SCREENING		Determine if the organization:		Personnel security policy;procedures addressing personnel screening;records of screened personnel;security plan;other relevant documents or records		Organizational processes for personnel screening		Organizational personnel with personnel security responsibilities;organizational personnel with information security responsibilities												

		PS-3(a)				screens individuals prior to authorizing access to the information system;																		

		PS-3(b)																						

		PS-3(b)[1]				defines conditions requiring re-screening;																		

		PS-3(b)[2]				defines the frequency of re-screening where it is so indicated; and																		

		PS-3(b)[3]				re-screens individuals in accordance with organization-defined conditions requiring re-screening and, where re-screening is so indicated, with the organization-defined frequency of such re-screening.																		

		PS-3(3)		INFORMATION WITH SPECIAL PROTECTION MEASURES		Determine if the organization:  		Personnel security policy;access control policy, procedures addressing personnel screening;records of screened personnel;screening criteria;records of access authorizations;other relevant documents or records		Organizational processes for ensuring valid access authorizations for information requiring special protection;organizational process for additional personnel screening for information requiring special protection		Organizational personnel with personnel security responsibilities;organizational personnel with information security responsibilities												

		PS-3(3)(a)				ensures that individuals accessing an information system processing, storing, or transmitting information requiring special protection have valid access authorizations that are demonstrated by assigned official government duties;																		

		PS-3(3)(b)																						

		PS-3(3)(b)[1]				defines additional personnel screening criteria to be satisfied for individuals accessing an information system processing, storing, or transmitting information requiring special protection; and																		

		PS-3(3)(b)[2]				ensures that individuals accessing an information system processing, storing, or transmitting information requiring special protection satisfy organization-defined additional personnel screening criteria.																		

		PS-4		PERSONNEL TERMINATION		Determine if the organization, upon termination of individual employment,:		Personnel security policy;procedures addressing personnel termination;records of personnel termination actions;list of information system accounts;records of terminated or revoked authenticators/credentials;records of exit interviews;other relevant documents or records		Organizational processes for personnel termination;automated mechanisms supporting and/or implementing personnel termination notifications;automated mechanisms for disabling information system access/revoking authenticators		Organizational personnel with personnel security responsibilities;organizational personnel with account management responsibilities;system/network administrators;organizational personnel with information security responsibilities												

		PS-4(a)																						

		PS-4(a)[1]				defines a time period within which to disable information system access;																		

		PS-4(a)[2]				disables information system access within the organization-defined time period;																		

		PS-4(b)				terminates/revokes any authenticators/credentials associated with the individual;																		

		PS-4(c)																						

		PS-4(c)[1]				defines information security topics to be discussed when conducting exit interviews;																		

		PS-4(c)[2]				conducts exit interviews that include a discussion of organization-defined information security topics;																		

		PS-4(d)				retrieves all security-related organizational information system-related property;																		

		PS-4(e)				retains access to organizational information and information systems formerly controlled by the terminated individual;																		

		PS-4(f)																						

		PS-4(f)[1]				defines personnel or roles to be notified of the termination;																		

		PS-4(f)[2]				defines the time period within which to notify organization-defined personnel or roles; and																		

		PS-4(f)[3]				notifies organization-defined personnel or roles within the organization-defined time period.																		

		PS-5		PERSONNEL TRANSFER		Determine if the organization:		Personnel security policy;procedures addressing personnel transfer;security plan;records of personnel transfer actions;list of information system and facility access authorizations;other relevant documents or records		Organizational processes for personnel transfer;automated mechanisms supporting and/or implementing personnel transfer notifications;automated mechanisms for disabling information system access/revoking authenticators		Organizational personnel with personnel security responsibilities organizational personnel with account management responsibilities;system/network administrators;organizational personnel with information security responsibilities												

		PS-5(a)				when individuals are reassigned or transferred to other positions within the organization, reviews and confirms ongoing operational need for current:																		

		PS-5(a)[1]				logical access authorizations to information systems;																		

		PS-5(a)[2]				physical access authorizations to information systems and facilities;																		

		PS-5(b)																						

		PS-5(b)[1]				defines transfer or reassignment actions to be initiated following transfer or reassignment;																		

		PS-5(b)[2]				defines the time period within which transfer or reassignment actions must occur following transfer or reassignment;																		

		PS-5(b)[3]				initiates organization-defined transfer or reassignment actions within the organization-defined time period following transfer or reassignment;																		

		PS-5(c)				modifies access authorization as needed to correspond with any changes in operational need due to reassignment or transfer;																		

		PS-5(d)																						

		PS-5(d)[1]				defines personnel or roles to be notified when individuals are reassigned or transferred to other positions within the organization;																		

		PS-5(d)[2]				defines the time period within which to notify organization-defined personnel or roles when individuals are reassigned or transferred to other positions within the organization; and																		

		PS-5(d)[3]				notifies organization-defined personnel or roles within the organization-defined time period when individuals are reassigned or transferred to other positions within the organization.																		

		PS-6		ACCESS AGREEMENTS		Determine if the organization:		Personnel security policy;procedures addressing access agreements for organizational information and information systems;security plan;access agreements;records of access agreement reviews and updates;other relevant documents or records		Organizational processes for access agreements;automated mechanisms supporting access agreements		Organizational personnel with personnel security responsibilities;organizational personnel who have signed/resigned access agreements;organizational personnel with information security responsibilities												

		PS-6(a)				develops and documents access agreements for organizational information systems;																		

		PS-6(b)																						

		PS-6(b)[1]				defines the frequency to review and update the access agreements;																		

		PS-6(b)[2]				reviews and updates the access agreements with the organization-defined frequency;																		

		PS-6(c)																						

		PS-6(c)(1)				ensures that individuals requiring access to organizational information and information systems sign appropriate access agreements prior to being granted access;																		

		PS-6(c)(2)																						

		PS-6(c)(2)[1]				defines the frequency to re-sign access agreements to maintain access to organizational information systems when access agreements have been updated;																		

		PS-6(c)(2)[2]				ensures that individuals requiring access to organizational information and information systems re-sign access agreements to maintain access to organizational information systems when access agreements have been updated or with the organization-defined frequency.																		

		PS-7		THIRD-PARTY PERSONNEL SECURITY		Determine if the organization:		Personnel security policy;procedures addressing third-party personnel security;list of personnel security requirements;acquisition documents;service-level agreements;compliance monitoring process;other relevant documents or records		Organizational processes for managing and monitoring third-party personnel security;automated mechanisms supporting and/or implementing monitoring of provider compliance		Organizational personnel with personnel security responsibilities;third-party providers;system/network administrators;organizational personnel with account management responsibilities;organizational personnel with information security responsibilities												

		PS-7(a)				establishes personnel security requirements, including security roles and responsibilities, for third-party providers;																		

		PS-7(b)				requires third-party providers to comply with personnel security policies and procedures established by the organization;																		

		PS-7(c)				documents personnel security requirements;																		

		PS-7(d)																						

		PS-7(d)[1]				defines personnel or roles to be notified of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges;																		

		PS-7(d)[2]				defines the time period within which third-party providers are required to notify organization-defined personnel or roles of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges;																		

		PS-7(d)[3]				requires third-party providers to notify organization-defined personnel or roles within the organization-defined time period of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges; and																		

		PS-7(e)				monitors provider compliance.																		

		PS-8		PERSONNEL SANCTIONS		Determine if the organization:		Personnel security policy;procedures addressing personnel sanctions;rules of behavior;records of formal sanctions;other relevant documents or records		Organizational processes for managing personnel sanctions;automated mechanisms supporting and/or implementing notifications		Organizational personnel with personnel security responsibilities;organizational personnel with information security responsibilities												

		PS-8(a)				employs a formal sanctions process for individuals failing to comply with established information security policies and procedures;																		

		PS-8(b)																						

		PS-8(b)[1]				defines personnel or roles to be notified when a formal employee sanctions process is initiated;																		

		PS-8(b)[2]				defines the time period within which organization-defined personnel or roles must be notified when a formal employee sanctions process is initiated; and																		

		PS-8(b)[3]				notifies organization-defined personnel or roles within the organization-defined time period when a formal employee sanctions process is initiated, identifying the individual sanctioned and the reason for the sanction.																		





RA Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		RA-1		RISK ASSESSMENT POLICY AND PROCEDURES		Determine if the organization:		risk assessment policy and procedures;other relevant documents or records				Organizational personnel with risk assessment responsibilities;organizational personnel with information security responsibilities																																				Low

		RA-1(a)(1)																																														Moderate

		RA-1(a)(1)[1]				develops and documents a risk assessment policy that addresses:																																										High

		RA-1(a)(1)[1][a]				purpose;																		

		RA-1(a)(1)[1][b]				scope;																		

		RA-1(a)(1)[1][c]				roles;																		

		RA-1(a)(1)[1][d]				responsibilities;																		

		RA-1(a)(1)[1][e]				management commitment;																		

		RA-1(a)(1)[1][f]				coordination among organizational entities;																		

		RA-1(a)(1)[1][g]				compliance;																		

		RA-1(a)(1)[2]				defines personnel or roles to whom the risk assessment policy is to be disseminated;																		

		RA-1(a)(1)[3]				disseminates the risk assessment policy to organization-defined personnel or roles;																		

		RA-1(a)(2)																						

		RA-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the  risk assessment policy and associated risk assessment controls;																		

		RA-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		RA-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		RA-1(b)(1)																						

		RA-1(b)(1)[1]				defines the frequency to review and update the current risk assessment policy;																		

		RA-1(b)(1)[2]				reviews and updates the current risk assessment policy with the organization-defined frequency;																		

		RA-1(b)(2)																						

		RA-1(b)(2)[1]				defines the frequency to review and update the current risk assessment procedures; and																		

		RA-1(b)(2)[2]				reviews and updates the current risk assessment procedures with the organization-defined frequency.																		

		RA-2		SECURITY CATEGORIZATION		Determine if the organization:		Risk assessment policy;security planning policy and procedures;procedures addressing security categorization of organizational information and information systems;security plan;security categorization documentation;other relevant documents or records		Organizational processes for security categorization		Organizational personnel with security categorization and risk assessment responsibilities;organizational personnel with information security responsibilities												

		RA-2(a)				categorizes information and the information system in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance;																		

		RA-2(b)				documents the security categorization results (including supporting rationale) in the security plan for the information system; and																		

		RA-2(c)				ensures the authorizing official or authorizing official designated representative reviews and approves the security categorization decision.																		

		RA-3		RISK ASSESSMENT		Determine if the organization:		Risk assessment policy;security planning policy and procedures;procedures addressing organizational assessments of risk;security plan;risk assessment;risk assessment results;risk assessment reviews;risk assessment updates;other relevant documents or records		Organizational processes for risk assessment;automated mechanisms supporting and/or for conducting, documenting, reviewing, disseminating, and updating the risk assessment		Organizational personnel with risk assessment responsibilities;organizational personnel with information security responsibilities												

		RA-3(a)				conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of:																		

		RA-3(a)[1]				the information system;																		

		RA-3(a)[2]				the information the system processes, stores, or transmits;																		

		RA-3(b)																						

		RA-3(b)[1]				defines a document in which risk assessment results are to be documented (if not documented in the security plan or risk assessment report);																		

		RA-3(b)[2]				documents risk assessment results in one of the following:																		

		RA-3(b)[2][a]				the security plan;																		

		RA-3(b)[2][b]				the risk assessment report; or																		

		RA-3(b)[2][c]				the organization-defined document;																		

		RA-3(c)																						

		RA-3(c)[1]				defines the frequency to review risk assessment results;																		

		RA-3(c)[2]				reviews risk assessment results with the organization-defined frequency;																		

		RA-3(d)																						

		RA-3(d)[1]				defines personnel or roles to whom risk assessment results are to be disseminated;																		

		RA-3(d)[2]				disseminates risk assessment results to organization-defined personnel or roles;																		

		RA-3(e)																						

		RA-3(e)[1]				defines the frequency to update the risk assessment;																		

		RA-3(e)[2]				updates the risk assessment:																		

		RA-3(e)[2][a]				with the organization-defined frequency;																		

		RA-3(e)[2][b]				whenever there are significant changes to the information system or environment of operation (including the identification of new threats and vulnerabilities); and																		

		RA-3(e)[2][c]				whenever there are other conditions that may impact the security state of the system.																		

		RA-5		VULNERABILITY SCANNING		Determine if the organization:		Risk assessment policy;procedures addressing vulnerability scanning;risk assessment;security plan;security assessment report;vulnerability scanning tools and associated configuration documentation;vulnerability scanning results;patch and vulnerability management records;other relevant documents or records		Organizational processes for vulnerability scanning, analysis, remediation, and information sharing;automated mechanisms supporting and/or implementing vulnerability scanning, analysis, remediation, and information sharing		Organizational personnel with risk assessment, security control assessment and vulnerability scanning responsibilities;organizational personnel with vulnerability scan analysis responsibilities;organizational personnel with vulnerability remediation responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		RA-5(a)																						

		RA-5(a)[1]																						

		RA-5(a)[1][a]				defines the frequency for conducting vulnerability scans on the information system and hosted applications; and/or																		

		RA-5(a)[1][b]				defines the process for conducting random vulnerability scans on the information system and hosted applications;																		

		RA-5(a)[2]				in accordance with the organization-defined frequency and/or organization-defined process for conducting random scans, scans for vulnerabilities in:																		

		RA-5(a)[2][a]				the information system;																		

		RA-5(a)[2][b]				hosted applications;																		

		RA-5(a)[3]				when new vulnerabilities potentially affecting the system/applications are identified and reported, scans for vulnerabilities in:																		

		RA-5(a)[3][a]				the information system;																		

		RA-5(a)[3][b]				hosted applications;																		

		RA-5(b)				employs vulnerability scanning tools and techniques that facilitate interoperability among tools and automate parts of the vulnerability management process by using standards for:																		

		RA-5(b)(1)																						

		RA-5(b)(1)[1]				enumerating platforms;																		

		RA-5(b)(1)[2]				enumerating software flaws;																		

		RA-5(b)(1)[3]				enumerating improper configurations;																		

		RA-5(b)(2)																						

		RA-5(b)(2)[1]				formatting checklists;																		

		RA-5(b)(2)[2]				formatting test procedures;																		

		RA-5(b)(3)				measuring vulnerability impact;																		

		RA-5(c)																						

		RA-5(c)[1]				analyzes vulnerability scan reports;																		

		RA-5(c)[2]				analyzes results from security control assessments;																		

		RA-5(d)																						

		RA-5(d)[1]				defines response times to remediate legitimate vulnerabilities in accordance with an organizational assessment of risk;																		

		RA-5(d)[2]				remediates legitimate vulnerabilities within the organization-defined response times in accordance with an organizational assessment of risk;																		

		RA-5(e)																						

		RA-5(e)[1]				defines personnel or roles with whom information obtained from the vulnerability scanning process and security control assessments is to be shared;																		

		RA-5(e)[2]				shares information obtained from the vulnerability scanning process with organization-defined personnel or roles to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies); and																		

		RA-5(e)[3]				shares information obtained from security control assessments with organization-defined personnel or roles to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies).																		

		RA-5(1)		UPDATE TOOL CAPABILITY		Determine if the organization employs vulnerability scanning tools that include the capability to readily update the information system vulnerabilities to be scanned.		Procedures addressing vulnerability scanning;security plan;security assessment report;vulnerability scanning tools and associated configuration documentation;vulnerability scanning results;patch and vulnerability management records;other relevant documents or records		Organizational processes for vulnerability scanning;automated mechanisms/tools supporting and/or implementing vulnerability scanning		Organizational personnel with vulnerability scanning responsibilities;organizational personnel with information security responsibilities												

		RA-5(2)		UPDATE BY FREQUENCY / PRIOR TO  NEW SCAN / WHEN IDENTIFIED		Determine if the organization:		Procedures addressing vulnerability scanning;security plan;security assessment report;vulnerability scanning tools and associated configuration documentation;vulnerability scanning results;patch and vulnerability management records;other relevant documents or records		Organizational processes for vulnerability scanning;automated mechanisms/tools supporting and/or implementing vulnerability scanning		Organizational personnel with vulnerability scanning responsibilities;organizational personnel with vulnerability scan analysis responsibilities;organizational personnel with information security responsibilities;system/network administrators												

		RA-5(2)[1]				defines the frequency to update the information system vulnerabilities scanned;																		

		RA-5(2)[2]				updates the information system vulnerabilities scanned one or more of the following:																		

		RA-5(2)[2][a]				with the organization-defined frequency;																		

		RA-5(2)[2][b]				prior to a new scan; and/or																		

		RA-5(2)[2][c]				when new vulnerabilities are identified and reported.																		

		RA-5(3)		BREADTH / DEPTH OF COVERAGE		Determine if the organization employs vulnerability scanning procedures that can identify:		Procedures addressing vulnerability scanning;security plan;security assessment report;vulnerability scanning tools and associated configuration documentation;vulnerability scanning results;patch and vulnerability management records;other relevant documents or records		Organizational processes for vulnerability scanning;automated mechanisms/tools supporting and/or implementing vulnerability scanning		Organizational personnel with vulnerability scanning responsibilities;organizational personnel with vulnerability scan analysis responsibilities;organizational personnel with information security responsibilities												

		RA-5(3)[1]				the breadth of coverage (i.e., information system components scanned); and																		

		RA-5(3)[2]				the depth of coverage (i.e., vulnerabilities checked).																		

		RA-5(5)		PRIVILEGED ACCESS		Determine if:		Risk assessment policy;procedures addressing vulnerability scanning;security plan;information system design documentation;information system configuration settings and associated documentation;list of information system components for vulnerability scanning;personnel access authorization list;authorization credentials;access authorization records;other relevant documents or records		Organizational processes for vulnerability scanning;organizational processes for access control;automated mechanisms supporting and/or implementing access control;automated mechanisms/tools supporting and/or implementing vulnerability scanning		Organizational personnel with vulnerability scanning responsibilities;system/network administrators;organizational personnel responsible for access control to the information system;organizational personnel responsible for configuration management of the information system;system developers;organizational personnel with information security responsibilities												

		RA-5(5)[1]				the organization defines information system components to which privileged access is authorized for selected vulnerability scanning activities;																		

		RA-5(5)[2]				the organization defines vulnerability scanning activities selected for privileged access authorization to organization-defined information system components; and																		

		RA-5(5)[3]				the information system implements privileged access authorization to organization-defined information system components for selected organization-defined vulnerability scanning activities.																		

		RA-5(6)		AUTOMATED TREND ANALYSES		Determine if the organization employs automated mechanisms to compare the results of vulnerability scans over time to determine trends in information system vulnerabilities.		Risk assessment policy;procedures addressing vulnerability scanning;information system design documentation;vulnerability scanning tools and techniques documentation;vulnerability scanning results;other relevant documents or records		Organizational processes for vulnerability scanning;automated mechanisms/tools supporting and/or implementing vulnerability scanning;automated mechanisms supporting and/or implementing trend analysis of vulnerability scan results		Organizational personnel with vulnerability scanning responsibilities;organizational personnel with vulnerability scan analysis responsibilities;organizational personnel with information security responsibilities												

		RA-5(8)		REVIEW HISTORIC AUDIT LOGS		Determine if the organization reviews historic audit logs to determine if a vulnerability identified in the information system has been previously exploited. 		Risk assessment policy;procedures addressing vulnerability scanning;audit logs;records of audit log reviews;vulnerability scanning results;patch and vulnerability management records;other relevant documents or records		Organizational processes for vulnerability scanning;organizational process for audit record review and response;automated mechanisms/tools supporting and/or implementing vulnerability scanning;automated mechanisms supporting and/or implementing audit record review		Organizational personnel with vulnerability scanning responsibilities;organizational personnel with vulnerability scan analysis responsibilities;;organizational personnel with audit record review responsibilities;system/network administrators;organizational personnel with information security responsibilities												





SA Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		SA-1		SYSTEM AND SERVICES ACQUISITION POLICY AND PROCEDURES		Determine if the organization:		System and services acquisition policy and procedures;other relevant documents or records				Organizational personnel with system and services acquisition responsibilities;organizational personnel with information security responsibilities																																				Low

		SA-1(a)(1)																																														Moderate

		SA-1(a)(1)[1]				develops and documents a system and services acquisition policy that addresses:																																										High

		SA-1(a)(1)[1][a]				purpose;																		

		SA-1(a)(1)[1][b]				scope;																		

		SA-1(a)(1)[1][c]				roles;																		

		SA-1(a)(1)[1][d]				responsibilities;																		

		SA-1(a)(1)[1][e]				management commitment;																		

		SA-1(a)(1)[1][f]				coordination among organizational entities;																		

		SA-1(a)(1)[1][g]				compliance;																		

		SA-1(a)(1)[2]				defines personnel or roles to whom the system and services acquisition policy is to be disseminated;																		

		SA-1(a)(1)[3]				disseminates the system and services acquisition policy to organization-defined personnel or roles;																		

		SA-1(a)(2)																						

		SA-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the  system and services acquisition policy and associated  system and services acquisition controls;																		

		SA-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		SA-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		SA-1(b)(1)																						

		SA-1(b)(1)[1]				defines the frequency to review and update the current system and services acquisition policy;																		

		SA-1(b)(1)[2]				reviews and updates the current system and services acquisition policy with the organization-defined frequency;																		

		SA-1(b)(2)																						

		SA-1(b)(2)[1]				defines the frequency to review and update the current  system and services acquisition procedures; and																		

		SA-1(b)(2)[2]				reviews and updates the current system and services acquisition procedures with the organization-defined frequency.																		

		SA-2		ALLOCATION OF RESOURCES		Determine if the organization:		System and services acquisition policy;procedures addressing the allocation of resources to information security requirements;procedures addressing capital planning and investment control;organizational programming and budgeting documentation;other relevant documents or records		Organizational processes for determining information security requirements;organizational processes for capital planning, programming, and budgeting;automated mechanisms supporting and/or implementing organizational capital planning, programming, and budgeting		Organizational personnel with capital planning, investment control, organizational programming and budgeting responsibilities;organizational personnel responsible for determining information security requirements for information systems/services;organizational personnel with information security responsibilities												

		SA-2(a)				determines information security requirements for the information system or information system service in mission/business process planning;																		

		SA-2(b)				to protect the information system or information system service as part of its capital planning and investment control process:																		

		SA-2(b)[1]				determines the resources required;																		

		SA-2(b)[2]				documents the resources required;																		

		SA-2(b)[3]				allocates the resources required; and																		

		SA-2(c)				establishes a discrete line item for information security in organizational programming and budgeting documentation.																		

		SA-3		SYSTEM DEVELOPMENT LIFE CYCLE		Determine if the organization:		System and services acquisition policy;procedures addressing the integration of information security into the system development life cycle process;information system development life cycle documentation;information security risk management strategy/program documentation;other relevant documents or records		Organizational processes for defining and documenting the SDLC;organizational processes for identifying SDLC roles and responsibilities;organizational process for integrating information security risk management into the SDLC;automated mechanisms supporting and/or implementing the SDLC		Organizational personnel with information security and system life cycle development responsibilities;organizational personnel with information security risk management responsibilities;organizational personnel with information security responsibilities												

		SA-3(a)																						

		SA-3(a)[1]				defines a system development life cycle that incorporates information security considerations to be used to manage the information system;																		

		SA-3(a)[2]				manages the information system using the organization-defined system development life cycle;																		

		SA-3(b)				defines and documents information security roles and responsibilities throughout the system development life cycle;																		

		SA-3(c)				identifies individuals having information security roles and responsibilities; and																		

		SA-3(d)				integrates the organizational information security risk management process into system development life cycle activities.																		

		SA-4		ACQUISITION PROCESS		Determine if the organization includes the following requirements, descriptions, and criteria, explicitly or by reference, in the acquisition contracts for the information system, system component, or information system service in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, guidelines, and organizational mission/business needs:		System and services acquisition policy;procedures addressing the integration of information security requirements, descriptions, and criteria into the acquisition process;acquisition contracts for the information system, system component, or information system service;information system design documentation;other relevant documents or records		Organizational processes for determining information system security functional, strength, and assurance requirements;organizational processes for developing acquisition contracts;automated mechanisms supporting and/or implementing acquisitions and inclusion of security requirements in contracts		Organizational personnel with acquisition/contracting responsibilities;organizational personnel with responsibility for determining information system security functional, strength, and assurance requirements;system/network administrators;organizational personnel with information security responsibilities												

		SA-4(a)				security functional requirements;																		

		SA-4(b)				security strength requirements;																		

		SA-4(c)				security assurance requirements;																		

		SA-4(d)				security-related documentation requirements;																		

		SA-4(e)				requirements for protecting security-related documentation;																		

		SA-4(f)				description of:																		

		SA-4(f)[1]				the information system development environment;																		

		SA-4(f)[2]				the environment in which the system is intended to operate; and																		

		SA-4(g)				acceptance criteria.																		

		SA-4(1)		FUNCTIONAL PROPERTIES OF SECURITY CONTROLS		Determine if the organization requires the developer of the information system, system component, or information system service to provide a description of the functional properties of the security controls to be employed.		System and services acquisition policy;procedures addressing the integration of information security requirements, descriptions, and criteria into the acquisition process;solicitation documents;acquisition documentation;acquisition contracts for the information system, system component, or information system services;other relevant documents or records		Organizational processes for determining information system security functional, requirements;organizational processes for developing acquisition contracts;automated mechanisms supporting and/or implementing acquisitions and inclusion of security requirements in contracts		Organizational personnel with acquisition/contracting responsibilities;organizational personnel with responsibility for determining information system security functional requirements;information system developer or service provider;organizational personnel with information security responsibilities												

		SA-4(2)		DESIGN / IMPLEMENTATION INFORMATION FOR SECURITY CONTROLS		Determine if the organization:		System and services acquisition policy;procedures addressing the integration of information security requirements, descriptions, and criteria into the acquisition process;solicitation documents;acquisition documentation;acquisition contracts for the information system, system components, or information system services;design and implementation information for security controls employed in the information system, system component, or information system service;other relevant documents or records		Organizational processes for determining level of detail for system design and security controls;organizational processes for developing acquisition contracts;automated mechanisms supporting and/or implementing development of system design details		Organizational personnel with acquisition/contracting responsibilities;organizational personnel with responsibility for determining information system security requirements;information system developer or service provider;organizational personnel with information security responsibilities												

		SA-4(2)[1]				defines level of detail that the developer is required to provide in design and implementation information for the security controls to be employed in the information system, system component, or information system service;																		

		SA-4(2)[2]				defines design/implementation information that the developer is to provide for the security controls to be employed (if selected);																		

		SA-4(2)[3]				requires the developer of the information system, system component, or information system service to provide design and implementation information for the security controls to be employed that includes, at the organization-defined level of detail, one or more of the following:																		

		SA-4(2)[3][a]				security-relevant external system interfaces;																		

		SA-4(2)[3][b]				high-level design;																		

		SA-4(2)[3][c]				low-level design;																		

		SA-4(2)[3][d]				source code;																		

		SA-4(2)[3][e]				hardware schematics; and/or																		

		SA-4(2)[3][f]				organization-defined design/implementation information.																		

		SA-4(8)		CONTINUOUS MONITORING PLAN		Determine if the organization:		System and services acquisition policy;procedures addressing developer continuous monitoring plans;procedures addressing the integration of information security requirements, descriptions, and criteria into the acquisition process;developer continuous monitoring plans;security assessment plans;acquisition contracts for the information system, system component, or information system service;acquisition documentation;solicitation documentation;service-level agreements;other relevant documents or records		Vendor processes for continuous monitoring;automated mechanisms supporting and/or implementing developer continuous monitoring		Organizational personnel with acquisition/contracting responsibilities;organizational personnel with responsibility for determining information system security requirements;information system developers;organizational personnel with information security responsibilities												

		SA-4(8)[1]				defines the level of detail the developer of the information system, system component, or information system service is required to provide when producing a plan for the continuous monitoring of security control effectiveness; and																		

		SA-4(8)[2]				requires the developer of the information system, system component, or information system service to produce a plan for the continuous monitoring of security control effectiveness that contains the organization-defined level of detail.																		

		SA-4(9)		FUNCTIONS / PORTS / PROTOCOLS / SERVICES IN USE		Determine if the organization requires the developer of the information system, system component, or information system service to identify early in the system development life cycle:		System and services acquisition policy;procedures addressing the integration of information security requirements, descriptions, and criteria into the acquisition process;information system design documentation;information system documentation including functions, ports, protocols, and services intended for organizational use;acquisition contracts for information systems or services;acquisition documentation;solicitation documentation;service-level agreements;organizational security requirements, descriptions, and criteria for developers of information systems, system components, and information system services;other relevant documents or records				Organizational personnel with acquisition/contracting responsibilities;organizational personnel with responsibility for determining information system security requirements;system/network administrators;organizational personnel operating, using, and/or maintaining the information system;information system developers;organizational personnel with information security responsibilities												

		SA-4(9)[1]				the functions intended for organizational use;																		

		SA-4(9)[2]				the ports intended for organizational use;																		

		SA-4(9)[3]				the protocols intended for organizational use; and																		

		SA-4(9)[4]				the services intended for organizational use.																		

		SA-4(10)		USE OF APPROVED PIV PRODUCTS		Determine if the organization employs only information technology products on the FIPS 201-approved products list for Personal Identity Verification (PIV) capability implemented within organizational information systems. 		System and services acquisition policy;procedures addressing the integration of information security requirements, descriptions, and criteria into the acquisition process;solicitation documentation;acquisition documentation;acquisition contracts for the information system, system component, or information system service;service-level agreements;other relevant documents or records		Organizational processes for selecting and employing FIPS 201-approved products		Organizational personnel with acquisition/contracting responsibilities;organizational personnel with responsibility for determining information system security requirements;organizational personnel with responsibility for ensuring only FIPS 201-approved products are implemented;organizational personnel with information security responsibilities												

		SA-5		INFORMATION SYSTEM DOCUMENTATION		Determine if the organization:		System and services acquisition policy;procedures addressing information system documentation;information system documentation including administrator and user guides;records documenting attempts to obtain unavailable or nonexistent information system documentation;list of actions to be taken in response to documented attempts to obtain information system, system component, or information system service documentation;risk management strategy documentation;other relevant documents or records		Organizational processes for obtaining, protecting, and distributing information system administrator and user documentation		Organizational personnel with acquisition/contracting responsibilities;organizational personnel with responsibility for determining information system security requirements;system administrators;organizational personnel operating, using, and/or maintaining the information system;information system developers;organizational personnel with information security responsibilities												

		SA-5(a)				obtains administrator documentation for the information system, system component, or information system service that describes:																		

		SA-5(a)(1)																						

		SA-5(a)(1)[1]				secure configuration of the system, system component, or service;																		

		SA-5(a)(1)[2]				secure installation of the system, system component, or service;																		

		SA-5(a)(1)[3]				secure operation of the system, system component, or service;																		

		SA-5(a)(2)																						

		SA-5(a)(2)[1]				effective use of the security features/mechanisms;																		

		SA-5(a)(2)[2]				effective maintenance of the security features/mechanisms;																		

		SA-5(a)(3)				known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions;																		

		SA-5(b)				obtains user documentation for the information system, system component, or information system service that describes:																		

		SA-5(b)(1)																						

		SA-5(b)(1)[1]				user-accessible security functions/mechanisms;																		

		SA-5(b)(1)[2]				how to effectively use those functions/mechanisms;																		

		SA-5(b)(2)				methods for user interaction, which enables individuals to use the system, component, or service  in a more secure manner;																		

		SA-5(b)(3)				user responsibilities in maintaining the security of the system, component, or service;																		

		SA-5(c)																						

		SA-5(c)[1]				defines actions to be taken after documented attempts to obtain information system, system component, or information system service documentation when such documentation is either unavailable or nonexistent;																		

		SA-5(c)[2]				documents attempts to obtain information system, system component, or information system service documentation when such documentation is either unavailable or nonexistent;																		

		SA-5(c)[3]				takes organization-defined actions in response;																		

		SA-5(d)				protects documentation as required, in accordance with the risk management strategy;																		

		SA-5(e)																						

		SA-5(e)[1]				defines personnel or roles to whom documentation is to be distributed; and																		

		SA-5(e)[2]				distributes documentation to organization-defined personnel or roles.																		

		SA-8		SECURITY ENGINEERING PRINCIPLES		Determine if the organization applies information system security engineering principles in: 		System and services acquisition policy;procedures addressing security engineering principles used in the specification, design, development, implementation, and modification of the information system;information system design documentation;information security requirements and specifications for the information system;other relevant documents or records		Organizational processes for applying security engineering principles in information system specification, design, development, implementation, and modification;automated mechanisms supporting the application of security engineering principles in information system specification, design, development, implementation, and modification		Organizational personnel with acquisition/contracting responsibilities;organizational personnel with responsibility for determining information system security requirements;organizational personnel with information system specification, design, development, implementation, and modification responsibilities;information system developers;organizational personnel with information security responsibilities												

		SA-8[1]				the specification of the information system;																		

		SA-8[2]				the design of the information system;																		

		SA-8[3]				the development of the information system;																		

		SA-8[4]				the implementation of the information system; and																		

		SA-8[5]				the modification of the information system.																		

		SA-9		EXTERNAL INFORMATION SYSTEM SERVICES		Determine if the organization:		System and services acquisition policy;procedures addressing external information system services;procedures addressing methods and techniques for monitoring security control compliance by external service providers of information system services;acquisition contracts, service-level agreements;organizational security requirements and security specifications for external provider services;security control assessment evidence from external providers of information system services;other relevant documents or records		Organizational processes for monitoring security control compliance by external service providers on an ongoing basis;automated mechanisms for monitoring security control compliance by external service providers on an ongoing basis		Organizational personnel with system and services acquisition responsibilities;external providers of information system services;organizational personnel with information security responsibilities												

		SA-9(a)																						

		SA-9(a)[1]				defines security controls to be employed by providers of external information system services;																		

		SA-9(a)[2]				requires that providers of external information system services comply with organizational information security requirements;																		

		SA-9(a)[3]				requires that providers of external information system services employ organization-defined security controls in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance;																		

		SA-9(b)																						

		SA-9(b)[1]				defines and documents government oversight with regard to external information system services;																		

		SA-9(b)[2]				defines and documents user roles and responsibilities with regard to external information system services;																		

		SA-9(c)																						

		SA-9(c)[1]				defines processes, methods, and techniques to be employed to monitor security control compliance by external service providers; and																		

		SA-9(c)[2]				employs organization-defined processes, methods, and techniques to monitor security control compliance by external service providers on an ongoing basis.																		

		SA-9(1)		RISK ASSESSMENTS / ORGANIZATIONAL APPROVALS		Determine if the organization:		System and services acquisition policy;procedures addressing external information system services;acquisition documentation;acquisition contracts for the information system, system component, or information system service;risk assessment reports;approval records for acquisition or outsourcing of dedicated information security services;other relevant documents or records		Organizational processes for conducting a risk assessment prior to acquiring or outsourcing dedicated information security services;organizational processes for approving the outsourcing of dedicated information security services;automated mechanisms supporting and/or implementing risk assessment;automated mechanisms supporting and/or implementing approval processes		Organizational personnel with system and services acquisition responsibilities;organizational personnel with information system security responsibilities;external providers of information system services;organizational personnel with information security responsibilities												

		SA-9(1)(a)				conducts an organizational assessment of risk prior to the acquisition or outsourcing of dedicated information security services;																		

		SA-9(1)(b)																						

		SA-9(1)(b)[1]				defines personnel or roles designated to approve the acquisition or outsourcing of dedicated information security services; and																		

		SA-9(1)(b)[2]				ensures that the acquisition or outsourcing of dedicated information security services is approved by organization-defined personnel or roles.																		

		SA-9(2)		IDENTIFICATION OF FUNCTIONS / PORTS / PROTOCOLS / SERVICES		Determine if the organization:		System and services acquisition policy;procedures addressing external information system services;acquisition contracts for the information system, system component, or information system service;acquisition documentation;solicitation documentation, service-level agreements;organizational security requirements and security specifications for external service providers;list of required functions, ports, protocols, and other services;other relevant documents or records				Organizational personnel with system and services acquisition responsibilities;organizational personnel with information security responsibilities;system/network administrators;external providers of information system services												

		SA-9(2)[1]				defines external information system services for which providers of such services are to identify the functions, ports, protocols, and other services required for the use of such services;																		

		SA-9(2)[2]				requires providers of organization-defined external information system services to identify:																		

		SA-9(2)[2][a]				the functions required for the use of such services;																		

		SA-9(2)[2][b]				the ports required for the use of such services;																		

		SA-9(2)[2][c]				the protocols required for the use of such services; and																		

		SA-9(2)[2][d]				the other services required for the use of such services.																		

		SA-9(4)		CONSISTENT  INTERESTS OF CONSUMERS AND PROVIDERS		Determine if the organization:		System and services acquisition policy;procedures addressing external information system services;acquisition contracts for the information system, system component, or information system service;solicitation documentation;acquisition documentation;service-level agreements;organizational security requirements/safeguards for external service providers;personnel security policies for external service providers;assessments performed on external service providers;other relevant documents or records		Organizational processes for defining and employing safeguards to ensure consistent interests with external service providers;automated mechanisms supporting and/or implementing safeguards to ensure consistent interests with external service providers		Organizational personnel with system and services acquisition responsibilities;organizational personnel with information security responsibilities;external providers of information system services												

		SA-9(4)[1]				defines external service providers whose interests are to be consistent with and reflect organizational interests;																		

		SA-9(4)[2]				defines security safeguards to be employed to ensure that the interests of organization-defined external service providers are consistent with and reflect organizational interests; and																		

		SA-9(4)[3]				employs organization-defined security safeguards to ensure that the interests of organization-defined external service providers are consistent with and reflect organizational interests.																		

		SA-9(5)		PROCESSING, STORAGE, AND SERVICE LOCATION		Determine if the organization:		System and services acquisition policy;procedures addressing external information system services;acquisition contracts for the information system, system component, or information system service;solicitation documentation;acquisition documentation;service-level agreements;restricted locations for information processing;information/data and/or information system services;information processing, information/data, and/or information system services to be maintained in restricted locations;organizational security requirements or conditions for external providers;other relevant documents or records		Organizational processes for defining requirements to restrict locations of information processing, information/data, or information services;organizational processes for ensuring the location is restricted in accordance with requirements or conditions		Organizational personnel with system and services acquisition responsibilities;organizational personnel with information security responsibilities;external providers of information system services												

		SA-9(5)[1]				defines locations where organization-defined information processing, information/data, and/or information system services are to be restricted;																		

		SA-9(5)[2]				defines requirements or conditions to restrict the location of information processing, information/data, and/or information system services;																		

		SA-9(5)[3]				restricts the location of one or more of the following to organization-defined locations based on organization-defined requirements or conditions:																		

		SA-9(5)[3][a]				information processing;																		

		SA-9(5)[3][b]				information/data; and/or																		

		SA-9(5)[3][c]				information services.																		

		SA-10		DEVELOPER CONFIGURATION MANAGEMENT		Determine if the organization:		System and services acquisition policy;procedures addressing system developer configuration management;solicitation documentation;acquisition documentation;service-level agreements;acquisition contracts for the information system, system component, or information system service;system developer configuration management plan;security flaw and flaw resolution tracking records;system change authorization records;change control records;configuration management records;other relevant documents or records		Organizational processes for monitoring developer configuration management;automated mechanisms supporting and/or implementing the monitoring of developer configuration management		Organizational personnel with system and services acquisition responsibilities;organizational personnel with information security responsibilities;organizational personnel with configuration management responsibilities;system developers												

		SA-10(a)				requires the developer of the information system, system component, or information system service to perform configuration management during one or more of the following:																		

		SA-10(a)[1]				system, component, or service design;																		

		SA-10(a)[2]				system, component, or service development;																		

		SA-10(a)[3]				system, component, or service implementation; and/or																		

		SA-10(a)[4]				system, component, or service operation;																		

		SA-10(b)																						

		SA-10(b)[1]				defines configuration items to be placed under configuration management;																		

		SA-10(b)[2]				requires the developer of the information system, system component, or information system service to:																		

		SA-10(b)[2][a]				document the integrity of changes to organization-defined items under configuration management;																		

		SA-10(b)[2][b]				manage the integrity of changes to organization-defined items under configuration management;																		

		SA-10(b)[2][c]				control the integrity of changes to organization-defined items under configuration management;																		

		SA-10(c)				requires the developer of the information system, system component, or information system service to implement only organization-approved changes to the system, component, or service;																		

		SA-10(d)				requires the developer of the information system, system component, or information system service to document:																		

		SA-10(d)[1]				approved changes to the system, component, or service;																		

		SA-10(d)[2]				the potential security impacts of such changes;																		

		SA-10(e)																						

		SA-10(e)[1]				defines personnel to whom findings, resulting from security flaws and flaw resolution tracked within the system, component, or service, are to be reported;																		

		SA-10(e)[2]				requires the developer of the information system, system component, or information system service to:																		

		SA-10(e)[2][a]				track security flaws within the system, component, or service;																		

		SA-10(e)[2][b]				track security flaw resolution within the system, component, or service; and																		

		SA-10(e)[2][c]				report findings to organization-defined personnel.																		

		SA-10(1)		SOFTWARE / FIRMWARE INTEGRITY VERIFICATION		Determine if the organization requires the developer of the information system, system component, or information system service to enable integrity verification of software and firmware components.		System and services acquisition policy;procedures addressing system developer configuration management;solicitation documentation;acquisition documentation;service-level agreements;acquisition contracts for the information system;system component, or information system service;system developer configuration management plan;software and firmware integrity verification records;system change authorization records;change control records;configuration management records;other relevant documents or records		Organizational processes for monitoring developer configuration management;automated mechanisms supporting and/or implementing the monitoring of developer configuration management		Organizational personnel with system and services acquisition responsibilities;organizational personnel with information security responsibilities;organizational personnel with configuration management responsibilities;system developers												

		SA-11		DEVELOPER SECURITY TESTING AND EVALUATION		Determine if the organization:		System and services acquisition policy;procedures addressing system developer security testing;procedures addressing flaw remediation;solicitation documentation;acquisition documentation;service-level agreements;acquisition contracts for the information system, system component, or information system service;system developer security test plans;records of developer security testing results for the information system, system component, or information system service;security flaw and remediation tracking records;other relevant documents or records		Organizational processes for monitoring developer security testing and evaluation;automated mechanisms supporting and/or implementing the monitoring of developer security testing and evaluation		Organizational personnel with system and services acquisition responsibilities;organizational personnel with information security responsibilities;organizational personnel with developer security testing responsibilities;system developers												

		SA-11(a)				requires the developer of the information system, system component, or information system service to create and implement a security plan;																		

		SA-11(b)																						

		SA-11(b)[1]				defines the depth of testing/evaluation to be performed by the developer of the information system, system component, or information system service;																		

		SA-11(b)[2]				defines the coverage of testing/evaluation to be performed by the developer of the information system, system component, or information system service;																		

		SA-11(b)[3]				requires the developer of the information system, system component, or information system service to perform one or more of the following testing/evaluation at the organization-defined depth and coverage:																		

		SA-11(b)[3][a]				unit testing/evaluation;																		

		SA-11(b)[3][b]				integration testing/evaluation;																		

		SA-11(b)[3][c]				system testing/evaluation; and/or																		

		SA-11(b)[3][d]				regression testing/evaluation;																		

		SA-11(c)				requires the developer of the information system, system component, or information system service to produce evidence of:																		

		SA-11(c)[1]				the execution of the security assessment plan;																		

		SA-11(c)[2]				the results of the security testing/evaluation;																		

		SA-11(d)				requires the developer of the information system, system component, or information system service to implement a verifiable flaw remediation process; and																		

		SA-11(e)				requires the developer of the information system, system component, or information system service to correct flaws identified during security testing/evaluation.																		

		SA-11(1)		STATIC CODE ANALYSIS		Determine if the organization requires the developer of the information system, system component, or information system service to employ static code analysis tools to identify common flaws and document the results of the analysis.		System and services acquisition policy;procedures addressing system developer security testing;procedures addressing flaw remediation;solicitation documentation;acquisition documentation;service-level agreements;acquisition contracts for the information system, system component, or information system service;system developer security test plans;system developer security testing results;security flaw and remediation tracking records;other relevant documents or records		Organizational processes for monitoring developer security testing and evaluation;automated mechanisms supporting and/or implementing the monitoring of developer security testing and evaluation;static code analysis tools		Organizational personnel with system and services acquisition responsibilities;organizational personnel with information security responsibilities;organizational personnel with developer security testing responsibilities;organizational personnel with configuration management responsibilities;system developers												

		SA-11(2)		THREAT AND VULNERABILITY ANALYSES		Determine if the organization requires the developer of the information system, system component, or information system service to perform:		System and services acquisition policy;procedures addressing system developer security testing;solicitation documentation;acquisition documentation;service-level agreements;acquisition contracts for the information system, system component, or information system service;system developer security test plans;records of developer security testing results for the information system, system component, or information system service;vulnerability scanning results;information system risk assessment reports;threat and vulnerability analysis reports;other relevant documents or records		Organizational processes for monitoring developer security testing and evaluation;automated mechanisms supporting and/or implementing the monitoring of developer security testing and evaluation		Organizational personnel with system and services acquisition responsibilities;organizational personnel with information security responsibilities;organizational personnel with developer security testing responsibilities;system developers												

		SA-11(2)[1]				threat analyses of the as-built, system component, or service;																		

		SA-11(2)[2]				vulnerability analyses of the as-built, system component, or service; and																		

		SA-11(2)[3]				subsequent testing/evaluation of the as-built, system component, or service.																		

		SA-11(8)		DYNAMIC CODE ANALYSIS		Determine if the organization requires the developer of the information system, system component, or information system service to employ dynamic code analysis tools to identify common flaws and document the results of the analysis.		System and services acquisition policy;procedures addressing system developer security testing;procedures addressing flaw remediation;solicitation documentation;acquisition documentation;service-level agreements;acquisition contracts for the information system, system component, or information system service;system developer security test and evaluation plans;security test and evaluation results;security flaw and remediation tracking reports;other relevant documents or records		Organizational processes for monitoring developer security testing and evaluation;automated mechanisms supporting and/or implementing the monitoring of developer security testing and evaluation		Organizational personnel with system and services acquisition responsibilities;organizational personnel with information security responsibilities;organizational personnel with developer security testing responsibilities;organizational personnel with configuration management responsibilities;system developers												





SC Controls

		Name		Title		Decision		Examine		Test		Interview		Observations and Evidence		Implementation
Status		<Date>
Findings		Likelihood		Impact		Risk Exposure		Risk Description		Recommendation for Mitigation		Assessor POC				<Date>
Prior Findings		<Date>
Prior Risk

		SC-1		SYSTEM AND COMMUNICATIONS PROTECTION POLICY AND PROCEDURES		Determine if the organization:		System and communications protection policy and procedures;other relevant documents or records				Organizational personnel with system and communications protection responsibilities;organizational personnel with information security responsibilities																																				Low

		SC-1(a)(1)																																														Moderate

		SC-1(a)(1)[1]				develops and documents a system and communications protection policy that addresses:																																										High

		SC-1(a)(1)[1][a]				purpose;																		

		SC-1(a)(1)[1][b]				scope;																		

		SC-1(a)(1)[1][c]				roles;																		

		SC-1(a)(1)[1][d]				responsibilities;																		

		SC-1(a)(1)[1][e]				management commitment;																		

		SC-1(a)(1)[1][f]				coordination among organizational entities;																		

		SC-1(a)(1)[1][g]				compliance;																		

		SC-1(a)(1)[2]				defines personnel or roles to whom the system and communications protection policy is to be disseminated;																		

		SC-1(a)(1)[3]				disseminates the system and communications protection policy to organization-defined personnel or roles;																		

		SC-1(a)(2)																						

		SC-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the system and communications protection policy and associated  system and communications protection controls;																		

		SC-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		SC-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		SC-1(b)(1)																						

		SC-1(b)(1)[1]				defines the frequency to review and update the current system and communications protection policy;																		

		SC-1(b)(1)[2]				reviews and updates the current system and communications protection policy with the organization-defined frequency;																		

		SC-1(b)(2)																						

		SC-1(b)(2)[1]				defines the frequency to review and update the current system and communications protection procedures; and																		

		SC-1(b)(2)[2]				reviews and updates the current system and communications protection procedures with the organization-defined frequency.																		

		SC-2		APPLICATION PARTITIONING		Determine if the information system separates user functionality (including user interface services) from information system management functionality.		System and communications protection policy;procedures addressing application partitioning;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Separation of user functionality from information system management functionality		System/network administrators;organizational personnel with information security responsibilities;system developer												

		SC-4		INFORMATION IN SHARED RESOURCES		Determine if the information system prevents unauthorized and unintended information transfer via shared system resources.		System and communications protection policy;procedures addressing information protection in shared system resources;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms preventing unauthorized and unintended transfer of information via shared system resources		System/network administrators;organizational personnel with information security responsibilities;system developer												

		SC-5		DENIAL OF SERVICE PROTECTION		Determine if:		System and communications protection policy;procedures addressing denial of service protection;information system design documentation;security plan;list of denial of services attacks requiring employment of security safeguards to protect against or limit effects of such attacks;list of security safeguards protecting against or limiting the effects of denial of service attacks;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms protecting against or limiting the effects of denial of service attacks		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with incident response responsibilities;system developer												

		SC-5[1]				the organization defines types of denial of service attacks or reference to source of such information for the information system to protect against or limit the effects;																		

		SC-5[2]				the organization defines security safeguards to be employed by the information system to protect against or limit the effects of organization-defined types of denial of service attacks; and																		

		SC-5[3]				the information system protects against or limits the effects of the organization-defined denial or service attacks (or reference to source for such information) by employing organization-defined security safeguards.																		

		SC-6		RESOURCE AVAILABILITY		Determine if:		System and communications protection policy;procedures addressing prioritization of information system resources;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing resource allocation capability;safeguards employed to protect availability of resources		System/network administrators;organizational personnel with information security responsibilities;system developer												

		SC-6[1]				the organization defines resources to be allocated to protect the availability of resources;																		

		SC-6[2]				the organization defines security safeguards to be employed to protect the availability of resources;																		

		SC-6[3]				the information system protects the availability of resources by allocating organization-defined resources by one or more of the following:																		

		SC-6[3][a]				priority;																		

		SC-6[3][b]				quota; and/or																		

		SC-6[3][c]				organization-defined safeguards.																		

		SC-7		BOUNDARY PROTECTION		Determine if the information system:		System and communications protection policy;procedures addressing boundary protection;list of key internal boundaries of the information system;information system design documentation;boundary protection hardware and software;information system configuration settings and associated documentation;enterprise security architecture documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing boundary protection capability		System/network administrators;organizational personnel with information security responsibilities;system developer;organizational personnel with boundary protection responsibilities												

		SC-7(a)																						

		SC-7(a)[1]				monitors communications at the external boundary of the information system;																		

		SC-7(a)[2]				monitors communications at key internal boundaries within the system;																		

		SC-7(a)[3]				controls communications at the external boundary of the information system;																		

		SC-7(a)[4]				controls communications at key internal boundaries within the system;																		

		SC-7(b)				implements subnetworks for publicly accessible system components that are either:																		

		SC-7(b)[1]				physically separated from internal organizational networks; and/or																		

		SC-7(b)[2]				logically separated from internal organizational networks; and																		

		SC-7(c)				connects to external networks or information systems only through managed interfaces consisting of boundary protection devices arranged in accordance with an organizational security architecture.																		

		SC-7(3)		ACCESS POINTS		Determine if the organization limits the number of external network connections to the information system.		System and communications protection policy;procedures addressing boundary protection;information system design documentation;boundary protection hardware and software;information system architecture and configuration documentation;information system configuration settings and associated documentation;communications and network traffic monitoring logs;information system audit records;other relevant documents or records		Automated mechanisms implementing boundary protection capability;automated mechanisms limiting the number of external network connections to the information system		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with boundary protection responsibilities												

		SC-7(4)		EXTERNAL TELECOMMUNICATIONS SERVICES		Determine if the organization:		System and communications protection policy;traffic flow policy;information flow control policy;procedures addressing boundary protection;information system security architecture;information system design documentation;boundary protection hardware and software;information system architecture and configuration documentation;information system configuration settings and associated documentation;records of traffic flow policy exceptions;information system audit records;other relevant documents or records		Organizational processes for documenting and reviewing exceptions to the traffic flow policy;organizational processes for removing exceptions to the traffic flow policy;automated mechanisms implementing boundary protection capability;managed interfaces implementing traffic flow policy		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with boundary protection responsibilities												

		SC-7(4)(a)				implements a managed interface for each external telecommunication service;																		

		SC-7(4)(b)				establishes a traffic flow policy for each managed interface;																		

		SC-7(4)(c)				protects the confidentiality and integrity of the information being transmitted across each interface;																		

		SC-7(4)(d)				documents each exception to the traffic flow policy with:																		

		SC-7(4)(d)[1]				a supporting mission/business need;																		

		SC-7(4)(d)[2]				duration of that need;																		

		SC-7(4)(e)																						

		SC-7(4)(e)[1]				defines a frequency to review exceptions to traffic flow policy;																		

		SC-7(4)(e)[2]				reviews exceptions to the traffic flow policy with the organization-defined frequency; and																		

		SC-7(4)(e)[3]				removes traffic flow policy exceptions that are no longer supported by an explicit mission/business need																		

		SC-7(5)		DENY BY DEFAULT / ALLOW BY EXCEPTION		Determine if the information system, at managed interfaces:		System and communications protection policy;procedures addressing boundary protection;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing traffic management at managed interfaces		System/network administrators;organizational personnel with information security responsibilities;system developer;organizational personnel with boundary protection responsibilities												

		SC-7(5)[1]				denies network traffic by default; and																		

		SC-7(5)[2]				allows network traffic by exception.																		

		SC-7(7)		PREVENT SPLIT TUNNELING FOR REMOTE DEVICES		Determine if the information system, in conjunction with a remote device, prevents the device from simultaneously establishing non-remote connections with the system and communicating via some other connection to resources in external networks.		System and communications protection policy;procedures addressing boundary protection;information system design documentation;information system hardware and software;information system architecture;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing boundary protection capability;automated mechanisms supporting/restricting non-remote connections		System/network administrators;organizational personnel with information security responsibilities;system developer;organizational personnel with boundary protection responsibilities												

		SC-7(8)		ROUTE TRAFFIC TO AUTHENTICATED PROXY SERVERS		Determine if:		System and communications protection policy;procedures addressing boundary protection;information system design documentation;information system hardware and software;information system architecture;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing traffic management through authenticated proxy servers at managed interfaces		System/network administrators;organizational personnel with information security responsibilities;system developer;organizational personnel with boundary protection responsibilities												

		SC-7(8)[1]				the organization defines internal communications traffic to be routed to external networks;																		

		SC-7(8)[2]				the organization defines external networks to which organization-defined internal communications traffic is to be routed; and																		

		SC-7(8)[3]				the information system routes organization-defined internal communications traffic to organization-defined external networks through authenticated proxy servers at managed interfaces.																		

		SC-7(12)		HOST-BASED PROTECTION		Determine if the organization:		System and communications protection policy;procedures addressing boundary protection;information system design documentation;boundary protection hardware and software;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms implementing host-based boundary protection capabilities		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with boundary protection responsibilities;information system users												

		SC-7(12)[1]				defines host-based boundary protection mechanisms;																		

		SC-7(12)[2]				defines information system components where organization-defined host-based boundary protection mechanisms are to be implemented; and																		

		SC-7(12)[3]				implements organization-defined host-based boundary protection mechanisms at organization-defined information system components.																		

		SC-7(13)		ISOLATION OF SECURITY TOOLS / MECHANISMS / SUPPORT COMPONENTS		Determine if the organization:		System and communications protection policy;procedures addressing boundary protection;information system design documentation;information system hardware and software;information system architecture;information system configuration settings and associated documentation;list of security tools and support components to be isolated from other internal information system components;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing isolation of information security tools, mechanisms, and support components		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with boundary protection responsibilities												

		SC-7(13)[1]				defines information security tools, mechanisms, and support components to be isolated from other internal information system components; and																		

		SC-7(13)[2]				isolates organization-defined information security tools, mechanisms, and support components from other internal information system components by implementing physically separate subnetworks with managed interfaces to other components of the system.																		

		SC-7(18)		FAIL SECURE		Determine if the information system fails securely in the event of an operational failure of a boundary protection device.		System and communications protection policy;procedures addressing boundary protection;information system design documentation;information system architecture;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing secure failure		System/network administrators;organizational personnel with information security responsibilities;system developer;organizational personnel with boundary protection responsibilities												

		SC-8		TRANSMISSION CONFIDENTIALITY AND INTEGRITY		Determine if the information system protects one or more of the following:		System and communications protection policy;procedures addressing transmission confidentiality and integrity;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing transmission confidentiality and/or integrity		System/network administrators;organizational personnel with information security responsibilities;system developer												

		SC-8[1]				confidentiality of transmitted information; and/or																		

		SC-8[2]				integrity of transmitted information.																		

		SC-8(1)		CRYPTOGRAPHIC OR ALTERNATE PHYSICAL PROTECTION		Determine if:		System and communications protection policy;procedures addressing transmission confidentiality and integrity;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Cryptographic mechanisms supporting and/or implementing transmission confidentiality and/or integrity;automated mechanisms supporting and/or implementing alternative physical safeguards;organizational processes for defining and implementing alternative physical safeguards		System/network administrators;organizational personnel with information security responsibilities;system developer												

		SC-8(1)[1]				the organization defines physical safeguards to be implemented to protect information during transmission when cryptographic mechanisms are not implemented; and																		

		SC-8(1)[2]				the information system implements cryptographic mechanisms to do one or more of the following during transmission unless otherwise protected by organization-defined alternative physical safeguards:																		

		SC-8(1)[2][a]				prevent unauthorized disclosure of information; and/or																		

		SC-8(1)[2][b]				detect changes to information.																		

		SC-10		NETWORK DISCONNECT		Determine if:		System and communications protection policy;procedures addressing network disconnect;information system design documentation;security plan;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing network disconnect capability		System/network administrators;organizational personnel with information security responsibilities;system developer												

		SC-10[1]				the organization defines a time period of inactivity after which the information system terminates a network connection associated with a communications session; and																		

		SC-10[2]				the information system terminates the network connection associated with a communication session at the end of the session or after the organization-defined time period of inactivity.																		

		SC-12		CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT		Determine if the organization:		System and communications protection policy;procedures addressing cryptographic key establishment and management;information system design documentation;cryptographic mechanisms;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing cryptographic key establishment and management		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with responsibilities for cryptographic key establishment and/or management												

		SC-12[1]				defines requirements for cryptographic key:																		

		SC-12[1][a]				generation;																		

		SC-12[1][b]				distribution;																		

		SC-12[1][c]				storage;																		

		SC-12[1][d]				access;																		

		SC-12[1][e]				destruction; and																		

		SC-12[2]				establishes and manages cryptographic keys for required cryptography employed within the information system in accordance with organization-defined requirements for key generation, distribution, storage, access, and destruction.																		

		SC-12(2)		SYMMETRIC KEYS		Determine if the organization produces, controls, and distributes symmetric cryptographic keys using one of the following: 		System and communications protection policy;procedures addressing cryptographic key establishment and management;information system design documentation;information system configuration settings and associated documentation;information system audit records;list of FIPS validated cryptographic products;list of NSA-approved cryptographic products;other relevant documents or records		Automated mechanisms supporting and/or implementing symmetric cryptographic key establishment and management		System/network administrators;organizational personnel with information security responsibilities;system developer;organizational personnel with responsibilities for cryptographic key establishment or management												

		SC-12(2)[1]				NIST FIPS-compliant key management technology and processes; or																		

		SC-12(2)[2]				NSA-approved key management technology and processes.																		

		SC-12(3)		ASYMMETRIC KEYS		Determine if the organization produces, controls, and distributes asymmetric cryptographic keys using one of the following: 		System and communications protection policy;procedures addressing cryptographic key establishment and management;information system design documentation;information system configuration settings and associated documentation;information system audit records;list of NSA-approved cryptographic products;list of approved PKI Class 3 and Class 4 certificates;other relevant documents or records		Automated mechanisms supporting and/or implementing asymmetric cryptographic key establishment and management		System/network administrators;organizational personnel with information security responsibilities;system developer;organizational personnel with responsibilities for cryptographic key establishment or management;organizational personnel with responsibilities for PKI certificates												

		SC-12(3)[1]				NSA-approved key management technology and processes;																		

		SC-12(3)[2]				approved PKI Class 3 certificates or prepositioned keying material; or																		

		SC-12(3)[3]				approved PKI Class 3 or Class 4 certificates and hardware security tokens that protect the userΓÇÖs private key.																		

		SC-13		CRYPTOGRAPHIC PROTECTION		Determine if:		System and communications protection policy;procedures addressing cryptographic protection;information system design documentation;information system configuration settings and associated documentation;cryptographic module validation certificates;list of FIPS validated cryptographic modules;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing cryptographic protection		System/network administrators;organizational personnel with information security responsibilities;system developer;organizational personnel with responsibilities for cryptographic protection												

		SC-13[1]				the organization defines cryptographic uses; and																		

		SC-13[2]				the organization defines the type of cryptography required for each use; and																		

		SC-13[3]				the information system implements the organization-defined cryptographic uses and type of cryptography required for each use in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, and standards.																		

		SC-15		COLLABORATIVE COMPUTING DEVICES		Determine if:		System and communications protection policy;procedures addressing collaborative computing;access control policy and procedures;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing management of remote activation of collaborative computing devices;automated mechanisms providing an indication of use of collaborative computing devices		System/network administrators;organizational personnel with information security responsibilities;system developer;organizational personnel with responsibilities for managing collaborative computing devices												

		SC-15(a)																						

		SC-15(a)[1]				the organization defines exceptions where remote activation of collaborative computing devices is to be allowed;																		

		SC-15(a)[2]				the information system prohibits remote activation of collaborative computing devices, except for organization-defined exceptions where remote activation is to be allowed; and																		

		SC-15(b)				the information system provides an explicit indication of use to users physically present at the devices.																		

		SC-17		PUBLIC KEY INFRASTRUCTURE CERTIFICATES		Determine if the organization:		System and communications protection policy;procedures addressing public key infrastructure certificates;public key certificate policy or policies;public key issuing process;other relevant documents or records		Automated mechanisms supporting and/or implementing the management of public key infrastructure certificates		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with responsibilities for issuing public key certificates;service providers												

		SC-17[1]				defines a certificate policy for issuing public key certificates;																		

		SC-17[2]				issues public key certificates:																		

		SC-17[2][a]				under an organization-defined certificate policy: or																		

		SC-17[2][b]				obtains public key certificates from an approved service provider.																		

		SC-18		MOBILE CODE		Determine if the organization:		System and communications protection policy;procedures addressing mobile code;mobile code usage restrictions, mobile code implementation policy and procedures;list of acceptable mobile code and mobile code technologies;list of unacceptable mobile code and mobile technologies;authorization records;information system monitoring records;information system audit records;other relevant documents or records		Organizational process for controlling, authorizing, monitoring, and restricting mobile code;automated mechanisms supporting and/or implementing the management of mobile code;automated mechanisms supporting and/or implementing the monitoring of mobile code		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with responsibilities for managing mobile code												

		SC-18(a)				defines acceptable and unacceptable mobile code and mobile code technologies;																		

		SC-18(b)																						

		SC-18(b)[1]				establishes usage restrictions for acceptable mobile code and mobile code technologies;																		

		SC-18(b)[2]				establishes  implementation guidance for acceptable mobile code and mobile code technologies;																		

		SC-18(c)																						

		SC-18(c)[1]				authorizes the use of mobile code within the information system;																		

		SC-18(c)[2]				monitors the use of mobile code within the information system; and																		

		SC-18(c)[3]				controls the use of mobile code within the information system.																		

		SC-19		VOICE OVER INTERNET PROTOCOL		Determine if the organization:		System and communications protection policy;procedures addressing VoIP;VoIP usage restrictions;VoIP implementation guidance;information system design documentation;information system configuration settings and associated documentation;information system monitoring records;information system audit records;other relevant documents or records		Organizational process for authorizing, monitoring, and controlling VoIP;automated mechanisms supporting and/or implementing authorizing, monitoring, and controlling VoIP		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with responsibilities for managing VoIP												

		SC-19(a)																						

		SC-19(a)[1]				establishes usage restrictions for Voice over Internet Protocol (VoIP) technologies based on the potential to cause damage to the information system if used maliciously;																		

		SC-19(a)[2]				establishes implementation guidance for Voice over Internet Protocol (VoIP) technologies based on the potential to cause damage to the information system if used maliciously;																		

		SC-19(b)																						

		SC-19(b)[1]				authorizes the use of VoIP within the information system;																		

		SC-19(b)[2]				monitors the use of VoIP within the information system; and																		

		SC-19(b)[3]				controls the use of VoIP within the information system.																		

		SC-20		SECURE NAME / ADDRESS RESOLUTION SERVICE (AUTHORITATIVE SOURCE)		Determine if the information system:		System and communications protection policy;procedures addressing secure name/address resolution service (authoritative source);information system design documentation;information system configuration settings and associated documentation;other relevant documents or records		Automated mechanisms supporting and/or implementing secure name/address resolution service		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with responsibilities for managing DNS												

		SC-20(a)				provides additional data origin and integrity verification artifacts along with the authoritative name resolution data the system returns in response to external name/address resolution queries;																		

		SC-20(b)				provides the means to, when operating as part of a distributed, hierarchical namespace:																		

		SC-20(b)[1]				indicate the security status of child zones; and																		

		SC-20(b)[2]				enable verification of a chain of trust among parent and child domains (if the child supports secure resolution services).																		

		SC-21		SECURE NAME / ADDRESS RESOLUTION SERVICE (RECURSIVE OR CACHING RESOLVER)		Determine if the information system: 		System and communications protection policy;procedures addressing secure name/address resolution service (recursive or caching resolver);information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing data origin authentication and data integrity verification for name/address resolution services		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with responsibilities for managing DNS												

		SC-21[1]				requests data origin authentication on the name/address resolution responses the system receives from authoritative sources;																		

		SC-21[2]				requests data integrity verification on the name/address resolution responses the system receives from authoritative sources;																		

		SC-21[3]				performs data origin authentication on the name/address resolution responses the system receives from authoritative sources; and																		

		SC-21[4]				performs data integrity verification on the name/address resolution responses the system receives from authoritative sources.																		

		SC-22		ARCHITECTURE AND PROVISIONING FOR NAME / ADDRESS RESOLUTION SERVICE		Determine if the information systems that collectively provide name/address resolution service for an organization: 		System and communications protection policy;procedures addressing architecture and provisioning for name/address resolution service;access control policy and procedures;information system design documentation;assessment results from independent, testing organizations;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing name/address resolution service for fault tolerance and role separation		System/network administrators;organizational personnel with information security responsibilities;organizational personnel with responsibilities for managing DNS												

		SC-22[1]				are fault tolerant; and																		

		SC-22[2]				implement internal/external role separation.																		

		SC-23		SESSION AUTHENTICITY		Determine if the information system protects the authenticity of communications sessions.		System and communications protection policy;procedures addressing session authenticity;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing session authenticity		System/network administrators;organizational personnel with information security responsibilities												

		SC-28		PROTECTION OF INFORMATION AT REST		Determine if:		System and communications protection policy;procedures addressing protection of information at rest;information system design documentation;information system configuration settings and associated documentation;cryptographic mechanisms and associated configuration documentation;list of information at rest requiring confidentiality and integrity protections;other relevant documents or records		Automated mechanisms supporting and/or implementing confidentiality and integrity protections for information at rest		System/network administrators;organizational personnel with information security responsibilities;system developer												

		SC-28[1]				the organization defines information at rest requiring one or more of the following:																		

		SC-28[1][a]				confidentiality protection; and/or																		

		SC-28[1][b]				integrity protection;																		

		SC-28[2]				the information system protects:																		

		SC-28[2][a]				the confidentiality of organization-defined information at rest; and/or																		

		SC-28[2][b]				the integrity of organization-defined information at rest.																		

		SC-28(1)		CRYPTOGRAPHIC PROTECTIONS		Determine if:		System and communications protection policy;procedures addressing protection of information at rest;information system design documentation;information system configuration settings and associated documentation;cryptographic mechanisms and associated configuration documentation;information system audit records;other relevant documents or records		Cryptographic mechanisms implementing confidentiality and integrity protections for information at rest		System/network administrators;organizational personnel with information security responsibilities;system developer												

		SC-28(1)[1]				the organization defines information requiring cryptographic protection;																		

		SC-28(1)[2]				the organization defines information system components with organization-defined information requiring cryptographic protection; and																		

		SC-28(1)[3]				the information system employs cryptographic mechanisms to prevent unauthorized disclosure and modification of organization-defined information on organization-defined information system components.																		

		SC-39		PROCESS ISOLATION		Determine if the information system maintains a separate execution domain for each executing process.		Information system design documentation;information system architecture;independent verification and validation documentation;testing and evaluation documentation, other relevant documents or records		Automated mechanisms supporting and/or implementing separate execution domains for each executing process		Information system developers/integrators;information system security architect												





SI Controls
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Status		<Date>
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Prior Findings		<Date>
Prior Risk

		SI-1		SYSTEM AND INFORMATION INTEGRITY POLICY AND PROCEDURES		Determine if the organization:		System and information integrity policy and procedures;other relevant documents or records				Organizational personnel with system and information integrity responsibilities;organizational personnel with information security responsibilities																																				Low

		SI-1(a)(1)																																														Moderate

		SI-1(a)(1)[1]				develops and documents a system and information integrity policy that addresses:																																										High

		SI-1(a)(1)[1][a]				purpose;																		

		SI-1(a)(1)[1][b]				scope;																		

		SI-1(a)(1)[1][c]				roles;																		

		SI-1(a)(1)[1][d]				responsibilities;																		

		SI-1(a)(1)[1][e]				management commitment;																		

		SI-1(a)(1)[1][f]				coordination among organizational entities;																		

		SI-1(a)(1)[1][g]				compliance;																		

		SI-1(a)(1)[2]				defines personnel or roles to whom the system and information integrity policy is to be disseminated;																		

		SI-1(a)(1)[3]				disseminates the system and information integrity policy to organization-defined personnel or roles;																		

		SI-1(a)(2)																						

		SI-1(a)(2)[1]				develops and documents procedures to facilitate the implementation of the system and information integrity policy and associated  system and information integrity controls;																		

		SI-1(a)(2)[2]				defines personnel or roles to whom the procedures are to be disseminated;																		

		SI-1(a)(2)[3]				disseminates the procedures to organization-defined personnel or roles;																		

		SI-1(b)(1)																						

		SI-1(b)(1)[1]				defines the frequency to review and update the current system and information integrity policy;																		

		SI-1(b)(1)[2]				reviews and updates the current system and information integrity policy with the organization-defined frequency;																		

		SI-1(b)(2)																						

		SI-1(b)(2)[1]				defines the frequency to review and update the current system and information integrity procedures; and																		

		SI-1(b)(2)[2]				reviews and updates the current system and information integrity procedures with the organization-defined frequency.																		

		SI-2		FLAW REMEDIATION		Determine if the organization:		System and information integrity policy;procedures addressing flaw remediation;procedures addressing configuration management;list of flaws and vulnerabilities potentially affecting the information system;list of recent security flaw remediation actions performed on the information system (e.g., list of installed patches, service packs, hot fixes, and other software updates to correct information system flaws);test results from the installation of software and firmware updates to correct information system flaws;installation/change control records for security-relevant software and firmware updates;other relevant documents or records		Organizational processes for identifying, reporting, and correcting information system flaws;organizational process for installing software and firmware updates;automated mechanisms supporting and/or implementing reporting, and correcting information system flaws;automated mechanisms supporting and/or implementing testing software and firmware updates		System/network administrators;organizational personnel with information security responsibilities;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for flaw remediation;organizational personnel with configuration management responsibility												

		SI-2(a)																						

		SI-2(a)[1]				identifies information system flaws;																		

		SI-2(a)[2]				reports information system flaws;																		

		SI-2(a)[3]				corrects information system flaws;																		

		SI-2(b)																						

		SI-2(b)[1]				tests software updates related to flaw remediation for effectiveness and potential side effects before installation;																		

		SI-2(b)[2]				tests firmware updates related to flaw remediation for effectiveness and potential side effects before installation;																		

		SI-2(c)																						

		SI-2(c)[1]				defines the time period within which to install security-relevant software updates after the release of the updates;																		

		SI-2(c)[2]				defines the time period within which to install security-relevant firmware updates after the release of the updates;																		

		SI-2(c)[3]				installs software updates within the organization-defined time period of the release of the updates;																		

		SI-2(c)[4]				installs firmware updates within the organization-defined time period of the release of the updates; and																		

		SI-2(d)				incorporates flaw remediation into the organizational configuration management process.																		

		SI-2(2)		AUTOMATED FLAW REMEDIATION STATUS		Determine if the organization:		System and information integrity policy;procedures addressing flaw remediation;automated mechanisms supporting centralized management of flaw remediation;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms used to determine the state of information system components with regard to flaw remediation		System/network administrators;organizational personnel with information security responsibilities;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for flaw remediation												

		SI-2(2)[1]				defines a frequency to employ automated mechanisms to determine the state of information system components with regard to flaw remediation; and																		

		SI-2(2)[2]				employs automated mechanisms with the organization-defined frequency to determine the state of information system components with regard to flaw remediation.																		

		SI-2(3)		TIME TO REMEDIATE FLAWS / BENCHMARKS FOR CORRECTION ACTIONS		Determine if the organization:		System and information integrity policy;procedures addressing flaw remediation;information system design documentation;information system configuration settings and associated documentation;list of benchmarks for taking corrective action on flaws identified;records providing time stamps of flaw identification and subsequent  flaw remediation activities;other relevant documents or records		Organizational processes for identifying, reporting, and correcting information system flaws;automated mechanisms used to measure the time between flaw identification and flaw remediation		System/network administrators;organizational personnel with information security responsibilities;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for flaw remediation												

		SI-2(3)(a)				measures the time between flaw identification and flaw remediation;																		

		SI-2(3)(b)																						

		SI-2(3)(b)[1]				defines benchmarks for taking corrective actions; and																		

		SI-2(3)(b)[2]				establishes organization-defined benchmarks for taking corrective actions.																		

		SI-3		MALICIOUS CODE PROTECTION		Determine if the organization:		System and information integrity policy;configuration management policy and procedures;procedures addressing malicious code protection;malicious code protection mechanisms;records of malicious code protection updates;information system design documentation;information system configuration settings and associated documentation;scan results from malicious code protection mechanisms;record of actions initiated by malicious code protection mechanisms in response to malicious code detection;information system audit records;other relevant documents or records		Organizational processes for employing, updating, and configuring malicious code protection mechanisms;organizational process for addressing false positives and resulting potential impact;automated mechanisms supporting and/or implementing employing, updating, and configuring malicious code protection mechanisms;automated mechanisms supporting and/or implementing malicious code scanning and subsequent actions		System/network administrators;organizational personnel with information security responsibilities;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for malicious code protection;organizational personnel with configuration management responsibility												

		SI-3(a)				employs malicious code protection mechanisms to detect and eradicate malicious code at information system:																		

		SI-3(a)[1]				entry points;																		

		SI-3(a)[2]				exit points;																		

		SI-3(b)				updates malicious code protection mechanisms whenever new releases are available in accordance with organizational configuration management policy and procedures (as identified in CM-1);																		

		SI-3(c)																						

		SI-3(c)[1]				defines a frequency for malicious code protection mechanisms to perform periodic scans of the information system;																		

		SI-3(c)[2]				defines action to be initiated by malicious  protection mechanisms in response to malicious code detection;																		

		SI-3(c)[3]																						

		SI-3(c)[3](1)				configures malicious code protection mechanisms to:																		

		SI-3(c)[3](1)[a]				perform periodic scans of the information system with the organization-defined frequency;																		

		SI-3(c)[3](1)[b]				perform real-time scans of files from external sources at endpoint and/or network entry/exit points as the files are downloaded, opened, or executed in accordance with organizational security policy;																		

		SI-3(c)[3](2)				configures malicious code protection mechanisms to do one or more of the following:																		

		SI-3(c)[3](2)[a]				block malicious code in response to malicious code detection;																		

		SI-3(c)[3](2)[b]				quarantine malicious code in response to malicious code detection;																		

		SI-3(c)[3](2)[c]				send alert to administrator in response to malicious code detection; and/or																		

		SI-3(c)[3](2)[d]				initiate organization-defined action in response to malicious code detection;																		

		SI-3(d)																						

		SI-3(d)[1]				addresses the receipt of false positives during malicious code detection and eradication; and																		

		SI-3(d)[2]				addresses the resulting potential impact on the availability of the information system.																		

		SI-3(1)		CENTRAL MANAGEMENT		Determine if the organization centrally manages malicious code protection mechanisms.		System and information integrity policy;procedures addressing malicious code protection;automated mechanisms supporting centralized management of malicious code protection mechanisms;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Organizational processes for central management of malicious code protection mechanisms;automated mechanisms supporting and/or implementing central management of malicious code protection mechanisms		System/network administrators;organizational personnel with information security responsibilities;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for malicious code protection												

		SI-3(2)		AUTOMATIC UPDATES		Determine if the information system automatically updates malicious code protection mechanisms.		System and information integrity policy;procedures addressing malicious code protection;automated mechanisms supporting centralized management of malicious code protection mechanisms;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing automatic updates to malicious code protection capability		System/network administrators;organizational personnel with information security responsibilities;system developers;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for malicious code protection												

		SI-3(7)		NONSIGNATURE-BASED DETECTION		Determine if the information system implements non signature-based malicious code detection mechanisms.		System and information integrity policy;procedures addressing malicious code protection;information system design documentation;malicious code protection mechanisms;records of malicious code protection updates;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing nonsignature-based malicious code protection capability		System/network administrators;organizational personnel with information security responsibilities;system developers;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for malicious code protection												

		SI-4		INFORMATION SYSTEM MONITORING		Determine if the organization:		Continuous monitoring strategy;system and information integrity policy;procedures addressing information system monitoring tools and techniques;facility diagram/layout;information system design documentation;information system monitoring tools and techniques documentation;locations within information system where monitoring devices are deployed;information system configuration settings and associated documentation;other relevant documents or records		Organizational processes for information system monitoring;automated mechanisms supporting and/or implementing information system monitoring capability		System/network administrators;organizational personnel with information security responsibilities;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility monitoring the information system												

		SI-4(a)																						

		SI-4(a)(1)																						

		SI-4(a)(1)[1]				defines monitoring objectives to detect attacks and indicators of potential attacks on the information system;																		

		SI-4(a)(1)[2]				monitors the information system to detect, in accordance with organization-defined monitoring objectives,:																		

		SI-4(a)(1)[2][a]				attacks;																		

		SI-4(a)(1)[2][b]				indicators of potential attacks;																		

		SI-4(a)(2)				monitors the information system to detect unauthorized:																		

		SI-4(a)(2)[1]				local connections;																		

		SI-4(a)(2)[2]				network connections;																		

		SI-4(a)(2)[3]				remote connections;																		

		SI-4(b)																						

		SI-4(b)(1)				defines techniques and methods to identify unauthorized use of the information system;																		

		SI-4(b)(2)				identifies unauthorized use of the information system through organization-defined techniques and methods;																		

		SI-4(c)				deploys monitoring devices:																		

		SI-4(c)[1]				strategically within the information system to collect organization-determined essential information;																		

		SI-4(c)[2]				at ad hoc locations within the system to track specific types of transactions of interest to the organization;																		

		SI-4(d)				protects information obtained from intrusion-monitoring tools from unauthorized:																		

		SI-4(d)[1]				access;																		

		SI-4(d)[2]				modification;																		

		SI-4(d)[3]				deletion;																		

		SI-4(e)				heightens the level of information system monitoring activity whenever there is an indication of increased risk to organizational operations and assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information;																		

		SI-4(f)				obtains legal opinion with regard to information system monitoring activities in accordance with applicable federal laws, Executive Orders, directives, policies, or regulations;																		

		SI-4(g)																						

		SI-4(g)[1]				defines personnel or roles to whom information system monitoring information is to be provided;																		

		SI-4(g)[2]				defines information system monitoring information to be provided to organization-defined personnel or roles;																		

		SI-4(g)[3]				defines a frequency to provide organization-defined information system monitoring to organization-defined personnel or roles;																		

		SI-4(g)[4]				provides organization-defined information system monitoring information to organization-defined personnel or roles one or more of the following:																		

		SI-4(g)[4][a]				as needed; and/or																		

		SI-4(g)[4][b]				with the organization-defined frequency.																		

		SI-4(1)		SYSTEM-WIDE INTRUSION DETECTION SYSTEM		Determine if the organization:		System and information integrity policy;procedures addressing information system monitoring tools and techniques;information system design documentation;information system monitoring tools and techniques documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Organizational processes for intrusion detection/information system monitoring;automated mechanisms supporting and/or implementing intrusion detection capability		System/network administrators;organizational personnel with information security responsibilities;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for monitoring the information system;organizational personnel with responsibility for the intrusion detection system												

		SI-4(1)[1]				connects individual intrusion detection tools into an information system-wide intrusion detection system; and																		

		SI-4(1)[2]				configures individual intrusion detection tools into an information system-wide intrusion detection system.																		

		SI-4(2)		AUTOMATED TOOLS FOR REAL-TIME ANALYSIS		Determine if the organization employs automated tools to support near real-time analysis of events.		System and information integrity policy;procedures addressing information system monitoring tools and techniques;information system design documentation;information system monitoring tools and techniques documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Organizational processes for near real-time analysis of events;organizational processes for information system monitoring;automated mechanisms supporting and/or implementing information system monitoring;automated mechanisms/tools supporting and/or implementing analysis of events		System/network administrators;organizational personnel with information security responsibilities;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for monitoring the information system;organizational personnel with responsibility for incident response/management												

		SI-4(4)		INBOUND AND OUTBOUND COMMUNICATIONS TRAFFIC		Determine if the organization:		System and information integrity policy;procedures addressing information system monitoring tools and techniques;information system design documentation;information system monitoring tools and techniques documentation;information system configuration settings and associated documentation;information system protocols;information system audit records;other relevant documents or records		Organizational processes for intrusion detection/information system monitoring;automated mechanisms supporting and/or implementing intrusion detection capability/information system monitoring;automated mechanisms supporting and/or implementing monitoring of inbound/outbound communications traffic		System/network administrators;organizational personnel with information security responsibilities;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for monitoring the information system;organizational personnel with responsibility for the intrusion detection system												

		SI-4(4)[1]				defines a frequency to monitor:																		

		SI-4(4)[1][a]				inbound communications traffic for unusual or unauthorized activities or conditions;																		

		SI-4(4)[1][b]				outbound communications traffic for unusual or unauthorized activities or conditions;																		

		SI-4(4)[2]				monitors, with the organization-defined frequency:																		

		SI-4(4)[2][a]				inbound communications traffic for unusual or unauthorized activities or conditions; and																		

		SI-4(4)[2][b]				outbound communications traffic for unusual or unauthorized activities or conditions.																		

		SI-4(5)		SYSTEM-GENERATED ALERTS		Determine if:		System and information integrity policy;procedures addressing information system monitoring tools and techniques;information system monitoring tools and techniques documentation;information system configuration settings and associated documentation;alerts/notifications generated based on compromise indicators;information system audit records;other relevant documents or records		Organizational processes for intrusion detection/information system monitoring;automated mechanisms supporting and/or implementing intrusion detection/information system monitoring capability;automated mechanisms supporting and/or implementing alerts for compromise indicators		System/network administrators;organizational personnel with information security responsibilities;system developers;;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for monitoring the information system;organizational personnel with responsibility for the intrusion detection system												

		SI-4(5)[1]				the organization defines compromise indicators for the information system;																		

		SI-4(5)[2]				the organization defines personnel or roles to be alerted when indications of compromise or potential compromise occur; and																		

		SI-4(5)[3]				the information system alerts organization-defined personnel or roles when organization-defined compromise indicators occur.																		

		SI-4(14)		WIRELESS INTRUSION DETECTION		Determine if the organization employs a wireless intrusion detection system to:		System and information integrity policy;procedures addressing information system monitoring tools and techniques;information system design documentation;information system monitoring tools and techniques documentation;information system configuration settings and associated documentation;information system protocols;information system audit records;other relevant documents or records		Organizational processes for intrusion detection;automated mechanisms supporting and/or implementing wireless intrusion detection capability		System/network administrators;organizational personnel with information security responsibilities;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for monitoring the information system;organizational personnel with responsibility for the intrusion detection system												

		SI-4(14)[1]				identify rogue wireless devices;																		

		SI-4(14)[2]				detect attack attempts to the information system; and																		

		SI-4(14)[3]				detect potential compromises/breaches to the information system.																		

		SI-4(16)		CORRELATE MONITORING INFORMATION		Determine if the organization correlates information from monitoring tools employed throughout the information system.		System and information integrity policy;procedures addressing information system monitoring tools and techniques;information system design documentation;information system monitoring tools and techniques documentation;information system configuration settings and associated documentation;event correlation logs or records;information system audit records;other relevant documents or records		Organizational processes for intrusion detection/information system monitoring;automated mechanisms supporting and/or implementing intrusion detection/information system monitoring capability;automated mechanisms supporting and/or implementing correlation of information from monitoring tools		System/network administrators;organizational personnel with information security responsibilities;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for monitoring the information system;organizational personnel with responsibility for the intrusion detection system												

		SI-4(23)		HOST-BASED DEVICES		Determine if the organization:		System and information integrity policy;procedures addressing information system monitoring tools and techniques;information system design documentation;host-based monitoring mechanisms;information system monitoring tools and techniques documentation;information system configuration settings and associated documentation;list of information system components requiring host-based monitoring;information system monitoring logs or records;information system audit records;other relevant documents or records		Organizational processes for information system monitoring;automated mechanisms supporting and/or implementing host-based monitoring capability		System/network administrators;organizational personnel with information security responsibilities;organizational personnel installing, configuring, and/or maintaining the information system;organizational personnel with responsibility for monitoring information system hosts												

		SI-4(23)[1]				defines host-based monitoring mechanisms to be implemented;																		

		SI-4(23)[2]				defines information system components where organization-defined host-based monitoring is to be implemented; and																		

		SI-4(23)[3]				implements organization-defined host-based monitoring mechanisms at organization-defined information system components.																		

		SI-5		SECURITY ALERTS, ADVISORIES, AND DIRECTIVES		Determine if the organization:		System and information integrity policy;procedures addressing security alerts, advisories, and directives;records of security alerts and advisories;other relevant documents or records		Organizational processes for defining, receiving, generating, disseminating, and complying with security alerts, advisories, and directives;automated mechanisms supporting and/or implementing definition, receipt, generation, and dissemination of security alerts, advisories, and directives;automated mechanisms supporting and/or implementing security directives		Organizational personnel with security alert and advisory responsibilities;organizational personnel implementing, operating, maintaining, and using the information system;organizational personnel, organizational elements, and/or external organizations to whom alerts, advisories, and directives are to be disseminated;system/network administrators;organizational personnel with information security responsibilities												

		SI-5(a)																						

		SI-5(a)[1]				defines external organizations from whom information system security alerts, advisories and directives are to be received;																		

		SI-5(a)[2]				receives information system security alerts, advisories, and directives from organization-defined external organizations on an ongoing basis;																		

		SI-5(b)				generates internal security alerts, advisories, and directives as deemed necessary;																		

		SI-5(c)																						

		SI-5(c)[1]				defines personnel or roles to whom security alerts, advisories, and directives are to be provided;																		

		SI-5(c)[2]				defines elements within the organization to whom security alerts, advisories, and directives are to be provided;																		

		SI-5(c)[3]				defines external organizations to whom security alerts, advisories, and directives are to be provided;																		

		SI-5(c)[4]				disseminates security alerts, advisories, and directives to one or more of the following:																		

		SI-5(c)[4][a]				organization-defined personnel or roles;																		

		SI-5(c)[4][b]				organization-defined elements within the organization; and/or																		

		SI-5(c)[4][c]				organization-defined external organizations; and																		

		SI-5(d)																						

		SI-5(d)[1]				implements security directives in accordance with established time frames; or																		

		SI-5(d)[2]				notifies the issuing organization of the degree of noncompliance.																		

		SI-6		SECURITY FUNCTION VERIFICATION		Determine if:		System and information integrity policy;procedures addressing security function verification;information system design documentation;information system configuration settings and associated documentation;alerts/notifications of failed security verification tests;list of system transition states requiring security functionality verification;information system audit records;other relevant documents or records		Organizational processes for security function verification;automated mechanisms supporting and/or implementing security function verification capability		Organizational personnel with security function verification responsibilities;organizational personnel implementing, operating, and maintaining the information system;system/network administrators;organizational personnel with information security responsibilities;system developer												

		SI-6(a)																						

		SI-6(a)[1]				the organization defines security functions to be verified for correct operation;																		

		SI-6(a)[2]				the information system verifies the correct operation of organization-defined security functions;																		

		SI-6(b)																						

		SI-6(b)[1]				the organization defines system transitional states requiring verification of organization-defined security functions;																		

		SI-6(b)[2]				the organization defines a frequency to verify the correct operation of organization-defined security functions;																		

		SI-6(b)[3]				the information system performs this verification one or more of the following:																		

		SI-6(b)[3][a]				at organization-defined system transitional states;																		

		SI-6(b)[3][b]				upon command by user with appropriate privilege; and/or																		

		SI-6(b)[3][c]				with the organization-defined frequency;																		

		SI-6(c)																						

		SI-6(c)[1]				the organization defines personnel or roles to be notified of failed security verification tests;																		

		SI-6(c)[2]				the information system notifies organization-defined personnel or roles of failed security verification tests;																		

		SI-6(d)																						

		SI-6(d)[1]				the organization defines alternative action(s) to be performed when anomalies are discovered;																		

		SI-6(d)[2]				the information system performs one or more of the following actions when anomalies are discovered:																		

		SI-6(d)[2][a]				shuts the information system down;																		

		SI-6(d)[2][b]				restarts the information system; and/or																		

		SI-6(d)[2][c]				performs organization-defined alternative action(s).																		

		SI-7		SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY		Determine if the organization:		System and information integrity policy;procedures addressing software, firmware, and information integrity;information system design documentation;information system configuration settings and associated documentation;integrity verification tools and associated documentation;records generated/triggered from integrity verification tools regarding unauthorized software, firmware, and information changes;information system audit records;other relevant documents or records		Software, firmware, and information integrity verification tools		Organizational personnel with responsibility for software, firmware, and/or information integrity;organizational personnel with information security responsibilities;system/network administrators												

		SI-7[1]																						

		SI-7[1][a]				defines software requiring integrity verification tools to be employed to detect unauthorized changes;																		

		SI-7[1][b]				defines firmware requiring integrity verification tools to be employed to detect unauthorized changes;																		

		SI-7[1][c]				defines information requiring integrity verification tools to be employed to detect unauthorized changes;																		

		SI-7[2]				employs integrity verification tools to detect unauthorized changes to organization-defined:																		

		SI-7[2][a]				software;																		

		SI-7[2][b]				firmware; and																		

		SI-7[2][c]				information.																		

		SI-7(1)		INTEGRITY CHECKS		Determine if:		System and information integrity policy;procedures addressing software, firmware, and information integrity;information system design documentation;information system configuration settings and associated documentation;integrity verification tools and associated documentation;records of integrity scans;other relevant documents or records		Software, firmware, and information integrity verification tools		Organizational personnel with responsibility for software, firmware, and/or information integrity;organizational personnel with information security responsibilities;system/network administrators;system developer												

		SI-7(1)[1]				the organization defines:																		

		SI-7(1)[1][a]				software requiring integrity checks to be performed;																		

		SI-7(1)[1][b]				firmware requiring integrity checks to be performed;																		

		SI-7(1)[1][c]				information requiring integrity checks to be performed;																		

		SI-7(1)[2]				the organization defines transitional states or security-relevant events requiring integrity checks of organization-defined:																		

		SI-7(1)[2][a]				software;																		

		SI-7(1)[2][b]				firmware;																		

		SI-7(1)[2][c]				information;																		

		SI-7(1)[3]				the organization defines a frequency with which to perform an integrity check of organization-defined:																		

		SI-7(1)[3][a]				software;																		

		SI-7(1)[3][b]				firmware;																		

		SI-7(1)[3][c]				information;																		

		SI-7(1)[4]				the information system performs an integrity check of organization-defined software, firmware, and information one or more of the following:																		

		SI-7(1)[4][a]				at startup;																		

		SI-7(1)[4][b]				at organization-defined transitional states or security-relevant events; and/or																		

		SI-7(1)[4][c]				with the organization-defined frequency.																		

		SI-7(7)		INTEGRATION OF DETECTION AND RESPONSE		Determine if the organization:		System and information integrity policy;procedures addressing software, firmware, and information integrity;procedures addressing incident response;information system design documentation;information system configuration settings and associated documentation;incident response records;information audit records;other relevant documents or records		Organizational processes for incorporating detection of unauthorized security-relevant changes into the incident response capability;software, firmware, and information integrity verification tools;automated mechanisms supporting and/or implementing incorporation of detection of unauthorized security-relevant changes into the incident response capability		Organizational personnel with responsibility for software, firmware, and/or information integrity;organizational personnel with information security responsibilities;organizational personnel with incident response responsibilities												

		SI-7(7)[1]				defines unauthorized security-relevant changes to the information system; and																		

		SI-7(7)[2]				incorporates the detection of unauthorized organization-defined security-relevant changes to the information system into the organizational incident response capability.																		

		SI-8		SPAM PROTECTION		Determine if the organization:		System and information integrity policy;configuration management policy and procedures (CM-1);procedures addressing spam protection;spam protection mechanisms;records of spam protection updates;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Organizational processes for implementing spam protection;automated mechanisms supporting and/or implementing spam protection		Organizational personnel with responsibility for spam protection;organizational personnel with information security responsibilities;system/network administrators;system developer												

		SI-8(a)				employs spam protection mechanisms:																		

		SI-8(a)[1]				at information system entry points to detect unsolicited messages;																		

		SI-8(a)[2]				at information system entry points to take action on unsolicited messages;																		

		SI-8(a)[3]				at information system exit points to detect unsolicited messages;																		

		SI-8(a)[4]				at information system exit points to take action on unsolicited messages; and																		

		SI-8(b)				updates spam protection mechanisms when new releases are available in accordance with organizational configuration management policy and procedures.																		

		SI-8(1)		CENTRAL MANAGEMENT		Determine if the organization centrally manages spam protection mechanisms.		System and information integrity policy;procedures addressing spam protection;spam protection mechanisms;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Organizational processes for central management of spam protection;automated mechanisms supporting and/or implementing central management of spam protection		Organizational personnel with responsibility for spam protection;organizational personnel with information security responsibilities;system/network administrators												

		SI-8(2)		AUTOMATIC UPDATES		Determine if the information system automatically updates spam protection mechanisms.		System and information integrity policy;procedures addressing spam protection;spam protection mechanisms;records of spam protection updates;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Organizational processes for spam protection;automated mechanisms supporting and/or implementing automatic updates to spam protection mechanisms		Organizational personnel with responsibility for spam protection;organizational personnel with information security responsibilities;system/network administrators;system developer												

		SI-10		INFORMATION INPUT VALIDATION		Determine if:		System and information integrity policy;access control policy and procedures;separation of duties policy and procedures;procedures addressing information input validation;documentation for automated tools and applications to verify validity of information;list of information inputs requiring validity checks;information system design documentation;information system configuration settings and associated documentation;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing validity checks on information inputs		Organizational personnel with responsibility for information input validation;organizational personnel with information security responsibilities;system/network administrators;system developer												

		SI-10[1]				the organization defines information inputs requiring validity checks; and																		

		SI-10[2]				the information system checks the validity of organization-defined information inputs.																		

		SI-11		ERROR HANDLING		Determine if:		System and information integrity policy;procedures addressing information system error handling;information system design documentation;information system configuration settings and associated documentation;documentation providing structure/content of error messages;information system audit records;other relevant documents or records		Organizational processes for error handling;automated mechanisms supporting and/or implementing error handling;automated mechanisms supporting and/or implementing management of error messages		Organizational personnel with responsibility for information input validation;organizational personnel with information security responsibilities;system/network administrators;system developer												

		SI-11(a)				the information system generates error messages that provide information necessary for corrective actions without revealing information that could be exploited by adversaries;																		

		SI-11(b)																						

		SI-11(b)[1]				the organization defines personnel or roles to whom error messages are to be revealed; and																		

		SI-11(b)[2]				the information system reveals error messages only to organization-defined personnel or roles.																		

		SI-12		INFORMATION HANDLING AND RETENTION		Determine if the organization, in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and operational requirements:		System and information integrity policy;federal laws, Executive Orders, directives, policies, regulations, standards, and operational requirements applicable to information handling and retention;media protection policy and procedures;procedures addressing information system output handling and retention;information retention records, other relevant documents or records		Organizational processes for information handling and retention;automated mechanisms supporting and/or implementing information handling and retention		Organizational personnel with responsibility for information handling and retention;organizational personnel with information security responsibilities/network administrators												

		SI-12[1]				handles information within the information system;																		

		SI-12[2]				handles output from the information system;																		

		SI-12[3]				retains information within the information system; and																		

		SI-12[4]				retains output from the information system.																		

		SI-16		MEMORY PROTECTION		Determine if:		System and information integrity policy;procedures addressing memory protection for the information system;information system design documentation;information system configuration settings and associated documentation;list of security safeguards protecting information system memory from unauthorized code execution;information system audit records;other relevant documents or records		Automated mechanisms supporting and/or implementing safeguards to protect information system memory from unauthorized code execution		Organizational personnel with responsibility for memory protection;organizational personnel with information security responsibilities;system/network administrators;system developer												

		SI-16[1]				the organization defines security safeguards to be implemented to protect information system memory from unauthorized code execution; and																		

		SI-16[2]				the information system implements organization-defined security safeguards to protect its memory from unauthorized code execution.																		
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