
FedRAMP Readiness Assessment Guidance for CSPs and 3PAOs

Third Party Assessment Organizations (3PAOs) should use this document as guidance when completing the FedRAMP Readiness Assessment Report. The information below is intended as general direction. 3PAOs should use their experience and knowledge of the overall Cloud Service Provider (CSP) system to provide responses in the FedRAMP Readiness Assessment Report.

CSP System Information

This section provides a quick summary of the assessed system including the vendor name, system name, general functionality, service model, and deployment type.  In this section, the 3PAO should also document if the CSP system runs in another CSP environment.  If so, the 3PAO should describe that CSP system and its Authorization To Operate (ATO) status.

3PAO Attestation

Please fill in the 3PAO name and CSP name in the appropriate spaces marked by brackets ([]).  The Attestation should be signed by the 3PAO and include the date signed.

The 3PAO is expected to provide an overall rating of a CSP’s security capabilities (Level I, II, III, IV or V) based on the 3PAO’s detailed analysis of a CSP’s Readiness Capabilities and the 3PAO’s overall experience with cloud-based systems.  A qualitative description of Levels I, II, III, IV and V is in Appendix A of this document.

CSP System Overview

Please give an overview of the CSP system here. 

This is where 3PAO should provide network / architecture diagram(s) of the system for this Readiness Assessment. Each diagram should:
· Have a clearly defined authorization boundary.
· Clearly define shared corporate services that are not within the boundary.
· Clearly define services wholly within the boundary.
· All major components (or groups of) are depicted within the boundary.
· All interconnected systems are identified.
· All major software/virtual components (or groups of) are depicted within the boundary.
· All systems that are related to the boundary but are excluded from the boundary are represented.

Additionally, 3PAO should provide a data flow diagram of the system that was reviewed. The diagram should:
· Clearly identify anywhere Federal data is to be processed, stored, or transmitted.
· Clearly delineate how data comes into and out of the system boundary.
· Depict how all ports, protocols and services of all inbound and outbound traffic are represented and managed.

The 3PAO should also describe and assess the strength of the physical and/or logical separation measures in place to provide segmentation and isolation of tenants, administration, and operations addressing user-to-system, admin-to-system, and system-to-system relationships.

Readiness Capability Areas
Access Control (AC)

Guidance for describing CSP access control capabilities:
This relates to the AC family of controls within the FedRAMP baseline. CSP should be able to verify that the system can: 
· Ensure that one customer is unable to access another customer’s data.
· Prevent unauthorized access to the system.
· Appropriately safeguard how users remotely access the system. 
· Separate system users into distinct roles with distinct privileges (i.e., privileged/non-privileged users).
· Provide access control mechanisms to enforce these access control capabilities. (such as separation of duties, remote access, access control lists, access via VPN/subnets, etc.).

Table 1: FedRAMP Readiness Capability Level Factors for Consideration
	

How does the CSP manage and control user access?
	Area
	Level I
	Level II
	Level III
	Level IV
	Level V

	
	Authorization
	Ad Hoc
	Access Control List
	Group/Role - Based
	Attribute / Policy-Based
	Enterprise Attribute / Policy-Based



Audit and Accountability

Guidance for describing CSP audit and accountability control capabilities:
This relates to the audit family of controls within the FedRAMP baseline. Some abilities that a CSP should be able to demonstrate related to Audit and Accountability include: 
· Provide appropriate log files with necessary retention cycles and capacity for storage. 
· Have log files with enough detail to trace actions to individuals as well as the authentication and authorization of individuals.
· Use automated tools for logging and alerts.
· Provide aggregation of log files for reporting. 
· Have alerts and notifications based on suspicious events. 
· Have Regular reviews of audits logs and appropriate after actions.




Table 2: FedRAMP Readiness Capability Level Factors for Consideration

	

How does the CSP maintain, monitor, and aggregate full logs of all system activity?

	Area
	Level I
	Level II
	Level III
	Level IV
	Level V

	
	Audit Logging
	Ad Hoc
	Web-Based Systems
	All Systems
	Aggregated System Logs
	Enterprise Security Warehouse

	
	Event Logging & Management
	Ad Hoc
	Boundary Devices Only
	All Network Device Events
	Aggregated Enterprise Logs
	Enterprise Security Warehouse


 
Configuration Management

Guidance for describing CSP capabilities related to configuration management controls:
· What baselines (and related standards) do you use to ensure that the devices within your environment maintain the right configuration?
· How do you keep those baselines up to date?
· How do you change your baselines (through a Change Control Board or other similar groups)?
· What automated tools do you employ to identify any devices that are out of configuration?
 
Table 3: FedRAMP Readiness Capability Level Factors for Consideration
	

How does the CSP manage and track configurations of the system?
	Area
	Level I
	Level II
	Level III
	Level IV
	Level V

	
	Software Integrity
	Ad Hoc
	Software Inventory (Manual)
	Automated Software Inventory Tools 
	Unsupported Software Detection / Blocking and Application Whitelisting
	Code Analysis

	
	Configuration Management
	Ad Hoc
	List of Authorized Software & Versions
	Fully Defined Configurations
	Unauthorized Configuration Detection
	Context-Based Denial of Access

	
	Asset Management
	Ad Hoc
	Manual Asset Inventory
	Partially Automated Asset Inventory
	Fully Automated Asset Inventory
	Continuous Asset Updates

	
	Application Management
	Ad Hoc
	Deprecated Application List
	Deprecated Application Detection
	Application Whitelisting
	Advanced Execution Control

	
	Hardware Management
	Ad Hoc
	Approved Device List
	Unapproved Device Detection
	Unapproved Device Blocking
	 TBD

	
	Image Management
	Ad Hoc
	Common Device Images
	Security - Hardened Device Images
	Virtual Device Images
	Containerized “Microapp” Images

	
	Mobile Endpoint Management
	Ad Hoc
	Approved Mobile Device / Configuration
	Mobile Device Management
	Mobile Application Management
	Context-Aware Mobile Endpoint

	
	Patch Management
	Ad Hoc
	Manual
	Formal Test & Patch Program
	Automated Patching (Push)
	Continuous Scanning & Update



Contingency Planning/Disaster Recovery

Guidance for describing CSP contingency planning control capabilities:
What plans do you have if your system goes down? Please include information related to:
· Availability Service Level Agreements (SLAs).
· Redundancy of data for backup or failover systems.
· Where your alternative processing site is and its geographical distribution.
· How remote backups are completed (and how frequently) 
· Any business impact assessments and business continuity plans that exist.

How frequently do you test this plan? This must be a functional test.

Table 4: FedRAMP Readiness Capability Level Factors for Consideration
	How does the CSP plan for recovery and continuity of operations?
	Area
	Level I
	Level II
	Level III
	Level IV
	Level V

	
	Disaster Recovery
	Ad Hoc
	Internal Backup and Restore
	Disaster Recovery / Continuity of Operations (COOP) Site
	Cloud-Based Backup and Restore
	Cloud-Based Disaster Recover (DR)/COOP



Identification and Authentication

Guidance for describing CSP identification and authentication control capabilities:
· How does your system identify and manage different accounts to ensure the correct credentials go to the correct people?
· How does your system employ multi-factor authentication (MFA) for users? Please include details about the types of MFA for all user types as well as the Common Access Card/Personal Identification Verification (CAC/PIV) integration for government users.
· Describe the Public Key Infrastructure (PKI) infrastructure used.
 
Table 5: FedRAMP Readiness Capability Level Factors for Consideration
	How does the CSP maintain, verify and authenticate user identity?

	Area
	Level I
	Level II
	Level III
	Level IV
	Level V

	
	Authentication
	Single Factor (e.g., password)
	Two-Factor (non-PKI)
	Two-Factor (PKI)
	Enterprise Single Sign-on with two-factor PKI
	Multi-factor (PKI w/ biometric)

	
	Identity Management
	Manual / Paper-based (System  Independent)
	Multiple persistent digital identity records
	Full single digital identity including attributes
	Automated Identity Provisioning (e.g., Application Lifecycle Management (ALM))
	Enterprise Automated Digital Identity  Lifecycle Management

	
	Identity Proofing
	None
	Limited identity docu-mentation
	800-63 compliant identity docu- mentation in-person or remote
	800-63 compliant identity documentation in-person with biometric validation
	TBD

	
	Federation
	Issuance of local credentials
	Internal organization federated Single Sign-on (SSO) (Component )
	Trusted partner federated access (SLTTIP)
	Federal-wide PIV/CAC interoperability
	Citizen-to-government federated access

	
	Non-Person Entity (NPE) Management
	None
	NPE Asset Inventory
	Device ID Authentica- tion
	Certificate-based authentication
	NPE Attribute-based Authorization



Incident Response

Guidance for describing CSP incident response control capabilities:
· Please describe your incident response plan and related capabilities (including team and program structure and notifications).
· Does your incident response plan align with the related US CERT and NIST guidelines?
· How frequently do you test this plan? This can be table-top exercises.



Table 6: FedRAMP Readiness Capability Level Factors for Consideration
	
How does the CSP respond to and resolve security incidents?
	Area
	Level I
	Level II
	Level III
	Level IV
	Level V

	
	Incident Management & Response
	Ad Hoc
	Network Operations Center (NOC) -Based Security Specialists
	Dedicated Component Security Operations Center (SOC)
	Collaborative Enterprise & Component SOC
	Virtual Integrated Enterprise SOC

	
	Threat Intelligence & Information Sharing
	Ad Hoc
	Incident-Based Threat Intelligence
	Focused Threat Intelligence Efforts
	Third-Party Threat & Reputation Services
	Machine-Readable Threat & Reputation Services



Media Protection

Guidance for describing CSP media protection control capabilities:
This relates to the MP family of controls within the FedRAMP baseline. At a high level, for any device that can be physically removed from a CSP environment, the CSP should appropriately transfer, store, and dispose, and sanitize these devices. 

Table 7: FedRAMP Readiness Capability Level Factors for Consideration
	

How does the CSP control, protect and dispose of removable media?
	Area
	Level I
	Level II
	Level III
	Level IV
	Level V

	
	Media Reuse/ Disposal
	Ad Hoc
	Paper Cross-shredding / Incineration
	Single Pass Patterned Overwrite for Reuse
	Degauss
	Disintegrate /Pulverize /Melt /Incinerate

	
	Data and Records Management
	Ad Hoc
	Manual retention schedules
	Automated retention schedules
	Remote data wiping
	Automated records disposition



Personnel Security/Credentialing

Guidance for describing CSP Capabilities:
· Please describe the types of background investigations you complete for each type of role a user has in your environment.
· How often do you review and validate that the appropriate background investigations have been conducted?

Physical and Environmental

Guidance for describing CSP Capabilities:
· Who is your data center provider (you own it, Collocation (CoLo), government agency, etc.)?
· Where are your data centers located? Are any of your data centers outside of the US?
· Please describe how your physical devices are secured within the data center? (e.g., locked cages, locked racks, etc.)
· How does your data center prevent unauthorized access? 
· How does your data center maintain access records?

Risk Assessment

Guidance for describing CSP related to risk assessment control capabilities:
· How do you identify risks and vulnerabilities within your environment? Describe any vulnerability scanners you use and what you do with the results of those findings.
· For your system currently, please be able to demonstrate you have knowledge of:
· How frequently you scan your system at each level and what percentage of your system is scanned.
· Current number of vulnerabilities residing on your system.
· Prioritizing vulnerabilities based on severity (low, moderate, or high).
· Ability to close out vulnerabilities within accepted time frames (30 days for high, 90 days for moderate).
· Ability to track and provide historical evidence of remediation information to show patterns and trends.

Table 8: FedRAMP Readiness Capability Level Factors for Consideration
	

How does the CSP assess risks to the system  and manage known vulnerabilities?
	Area
	Level I
	Level II
	Level III
	Level IV
	Level V

	
	Vulnerability Analysis
	Vulnerability Scanning
	Penetration Testing
	Automated Pen Testing
	Red Team Exercise
	Continuous Red Teaming

	
	Vulnerability Management
	System Audit Log Reviews
	System Vulnerability Assessment
	Automated Vulnerability Scanning
	System-Level Penetration Testing
	Security by Design

	
	Weakness Remediation
	Ad Hoc
	Plan of Action and Milestones (POAMs) POAMs Identification
	POAMs Selected & Funded
	POAMs Executed within 24 months
	POAMs Executed within 12 months



System and Information Integrity

Guidance for describing CSP’s system and information integrity capabilities:
· What anti-malware defenses are employed by the system?
· How does your system detect unauthorized changes to software, firmware, and information?



Table 9: FedRAMP Readiness Capability Level Factors for Consideration
	How does the CSP monitor system activity, and traffic, and intrusions to the system?
	Area
	Level I
	Level II
	Level III
	Level IV
	Level V

	
	Malware Analysis
	Ad Hoc
	Situational Out of Band Analysis
	Focused Out of Band Analysis
	Sandboxed Testing & Analysis
	Automated Sandbox Analysis

	
	Malware Remediation
	Restore Point Only
	Quarantine & Deletion
	Out-of-Band Payload Removal
	Automated In-Line Payload Removal
	Advanced Execution Control



System and Communication Protection

Guidance for describing CSP’s system and communication protection controls capabilities:
· How do you protect the boundary of this system?
· How do you track how data enters and exits the environment?
· How do you ensure unauthorized users don’t get access to the environment?
· How do you ensure malicious code doesn’t enter the environment?
· Where do you use encryption in your system for both data in transit and data at rest?
· What type of encryption is used? Where applicable ensure it is FIPS 140-2 validated.
· How do you support agency’s access to your environment via the TIC?
· How is external Domain Name System (DNS) Security Extensions (DNSSEC) being performed? Do you have it?
· Describe the parts of your system where you’ve deployed automation to configure, maintain, update, notify, etc.

Table 10: FedRAMP Readiness Capability Level Factors for Consideration:
	How does the CSP protect the system’s boundary and data?
	Area
	Level I
	Level II
	Level III
	Level IV
	Level V

	
	Traffic Scanning
	Ad Hoc
	Traffic Visualization
	NetFlow Scanning
	Full Packet Capture
	Deep Packet Inspection

	
	Intrusion Detection
	Ad Hoc
	Incident-Based
	Signature-Based
	Pattern-Based
	Indicators of Attack Based

	
	Intrusion Prevention
	Ad Hoc
	URL Blacklist
	Traffic Blocking
	In-Line Content Detonation
	Attack Chain Interdiction

	
	Malware Analysis
	Ad Hoc
	Situational Out of Band Analysis
	Focused Out of Band Analysis
	Sandboxed Analysis
	Automated Sandbox Analysis

	
	Command & Control Interdiction (CNC)
	Ad Hoc
	URL Blacklisting
	Channel, Port & Resource Use Blocking
	DNS Sinkholing
	Advanced CNC Interdiction Approaches

	
	Security Policy Enforcement
	Ad Hoc
	Network Access Control
	Policy Enforcement Points
	Context-Aware Enforcement
	Autonomic Policy Enforcement

	
	Internet Access Management
	Ad Hoc
	Self-managed Internet Gateway
	Trusted Internet Connections (TIC)
	Managed Trusted Internet Protocol Service
	 TBD

	
	Data Safeguarding – Data At Rest
	None
	Hashing
	Device and Mobile device encryption
	Application Encryption
	TBD

	
	Data Safeguarding – Data in Motion
	None
	Encrypted File Transfer and E-mail Encryption
	Transport Layer Security/ Secure Sockets Layer (SSL)
	Virtual Private Network
	End-to-End Encryption




Alternative Implementations

Guidance for describing alternative implementations:
· What alternative controls has the CSP implemented?  Please describe.
· What controls are marked “not applicable”?  Please describe why these controls are “not applicable” and any impact on system security.



Appendix A: Overall Readiness Capability Level Descriptions

[bookmark: _Toc431800546]Level I: Unprotected Cyber Assets

At this maturity level, the enterprise is not protecting its cyber assets. Defensive capabilities may exist, but they are not in use.  Security incidents are identified ex post facto and are addressed through heroic- response from IT professionals who may or may not have any particular cyber defense expertise. User privileges are open and security policies are either weak or non-existent regarding end-user participation in security. E-mail is unencrypted. Access to systems is password-based with no rules requiring strong authentication. Endpoints are unmanaged and unmonitored. Existing capabilities are employed on ad hoc basis when a cyber attack is identified. Incident response is a one-off effort, and generally a non-repeatable exercise. Assets are marginally protected, if at all, while end-users are essentially in denial about the need for more stringent approaches to securing the enterprise.

[bookmark: _Toc431800547]Level II: Organized Cyber Response

[bookmark: _GoBack]At this level, the enterprise has begun to invest in extended security measures, but has yet to develop an adequate defense posture. Assets are still at major risk.  Security experts have been hired within traditional IT operations. These experts drive basic security capability development, provide some level of repeatable incident response, and are laying the groundwork for a more sophisticated cyber defense approach. Fundamental practices in perimeter, network, system, and endpoint security have begun (inbound traffic scanning, key event logging, vulnerability testing, device encryption, etc.). End-users are more aware of threats but persist in risky behavior.
[bookmark: _Toc431800548]
Level III: Managed Cyber Defense

At this level, the enterprise has made a significant investment in security as an active, ongoing discipline within the IT organization. An enterprise security approach includes one or more dedicated security operations center(s) (SOC). A SOC is staffed with security experts and incident management personnel and has a core set of tools for logging, correlating, detecting, monitoring, and responding to security incidents. At Level III the enterprise considers risk factors and makes periodic, needed investments to advance its capability to detect, prevent, and respond to cyber attacks. End-users are trained on fundamental security practices and risky behaviors are identified and communicated to offenders.

[bookmark: _Toc431800549]Level IV: Hardened Cyber Defense

At this level, the enterprise takes a strategic look at its infrastructure and begins incorporating security thinking into all of its infrastructure and application upgrades. Hardened cyber defenses help to reduce attack surfaces and begin to implement security by design principles in application development. Cyber defenses are centrally coordinated and collaboratively executed across what may be multiple SOCs and/or engaged network operations centers. Threat intelligence and best practices are shared and end-users are beginning to adopt a culture of security. Insider threats are being monitored and other best practices and technologies in terms of data access, data loss prevention, and encryption are taking effect. User and administrator privileges are managed tightly, with a least privileges approach and minimizing user and administrator accounts is being imposed.

[bookmark: _Toc431800550]Level V: Adaptive Cyber Defense

At this level, cyber defense is fully integrated into daily computing practice. Defenses proactively interdict the attack chain and stop breaches before losses are incurred. Applications incorporate security by design and end-users identify with and conform to an ongoing culture of security.  Enterprise architecture and CTO-level executives help to identify and engineer changes to the IT environment that keep security up to date. New concepts such as ephemeral data are applied based on a realistic understanding of risk/reward for the evolving enterprise. Adaptive and autonomic responses optimize security in the face of an ever-expanding threat.
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