


FedRAMP Readiness Assessment Report

CSP System Information
	Vendor Name:
System Name:
Service Model:   (IaaS, PaaS, SaaS)
Deployment Model: Is the service a Public cloud, Government Only Cloud, Federal Government Only Cloud, or DOD Cloud?
System Functionality: Briefly describe the functionality of the system and service being provided 
Relationship to Other CSP:  Does the system reside in another CSP environment (e.g., SaaS hosted in an IaaS or PaaS)? If yes, which system and is that system ATO’ed and by whom? 
.



3PAO Attestation
	[3PAO name] attests to [CSP name]’s readiness to meet the FedRAMP requirements as laid out in this FedRAMP Readiness Assessment Report and in alignment with the FedRAMP security controls and FedRAMP Readiness Assessment Guidance for CSPs and 3PAOs. This attestation is based on [3PAO name]’s 3PAO Accreditation by A2LA and FedRAMP, experience and knowledge of FedRAMP and industry cybersecurity best practices, and based on [3PAO name]’s examination of the CSPs system and related security implementations.

Additionally, [3PAO name] would rate [CSP]’s capability level overall as a [Level I, II, III, IV, or V] based on this FedRAMP Readiness Assessment and in alignment with FedRAMP Readiness Assessment Guidance for CSPs and 3PAOs.

x___________________________Signature Block________________________(date)______________



CSP System Overview

Please give an overview of the CSP system here, including diagrams and descriptions regarding separation measures in place on the system.


Readiness Capability Areas
Access Control

CSP Capability Level:
CSP Capabilities Description:
3PAO should describe the CSP’s ability to authorize and control access to the data/data systems of the enterprise, from simple password access to multifactor authorization. Also describe controls after access such as user roles assigned and the access privileges this extends to data systems, including access control lists, role-based access control, policies, and context-aware access.


Audit and Accountability

CSP Capability Level:
CSP Capabilities Description:
3PAO should describe CSP’s ability to maintaining full logs of all system activity, both internal and weblogs of externally-focused applications. System logs should be maintained and monitored by the developer teams and the associated systems security office.  Beginning with web-facing systems, logs should be aggregated and ultimately fed into an enterprise security warehouse to assist in understanding security events that may have impacted the system in question.


Configuration Management

CSP Capability Level:
CSP Capabilities Description:
3PAO should describe CSP’s ability to manage and keep track of how hardware, operating systems, software versions and updates that are installed are deployed as part of the enterprise computing infrastructure. 


Contingency Planning/Disaster Recovery

CSP Capability Level:
CSP Capabilities Description:
3PAO should describe CSP’s plans ability to returning a system or systems to operating capability by using backup and restore techniques, duplicate “continuity of operations (COOP) sites”, cloud-based restoration or full cloud-based COOP operations.


Identification and Authentication

CSP Capability Level:
CSP Capabilities Description:
3PAO should describe CSPs’ ability of the to verify and then maintain the verification of a particular end-user’s identity, including all aspects of maintaining identity sources, federating identities if more than one enterprise system is tracking identities, using that identity for credentialing (both physical and logical), and brokering trusted identities for data exchanges with partner organizations.  Additionally, describe the authentication required to access the data/data systems of the enterprise, from simple password access to multi factor authorization with biometric components (e.g., fingerprint, iris, etc.)


Incident Response

CSP Capability Level:
CSP Capabilities Description:
3PAO should describe CSP’s ability to respond to an incident, also includes the recording, ticketing, tracking, reporting, and resolution of a security incident.


Media Protection

CSP Capability Level:
CSP Capabilities Description:
[bookmark: _GoBack]3PAO should describe CSP’s ability to ensure the appropriate protections of any media used within the system. 


Personnel Security/Credentialing

CSP Capabilities Description:
Capability level is intentionally not included for this capability. 3PAO should describe CSP’s practice of presenting employees, contractors, partners, and allowed visitors with a physical token (e.g., ID badge) that reflects a particular level of assurance (LOA) required for access a physical or logical enterprise enclave. LOA are defined as 1) the degree of confidence in the vetting process used to establish the identity of an individual to whom the credential was issued, and 2) the degree of confidence that the individual who uses the credential is the individual to whom the credential was issued.


Physical and Environmental

CSP Capabilities Description:
Capability level is intentionally not included for this capability. 3PAO should describe CSP’s physical facilities for hosting the CSP environment.


Risk Assessment

CSP Capability Level:
CSP Capabilities Description:
3PAO should describe CSP’s to assess the vulnerability of an enterprise by multiple means of vulnerability scanning and penetration testing, including automated Pen Testing, formal Red Team Exercise, and continuous Red Team hacking to identify remaining vulnerabilities.

Assess the vulnerability of a particular system by a variety of techniques, including review of the system logs for exploitable errors, formal system vulnerability testing, automated testing & scanning, and ultimately leading to a security-by-design development approach

Identification of Plans of Action and Milestones (POAMs) to remediate security vulnerabilities, including identifying funding and executing the POAMs at a faster rate over time.


System and Information Integrity

CSP Capability Level:
CSP Capabilities Description:
3PAO should describe CSP’s abilities to monitor system activity through examining system traffic – both inbound and outbound – to match known intrusion patterns with the traffic, based on threat signatures provided by a vendor or developed internally.   Also the CSP’s practice of intrusion prevention involves blocking and reporting suspicious activity on the enterprise perimeter or network.


System and Communication Protection

CSP Capability Level:
CSP Capabilities Description:
3PAO should describe CSP’s for safeguarding the boundary of the system, including safeguarding date at rest and in motion (encryption).


Alternative Implementations

Describe any alternate control implementations and “not applicable” controls this system will have when meeting the FedRAMP Requirements:
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